103d Congress Rept. 103-827
HOUSE OF REPRESENTATI VES
2d Session Part 1

M. Brooks, fromthe Conmttee on the Judiciary, submtted the foll ow ng
REPORT
together with
ADDI Tl ONAL VI EVS
[ To accompany H R 4922]
[ ncluding cost estimate of the Congressional Budget O fice]

The Conmittee on the Judiciary, to whomwas referred the bill (H R 4922)
to amend title 18, United States Code, to make clear a tel econmunications
carrier's duty to cooperate in the interception of comrunications for |aw
enf orcenent purposes, and for other purposes, having considered the sane,
report favorably thereon with an anmendnment and recomend that the bill as
anended do pass.

The anendnent is as foll ows:

Strike out all after the enacting clause and insert in lieu thereof the
fol | owi ng:

SECTION 1. | NTERCEPTI ON OF DI G TAL AND OTHER COVVUNI CATI ONS.

(a) In CGeneral.--Part | of title 18, United States Code, is anmended by
inserting after chapter 119 the foll ow ng new chapter
" CHAPTER 120- - TELECOVMUNI CATI ONS CARRI ER ASSI STANCE TO THE GOVERNMENT

" Sec.

"2601. Definitions.

"2602. Assistance capability requirenents.

"2603. Notices of capacity requirenents.

"2604. Systens security and integrity.

"2605. Cooperation of equipnent manufacturers and providers of
t el econmuni cati ons support services.

"2606. Technical requirenments and standards; extension of conpliance date.

"2607. Enforcenent orders.

"2608. Payment of costs of tel econmunications carriers to conply with
capability requirenents.

"Sec. 2601. Definitions



"(a) Definitions.--In this chapter--
"the ternms defined in section 2510 have, respectively, the neanings
stated in that section.
" 'call-identifying information'--

"(A) means dialing or signaling information that identifies the
origin, direction, destination, or term nation of each communication
generated or received by the subscriber equipnment, facility, or
service of a tel econmunications carrier that is the subject of a
court order or lawful authorization; but

"(B) does not include any information that may di scl ose the
physi cal |ocation of the subscriber (except to the extent that the
| ocation may be determ ned fromthe tel ephone nunber).

' Conmi ssi on" means the Federal Communications Conmi ssion

'governnent' means the governnment of the United States and any agency
or instrunentality thereof, the District of Colunbia, any commonwealth,
territory, or possession of the United States, and any State or politica
subdi vi si on thereof authorized by law to conduct el ectronic surveill ance.

" 'information services'--

"(A) means the offering of a capability for generating, acquiring,
storing, transform ng, processing, retrieving, utilizing, or making
avail abl e information via tel ecommuni cations; and

"(B) includes electronic publishing and el ectronic nessagi ng
servi ces; but

"(C does not include any capability for a tel econmunications
carrier's internal managenent, control, or operation of its
t el econmuni cati ons networKk.

'tel econmuni cati ons support services' neans a product, software, or
service used by a tel econmuni cations carrier for the internal signaling
or switching functions of its tel econmunications network.

" 'telecomunications carrier’--

"(A) means a person or entity engaged in the transm ssion or
switching of wire or electronic comunications as a common carrier
for hire (wthin the neaning of section 3(h) of the Communications
Act of 1934 (47 U.S.C 153(h)));

"(B) includes--

"(i) a person or entity engaged in providing commercial nobile
service (as defined in section 332(d) of the Comunications Act
of 1934 (47 U.S.C. 332(d))); or

"(ii) a person or entity engaged in providing wire or
el ectroni c comunication switching or transm ssion service to the
extent that the Conmmi ssion finds that such service is a
repl acenent for a substantial portion of the |ocal tel ephone
exchange service and that it is in the public interest to deem
such a person or entity to be a tel econmunications carrier for
pur poses of this chapter; but

"(C) does not include persons or entities insofar as they are
engaged in providing information services.

"Sec. 2602. Assistance capability requirenents

"(a) Capability Requirements.--Except as provided in subsections (b), (c),

and (d) of this section and sections 2607(c) and 2608(d), a

t el econmuni cations carrier shall ensure that its services or facilities that
provi de a custoner or subscriber with the ability to originate, term nate, or
di rect conmmuni cati ons are capabl e of --

"(1) expeditiously isolating and enabling the government to intercept,
to the exclusion of any other conmunications, all wire and el ectronic
conmuni cations carried by the carrier within a service area to or from



equi prent, facilities, or services of a subscriber of such carrier
concurrently with their transmssion to or fromthe subscriber's service
facility, or equipnment or at such later tine as may be acceptable to the

gover nnent ;

"(2) expeditiously isolating and enabling the government to access
call-identifying information that is reasonably available to the
carrier--

"(A) before, during, or inmediately after the transm ssion of a
wire or electronic conmunication (or at such later time as may be
acceptable to the governnent); and

"(B) in a manner that allows it to be associated with the
conmuni cation to which it pertains,

except that, with regard to information acquired solely pursuant to the
authority for pen registers and trap and trace devices (as defined in
section 3127), such call-identifying information shall not include any
i nformati on that may di scl ose the physical |ocation of the subscriber
(except to the extent that the |ocation may be determ ned fromthe

t el ephone nunber);

"(3) delivering intercepted conmuni cations and call-identifying
information to the governnent in a format such that they may be
transmtted by nmeans of facilities or services procured by the government
to a location other than the prem ses of the carrier; and

"(4) facilitating authorized comruni cati ons interceptions and access to
call-identifying informati on unobtrusively and with a m ni mum of
interference with any subscriber's tel econmuni cations service and in a
manner that protects--

"(A) the privacy and security of communications and call -
identifying information not authorized to be intercepted; and

"(B) information regarding the governnment's interception of
conmuni cati ons and access to call-identifying information

"(b) Limtations.--

"(1) Design of features and systens configurations.--This chapter does
not authorize any | aw enforcenment agency or officer--

"(A) to require any specific design of features or system
configurations to be adopted by providers of wire or electronic
conmuni cati on service, manufacturers of tel econmunications equi pnent,
or providers of tel econmunications support services; or

"(B) to prohibit the adoption of any feature or service by
providers of wire or electronic conmunication service, manufacturers
of tel econmmuni cations equi pnent, or providers of tel ecomunications
support services.

"(2) Information services; private networks and interconnection
services and facilities.--The requirenents of subsection (a) do not apply
to--

"(A) information services; or

"(B) services or facilities that support the transport or sw tching
of communi cations for private networks or for the sole purpose of
i nterconnecting tel ecomunications carriers.

"(3) Encryption.--A tel ecomunications carrier shall not be responsible
for decrypting, or ensuring the governnent's ability to decrypt, any
conmuni cati on encrypted by a subscriber or custoner, unless the
encryption was provided by the carrier and the carrier possesses the
i nformati on necessary to decrypt the conmunication

"(c) Enmergency or Exigent Circunstances.--ln energency or exigent
ci rcunst ances (including those described in sections 2518 (7) or (11)(b) and
3125 of this title and section 1805(e) of title 50), a carrier at its
di scretion may conply with subsection (a)(3) by allowing nmonitoring at its



premses if that is the only nmeans of acconplishing the interception or
access.

"(d) Mobile Service Assistance Requirenents.--A tel econmuni cations carrier
offering a feature or service that allows subscribers to redirect, hand off,
or assign their wire or electronic comunications to another service area or
anot her service provider or to utilize facilities in another service area or
of anot her service provider shall ensure that, when the carrier that had been
provi di ng assistance for the interception of wire or electronic

conmuni cati ons or access to call-identifying information pursuant to a court
order or |awful authorization no | onger has access to the content of such
conmuni cations or call-identifying information within the service area in

whi ch interception has been occurring as a result of the subscriber's use of
such a feature or service, information is nade avail able to the governnent
(before, during, or imediately after the transfer of such communicati ons)
identifying the provider of wire or electronic conmunication service that has
acqui red access to the conmuni cati ons.

"Sec. 2603. Notices of capacity requirenents

"(a) Notices of Maxi num and Actual Capacity Requirenents.--

"(1) In general.--Not later than 1 year after the date of enactnent of
this chapter, after consulting with State and | ocal | aw enforcenent
agenci es, telecomunications carriers, providers of tel ecomunications
support services, and manufacturers of tel econmunications equi pnent, and
after notice and coment, the Attorney General shall publish in the
Federal Register and provide to appropriate tel econmunications industry
associ ati ons and standard-setting organi zati ons- -

"(A) notice of the maxi mum capacity required to accommodate all of
t he conmuni cation interceptions, pen registers, and trap and trace
devices that the Attorney General estinmates that government agencies
aut hori zed to conduct el ectronic surveillance may conduct and use
simul taneously after the date that is 4 years after the date of
enactment of this chapter; and

"(B) notice of the actual nunber of conmunication interceptions,
pen registers, and trap and trace devices, representing a portion of
t he maxi mum capacity set forth under subparagraph (A), that the
Attorney CGeneral estimates that governnment agencies authorized to
conduct el ectronic surveillance may conduct and use sinultaneously
after the date that is 4 years after the date of enactnent of this
chapter.

"(2) Basis of notices.--The notices issued under paragraph (1)--

"(A) may be based upon the type of equipnent, type of service,
nunber of subscribers, type or size or carrier, nature of service
area, or any other neasure; and

"(B) shall identify, to the maxi mum extent possible, the capacity
required at specific geographic locations, including carrier office
| ocati ons.

"(b) Conpliance Wth Capacity Noti ces. --

"(1) Initial capacity.--Wthin 3 years after the publication by the
Attorney CGeneral of a notice of capacity requirements or within 4 years
after the date of enactnment of this chapter, whichever is |longer, a
tel econmuni cations carrier shall, subject to subsection (e), ensure that
its systens are capabl e of--

"(A) expanding to the nmaxi mum capacity set forth in the notice
under subsection (a)(1)(A); and

"(B) acconmpdating simultaneously the nunber of interceptions, pen
registers, and trap and trace devices set forth in the notice under
subsection (a)(1)(B)



"(2) Expansion to maxi num capacity.--After the date described in
paragraph (1), a tel econmunications carrier shall, subject to subsection
(e), ensure that it can acconmpbdate expeditiously any increase in the
actual nunber of comunication interceptions, pen registers, and trap and
trace devices that authorized agencies may seek to conduct and use, up to
t he maxi mum capacity requirement set forth in the notice under subsection
(a) (1) (A).

"(c) Notices of Increased Maxi num Capacity Requirenents. --

"(1) The Attorney General shall periodically publish in the Federa
Regi ster, after notice and comment, notice of any necessary increases in
t he maxi mum capacity requirement set forth in the notice under subsection
(a) (1) (A).

"(2) Wthin 3 years after notice of increased maxi mum capacity
requi renents is published under paragraph (1), or within such |onger tine
period as the Attorney General may specify, a tel econmunications carrier
shal I, subject to subsection (e), ensure that its systens are capabl e of
expanding to the increased nmaxi mum capacity set forth in the notice.

"(d) Carrier Statement.--Wthin 180 days after the publication by the
Attorney General of a notice of capacity requirenments pursuant to subsection
(a), a teleconmunications carrier shall submt to the Attorney General a
statenment identifying any of its systens or services that do not have the
capacity to accommodat e simultaneously the nunmber of interceptions, pen
registers, and trap and trace devices set forth in the notice under
subparagraph (A) or (B) of subsection (a)(1).

"(e) Reinbursenent Required for Conpliance.--The Attorney CGeneral shal
review the statements submitted under subsection (d) and may, subject to the
availability of appropriations, agree to reinburse a tel econmuni cati ons
carrier for the just and reasonable costs directly associated with
nodi fications to attain such capacity requirenment. Until the Attorney Genera
agrees to reinburse such carrier for such nodification, such carrier shall be
considered to be in conpliance with the capacity notices under subparagraphs
(A) and (B) of subsection (a)(1).

"Sec. 2604. Systens security and integrity

"A tel econmuni cations carrier shall ensure that any court ordered or
lawful Iy authorized interception of communi cations or access to call -
identifying information effected within its switching pren ses can be
activated only with the affirmative intervention of an individual officer or
enpl oyee of the carrier
"Sec. 2605. Cooperation of equipnment manufacturers and providers of

t el econmuni cati ons support services

"(a) Consultation.--A teleconmunications carrier shall consult, as
necessary, in a tinely fashion with manufacturers of its tel econmunications
transm ssion and switching equi pnent and its providers of tel econmunications
support services for the purpose of ensuring that current and pl anned
services and equi prment conply with the capability requirenments of section
2602 and the capacity requirenents identified by the Attorney General under
section 2603.

"(b) Cooperation.--Subject to sections 2607(c) and 2608(d), a manufacturer
of tel econmuni cations transm ssion or sw tching equi pnent and a provider of
t el econmuni cati ons support services shall, on a reasonably tinely basis and
at a reasonabl e charge, make available to the tel ecomunications carriers
using its equi pnent or services such features or nodifications as are
necessary to permt such carriers to conply with the capability requirenments
of section 2602 and the capacity requirenments identified by the Attorney
General under section 2603.



"Sec. 2606. Technical requirenents and standards; extension of conpliance
date

"(a) Safe Harbor. --

"(1) Consultation.--To ensure the efficient and industry-w de
i npl enent ati on of the assistance capability requirenments under section
2602, the Attorney Ceneral, in coordination with other Federal, State
and | ocal |aw enforcenment agencies, shall consult with appropriate
associ ati ons and standard-setting organi zati ons of the tel econmuni cations
i ndustry and with representatives of users of tel econmunications services
and facilities.

"(2) Conpliance under accepted standards.--A tel econmuni cations carrier
shall be found to be in conpliance with the assistance capability
requi renents under section 2602, and a manufacturer of tel ecomunications
transm ssion or sw tching equi pnment or a provider of teleconmunications
support services shall be found to be in conpliance with section 2605, if
the carrier, manufacturer, or support service provider is in conpliance
with publicly avail able technical requirenments or standards adopted by an
i ndustry associ ation or standard-setting organi zati on or by the
Conmmi ssi on under subsection (b) to neet the requirenents of section 2602.

"(3) Absence of standards.--The absence of technical requirenents or
standards for inplenenting the assistance capability requirenents of
section 2602 shall not--

"(A) preclude a carrier, manufacturer, or services provider from
depl oyi ng a technol ogy or service; or
"(B) relieve a carrier, manufacturer, or service provider of the
obligations inmposed by section 2602 or 2605, as applicable.
"(b) FCC Authority.--

"(1) In general.--1f industry associations or standard-setting
organi zations fail to issue technical requirenents or standards or if a
gover nment agency or any other person believes that such requirenents or
standards are deficient, the agency or person may petition the Conm ssion
to establish, by notice and conment rul enaki ng or such other proceedi ngs
as the Conm ssion may be authorized to conduct, technical requirenments or
standards that--

"(A) meet the assistance capability requirenents of section 2602;
"(B) protect the privacy and security of conmunications not
aut horized to be intercepted; and
"(C) serve the policy of the United States to encourage the
provi si on of new technol ogi es and services to the public.

"(2) Transition period.--1f an industry technical requirenment or
standard is set aside or supplanted as a result of Conm ssion action
under this section, the Conm ssion, after consultation with the Attorney
Ceneral, shall establish a reasonable tinme and conditions for conpliance
with and the transition to any new standard, including defining the
obligations of tel ecomunications carriers under section 2602 during any
transition period.

"(c) Extension of Conpliance Date for Features and Services.--

"(1) Petition.--A tel ecomunications carrier proposing to install or
depl oy, or having installed or deployed, a feature or service within 4
years after the date of enactnent of this chapter may petition the
Conmmi ssion for 1 or nore extensions of the deadline for conplying with
t he assi stance capability requirenments under section 2602.

"(2) Gound for extension.--The Comm ssion may, after affording a ful
opportunity for hearing and after consultation with the Attorney Ceneral
grant an extension under this paragraph, if the Conm ssion determ nes
that compliance with the assistance capability requirenments under section



2602 is not reasonably achi evabl e through application of technol ogy
avail able within the conpliance period.

"(3) Length of extension.--An extension under this paragraph shal
extend for no |longer than the earlier of--

"(A) the date determ ned by the Conm ssion as necessary for the
carrier to conmply with the assistance capability requirenents under
section 2602; or

"(B) the date that is 2 years after the date on which the extension
i s granted.

"(4) Applicability of extension.--An extension under this subsection
shall apply to only that part of the carrier's business on which the new
feature or service is used

"Sec. 2607. Enforcenent orders

"(a) Enforcenent by Court |ssuing Surveillance Order.--1f a court
aut hori zing an interception under chapter 119, a State statute, or the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or
aut horizing use of a pen register or a trap and trace device under chapter
206 or a State statute finds that a tel ecommunications carrier has failed to
comply with the requirenments in this chapter, the court may direct that the
carrier conmply forthwith and may direct that a provider of support services
to the carrier or the manufacturer of the carrier's transm ssion or sw tching
equi prent furnish forthwith nodifications necessary for the carrier to
conply.

"(b) Enforcenent Upon Application by Attorney General.--The Attorney
Ceneral may apply to the appropriate United States district court for, and
the United States district courts shall have jurisdiction to issue, an order
directing that a tel ecomrunications carrier, a manufacturer of
t el econmuni cations transm ssion or swtching equipnent, or a provider of
t el econmuni cati ons support services conply with this chapter

"(c) Gounds for Issuance.--A court shall issue an order under subsection
(a) or (b) only if the court finds that--

"(1) alternative technologies or capabilities or the facilities of
another carrier are not reasonably available to | aw enforcenent for
i npl enenting the interception of comunications or access to call -
identifying information; and

"(2) conpliance with the requirenents of this chapter is reasonably
achi evabl e through the application of available technology to the feature
or service at issue or would have been reasonably achievable if tinely
action had been taken.

"(d) Time for Conpliance.--Upon issuance of an enforcenent order under this
section, the court shall specify a reasonable tine and conditions for
conmplying with its order, considering the good faith efforts to conply in a
timely manner, any effect on the carrier's, manufacturer's, or service
provider's ability to continue to do business, the degree of cul pability or
delay in undertaking efforts to conply, and such other matters as justice may
require.

"(e) Limtation.--An order under this section nay not require a
tel econmuni cations carrier to neet the governnent's demand for interception
of communi cati ons and acquisition of call-identifying information to any
extent in excess of the capacity for which the Attorney General has agreed to
rei nburse such carrier

"(f) Gvil Penalty.--

"(1) In general.--A court issuing an order under this section against a
t el econmuni cations carrier, a manufacturer of telecomunications
transm ssion or sw tching equi prent, or a provider of telecomunications
support services may inpose a civil penalty of up to $10, 000 per day for



each day in violation after the issuance of the order or after such
future date as the court may specify.

"(2) Considerations.--In determ ning whether to inpose a fine and in
determining its anount, the court shall take into account--

"(A) the nature, circunstances, and extent of the violation

"(B) the violator's ability to pay, the violator's good faith
efforts to conply in a tinely nanner, any effect on the violator's
ability to continue to do business, the degree of culpability, and
the I ength of any delay in undertaking efforts to conply; and

"(C such other matters as justice nmay require.

"(3) Cvil action.--The Attorney General may file a civil action in the
appropriate United States district court to collect, and the United
States district courts shall have jurisdiction to inpose, such fines.

"Sec. 2608. Paynment of costs of teleconmunications carriers to conply with
capability requirenents

"(a) Equi prent, Features, and Services Deployed Before Date of Enactnent.--
The Attorney Ceneral may, subject to the availability of appropriations,
agree to pay tel ecomuni cations carriers for all just and reasonable costs
directly associated with the nodifications performed by carriers in
connection with equi prent, features, and services installed or deployed
before the date of enactment of this chapter to establish the capabilities
necessary to conply with section 2602.

"(b) Equi prent, Features, and Services Deployed On or After Date of
Enact nent . - -

"(1) In general.--1f conpliance with the assistance capability
requi renents of section 2602 is not reasonably achievable with respect to
equi prent, features, or services deployed on or after the date of
enactment of this chapter, the Attorney Ceneral, on application of a
tel econmuni cations carrier, nmay agree to pay the tel ecomuni cations
carrier for just and reasonable costs directly associated with achieving
conpl i ance

"(2) Consideration.--lIn determ ni ng whether conpliance with the
assi stance capability requirenents of section 2602 is reasonably
achievable with respect to any equi pnent, feature, or service installed
or deployed after the date of enactnent of this chapter, consideration
shall be given to the tine when the equi pnment, feature, or service was
installed or depl oyed.

"(c) Allocation of Funds for Payment.--The Attorney General shall allocate
funds appropriated to carry out this chapter in accordance with | aw
enforcenent priorities deternm ned by the Attorney Ceneral

"(d) Failure To Make Payment Wth Respect to Equi prent, Features, and
Servi ces Depl oyed Before Date of Enactnent.--

"(1) Considered to be in conpliance.--If a carrier has requested
paynment in accordance with procedures pronul gated pursuant to subsection
(e), and the Attorney Ceneral has not agreed to pay the
tel econmuni cations carrier for all reasonable costs directly associated
wi th nodifications necessary to bring the equi pnent, feature, or service
into actual conpliance with the assistance capability requirenments of
section 2602, any equi prent, feature, or service of a tel ecomunications
carrier deployed before the date of enactnent of this chapter shall be
considered to be in conpliance with the assistance capability
requi renents of section 2602 until the equi pnent, feature, or service is
repl aced or significantly upgraded or otherw se undergoes mgjor
nodi fi cati on.

"(2) Limtation on order.--An order under section 2607 shall not
require a tel ecommunications carrier to nodify, for the purpose of



conmplying with the assistance capability requirenents of section 2602,
any equi pnent, feature, or service deployed before the date of enactnent
of this chapter unless the Attorney General has agreed to pay the

tel econmuni cations carrier for all just and reasonable costs directly
associ ated with nodifications necessary to bring the equi pnment, feature,
or service into actual conpliance with those requirenents.

"(e) Procedures and Regul ations.--Notw thstandi ng any other |aw, the
Attorney CGeneral shall, after notice and comment, establish any procedures
and regul ati ons deened necessary to effectuate tinmely and cost-efficient
paynment to tel ecomuni cations carriers for conpensable costs incurred under
this chapter, under chapters 119 and 121, and under the Foreign Intelligence
Surveil l ance Act of 1978 (50 U.S.C. 1801 et seq.).

"(f) Dispute Resolution.--1f there is a dispute between the Attorney
Ceneral and a tel econmuni cations carrier regardi ng the anount of just and
reasonabl e costs to be paid under subsection (a), the dispute shall be
resol ved and the anount determned in a proceeding initiated at the
Conmi ssion or by the court fromwhich an enforcenment order is sought under
section 2607.".

(b) Technical Anendnent.--The part analysis for part | of title 18, United
States Code, is anended by inserting after the itemrelating to chapter 119
the foll owing new item

"120. Tel ecommuni cations carrier assistance to the Governnent........ 2601"
SEC. 2. AUTHORI ZATI ON OF APPROPRI ATI ONS.

There are authorized to be appropriated to carry out section 2608 of title
18, United States Code, as added by section 1--
(1) a total of $500,000,000 for fiscal years 1995, 1996, and 1997; and
(2) such sums as are necessary for each fiscal year thereafter
such sunms to remain avail able until expended.
SEC. 3. EFFECTI VE DATE

(a) I'n Ceneral.--Except as provided in paragraph (2), chapter 120 of title
18, United States Code, as added by section 1, shall take effect on the date
of enactnment of this Act.

(b) Assistance Capability and Systenms Security and Integrity
Requi renents. --Sections 2602 and 2604 of title 18, United States Code, as
added by section 1, shall take effect on the date that is 4 years after the
date of enactnent of this Act.

SEC. 4. REPORTS

(a) Reports by the Attorney Ceneral.--

(1) I'n general.--On or before Novenber 30, 1995, and on or before
Novermber 30 of each year for 5 years thereafter, the Attorney Cenera
shall submit to Congress and nake available to the public a report on the
anounts paid during the preceding fiscal year in paynment to
t el econmuni cations carriers under section 2608 of title 18, United States
Code, as added by section 1.

(2) Contents.--A report under paragraph (1) shall include--

(A) a detailed accounting of the anpbunts paid to each carrier and
t he technol ogy, equipnent, feature or service for which the anounts
were paid; and

(B) projections of the amounts expected to be paid in the current
fiscal year, the carriers to which paynent is expected to be nade,
and the technol ogi es, equi pnent, features or services for which
paynment is expected to be nade.



(b) Reports by the Conptroller General.--

(1) Paynents for nodifications.--On or before April 1, 1996, and Apri
1, 1998, the Conptroller CGeneral of the United States, after consultation
with the Attorney CGeneral and the tel econmunications industry, shal
submt to the Congress a report reflecting its analysis of the
reasonabl eness and cost-effectiveness of the paynents nmade by the
Attorney General to tel econmunications carriers for nodifications
necessary to ensure conpliance with chapter 120 of title 18, United
States Code, as added by section 1

(2) Conpliance cost estimates.--A report under paragraph (1) shal
i ncl ude the findings and conclusions of the Conptroller General on the
costs to be incurred after the conpliance date, including projections of
t he amounts expected to be incurred and the technol ogi es, equipnent,
features or services for which expenses are expected to be incurred by
tel econmuni cations carriers to conply with the assistance capability
requirenents in the first 5 years after the effective date of section
2602.

SEC. 5. CORDLESS TELEPHONES.

(a) Definitions.--Section 2510 of title 18, United States Code, is
amended- -
(1) in paragraph (1) by striking ", but such term does not include" and
all that follows through "base unit"; and
(2) in paragraph (12) by striking subparagraph (A) and redesignating
subparagraphs (B), (C, and (D) as subparagraphs (A), (B), and (O,
respectively.
(b) Penalty.--Section 2511 of title 18, United States Code, is anended--
(1) in subsection (4)(b)(i) by inserting "a cordl ess tel ephone
conmuni cation that is transmtted between the cordl ess tel ephone handset
and the base unit," after "cellular tel ephone comunication,"; and
(2) in subsection (4)(b)(ii) by inserting "a cordl ess tel ephone
conmuni cation that is transmtted between the cordl ess tel ephone handset
and the base unit," after "cellular tel ephone comunication,"

SEC. 6. RADI O BASED DATA COVMUNI CATI ONS.

Section 2510(16) of title 18, United States Code, is anended--
(1) by striking "or" at the end of subparagraph (D);
(2) by inserting "or" at the end of subparagraph (E); and
(3) by inserting after subparagraph (E) the foll owi ng new subparagraph
"(F) an electronic comunication;"”

SEC. 7. PENALTIES FOR MONI TORI NG RADI O COVMUNI CATI ONS THAT ARE TRANSM TTED
USI NG MODULATI ON TECHNI QUES W TH NONPUBL| C PARAMETERS.

Section 2511(4)(b) of title 18, United States Code, is anended by striking
"or encrypted, then" and inserting ", encrypted, or transmtted using
nmodul ati on techni ques the essential paraneters of which have been w thheld
fromthe public with the intention of preserving the privacy of such
conmuni cation".

SEC. 8. TECHN CAL CORRECTI ON.
Section 2511(2)(a)(i) of title 18, United States Code, is anended by

striking "used in the transm ssion of a wire comunication” and inserting
"used in the transm ssion of a wire or electronic communication”



SEC. 9. FRAUDULENT ALTERATI ON OF COMMERCI AL MOBI LE RADI O | NSTRUMENTS.

(a) Ofense.--Section 1029(a) of title 18, United States Code, is anended--

(1) by striking "or" at the end of paragraph (3); and

(2) by inserting after paragraph (4) the foll ow ng new paragraphs:

"(5) knowingly and with intent to defraud uses, produces, traffics in,
has control or custody of, or possesses a tel ecomunications instrunent
that has been nodified or altered to obtain unauthorized use of
t el econmuni cati ons services; or

"(6) knowingly and with intent to defraud uses, produces, traffics in,
has control or custody of, or possesses--

"(A) a scanning receiver; or

"(B) hardware or software used for altering or nodifying
t el econmuni cations instrunents to obtain unauthorized access to
t el econmuni cati ons services, "

(b) Penalty.--Section 1029(c)(2) of title 18, United States Code, is
anended by striking "(a)(1) or (a)(4)" and inserting "(a) (1), (4), (5), or
(6)".

(c) Definitions.--Section 1029(e) of title 18, United States Code, is
amended- -

(1) in paragraph (1) by inserting "electronic serial nunber, nobile
identification nunmber, personal identification nunber, or other
t el econmuni cati ons service, equi pment, or instrunent identifier,’
"account nunber,";

(2) by striking "and" at the end of paragraph (5);

(3) by striking the period at the end of paragraph (6) and inserting ";
and"; and

(4) by adding at the end the foll ow ng new paragraph

"(7) the term'scanning receiver' means a device or apparatus that can
be used to intercept a wire or electronic conmunication in violation of
chapter 119.".

after

SEC. 10. TRANSACTI ONAL DATA.

(a) Disclosure of Records.--Section 2703 of title 18, United States Code,
i s anended- -
(1) in subsection (c)(1)--
(A) in subparagraph (B)--
(i) by striking clause (i); and
(ii) by redesignating clauses (ii), (iii), and (iv) as clauses
(i), (ii), and (iii), respectively; and
(B) by adding at the end the foll owi ng new subparagraph
"(C A provider of electronic comunication service or renpte conputing
service shall disclose to a governnental entity the name, address, telephone
toll billing records, and length of service of a subscriber to or custoner of
such service and the types of services the subscriber or custoner utilized,
when the governnmental entity uses an adm nistrative subpoena authorized by a
Federal or State statute or a Federal or State grand jury or trial subpoena
or any neans avail abl e under subparagraph (B)."; and
(2) by amending the first sentence of subsection (d) to read as
follows: "A court order for disclosure under subsection (b) or (c) may be
i ssued by any court that is a court of conpetent jurisdiction described
in section 3126(2)(A) and shall issue only if the governmental entity
of fers specific and articul able facts showing that there are reasonabl e
grounds to believe that the contents of a wire or electronic
conmuni cati on, or the records or other information sought, are rel evant



and material to an ongoing crimnal investigation.".
(b) Pen Registers and Trap and Trace Devices.--Section 3121 of title 18,
United States Code, is anended--
(1) by redesignating subsection (c) as subsection (d); and
(2) by inserting after subsection (b) the foll ow ng new subsection
"(c) Limtation.--A government agency authorized to install and use a pen
regi ster under this chapter or under State |law, shall use technol ogy
reasonably available to it that restricts the recording or decodi ng of
el ectronic or other inpulses to the dialing and signaling information
utilized in call processing.".

Sunmmary and Pur pose

The purpose of HR 4922 is to preserve the governnent's ability, pursuant
to court order or other |awful authorization, to intercept conmunications
i nvol vi ng advanced technol ogi es such as digital or wireless transm ssion
nodes, or features and services such as call forwarding, speed dialing and
conference calling, while protecting the privacy of conmunications and
wi t hout inpeding the introduction of new technol ogies, features, and
servi ces.

To insure that |aw enforcenment can continue to conduct authorized w retaps
in the future, the bill requires tel econmunications carriers to ensure their
systens have the capability to: (1) isolate expeditiously the content of
targeted conmmuni cations transmtted by the carrier within the carrier's
service area; (2) isolate expeditiously information identifying the origin
and destination of targeted conmunications; (3) provide intercepted
conmmuni cations and call identifying information to | aw enforcenment so they
can be transmtted over lines or facilities | eased by | aw enforcenment to a
| ocation away fromthe carrier's prem ses; and (4) carry out intercepts
unobtrusively, so targets are not nade aware of the interception, and in a
manner that does not conprom se the privacy and security of other
conmmuni cations. The bill allows industry to devel op standards to inplenment
these requirenments. It establishes a process for the Attorney Ceneral to
identify capacity requirenents.

In recognition of the fact that sone existing equi pment, services or
features will have to be retrofitted, the |egislation provides that the
Federal government will pay carriers for just and reasonable costs incurred
in nmodi fying existing equi pment, services or features to conply with the
capability requirements. The legislation also provides that the government
wi Il pay for expansions in capacity to accommodate | aw enforcenment needs.

The | egi sl ation al so expands privacy and security protection for tel ephone
and conputer conmuni cations. The protections of the El ectronic Conmunicati ons
Privacy Act of 1986 are extended to cordl ess phones and certain data
conmuni cations transnmtted by radio. In addition, the bill increases the
protection for transactional data on el ectronic comunications services by
requiring | aw enforcenent to obtain a court order for access to electronic
mai | addressing i nformation.

The bill further protects privacy by requiring the systens of
t el econmuni cations carriers to protect communications not authorized to be
intercepted and by restricting the ability of |aw enforcenent to use pen
regi ster devices for tracking purposes or for obtaining transactiona
information. Finally, the bill inproves the privacy of nobile phones by
expandi ng crimnal penalties for using certain devices to steal nobile phone
servi ce.

Hear i ngs



In the 103d Congress, the Subcomrittee on Cvil and Constitutional R ghts
held two joint hearings with the Senate Judiciary Subcommittee on Technol ogy
and the Law on the inpact of advanced tel ecommuni cati ons services and
technol ogi es on el ectronic surveillance, March 18 and August 11, 1994.

At the first hearing, held before |egislation was introduced, the w tnesses
were Louis J. Freeh, Director of the Federal Bureau of Investigation; WIIliam
C. OMilley, district attorney for Plynouth County, Massachusetts, and
President of the National District Attorneys Association; Roy Neel, President
of the United States Tel ephone Associ ation, which represents |ocal telephone
conpani es ranging in size fromthe Regional Bell Operating Conpanies
("RBOCs") to small conpanies with fewer than 100 subscribers; and Jerry
Ber man, Executive Director of the Electronic Frontier Foundation ("EFF"), on
behal f of EFF and the Digital Privacy and Security Wrking Goup, a coalition
of computer, conmunications, and public interest organizations and
associ ati ons.

The second hearing was held after the introduction of H R 4922. Again,
Director Freeh, M. Neel, and M. Berman appeared and presented testinony.

Al so appearing as witnesses were Hazel Edwards, Director, Information
Resour ces Managenent/ General Government, Accounting and Information
Managenment Division, U S. General Accounting Ofice; and Thomas E. Weel er,
Presi dent and CEO of the Cellular Tel ecommunications | ndustry Association
whi ch represents providers of two-way w rel ess tel econmuni cati ons services,
including licensed cellular, personal comunications services, and enhanced
speci al i zed nmobi |l e radio.

Witten subm ssions for the record were received from AT&T Cor poration, M
Conmuni cati ons Corporation, the Tel econmuni cations Industry Associ ation
whi ch represents U. S. manufacturers of telecommunications equi pnent, the
Nati onal Sheriffs' Association, the National Association of Attorneys
Ceneral, and the Major Cities Chiefs, an organization of police executives
representing the 49 |argest netropolitan areas in the U S. and Canada.

Subcomm ttee Action

On August 17, 1994, the Subcommittee on Gvil and Constitutional R ghts, by
voi ce vote, a reporting quorum being present, ordered favorably reported the
bill HR 4922 without anmendnent.

Commi ttee Action

On Septenber 29, 1994, the Commttee, by voice vote, a reporting quorum
bei ng present, adopted an anendnent in the nature of a substitute to H R
4922 and ordered the bill favorably reported as anended.

Background and Di scussion

For the past quarter century, the law of this nation regarding el ectronic
surveill ance has sought to bal ance the interests of privacy and | aw
enforcenent. In 1968, the enactnent of Title IIl of the Omibus Crine Control
and Safe Streets Act of 1968 simultaneously outlawed the use of electronic
surveillance by private parties and authorized its use pursuant to a court
order by |aw enforcenent officials engaged in the investigation of specified
types of major crinmes. The Senate Report on Title Ill stated explicitly that
the legislation "has as its dual purpose (1) protecting the privacy of wire
and oral comunications and (2) delineating on a uniformbasis the
ci rcunst ances and conditions under which the interception of wire and ora
conmuni cati ons may be authorized." Senate Committee on the Judiciary, Qmibus
Crime Control and Safe Streets Act of 1967, S. Rep. No. 1097, 90th Cong., 2d



Sess. (1968) at 66.

Congress was pronpted to act in 1968 in part by advancenents in technol ogy,
whi ch posed a threat to privacy. According to the 1968 Report, "[t]he
trenmendous scientific and technol ogi cal devel opnents that have taken place in
the | ast century have nade possible today the w despread use and abuse of
el ectronic surveillance techniques. As a result of these devel opnents,
privacy of conmmunication is seriously jeopardi zed by these techni ques of
surveillance.” 1d. at 67.

After 1968, tel econmuni cations technol ogy continued to change, and again
Congress was required to respond legislatively to preserve the bal ance
bet ween privacy and | aw enforcenent. In the El ectronic Conmuni cations Privacy
Act of 1986 ("ECPA"), Congress extended the privacy protections and the |aw
enforcenent intercept authority of Title Ill to a new set of technol ogi es and
services such as electronic mail, cellular tel ephones and pagi ng devi ces.
Again, the goal of the legislation was to preserve "a fair bal ance between
the privacy expectations of citizens and the legiti mate needs of |aw
enforcenent."” House Conmittee on the Judiciary, Electronic Conmmrunications
Privacy Act of 1986, H Rep. 99-647, 99th Cong. 2d Sess. 2 (1986) at 19.

Law enforcenment officials have consistently testified, as Director Freeh
did at the hearings of the bill, that court-authorized electronic
surveillance is a critical |aw enforcenent and public safety tool

CONGRESS MUST RESPOND TO THE " DI G TAL TELEPHONY" REVOLUTI ON

Tel econmuni cations, of course, did not stand still after 1986. |ndeed, the
pace of change in technol ogy and in the structure of the tel econmunications
i ndustry accel erated and continues to accelerate. The resulting chall enges
for I aw enforcenment and privacy protection have soneti mes been encapsul at ed
under the rubric "digital tel ephony," but the issues go far beyond the
di stribution between anal og and digital transm ssion nodes. Sone of the
probl ens encountered by | aw enforcenment relate to the explosive growth of
cellular and other wirel ess services, which operate in both anal og and
digital nodes. Qther inpedinments to authorized wiretaps, |ike cal
forwardi ng, have long existed in the anal og environnent. O her
consi derations, such as the increasing anmount of transactional data generated
by the mllions of users of on-line services, highlight the ever increasing
opportunities for |oss of privacy.

In 1990, Senator Patrick Leahy, chairman of the Senate Judiciary
Subcommi ttee on Technol ogy and the Law, assenbled a Privacy and Technol ogy
Task Force with experts from busi ness, consunmer advocacy, the law, and civil
liberties, to exam ne current devel opments in comunications technol ogy and
the extent to which the law in general, and ECPA, specifically, protected, or
fail ed adequately to protect, personal and corporate privacy.

After examining a wide array of conmunication nmedia, including cellular
phones, personal communications networks, the newer generation of cordl ess
phones, wireless nodens, wireless [ocal area networks (LANs), and el ectronic
mai | and nmessaging, the task force issued a final report on May 28, 1991
recomending, inter alia, that the legal protections of ECPA be extended to
cover new w rel ess data comuni cations, such as those occurring over cellular
| apt op computers and wirel ess |ocal area networks (LANs), and cordl ess
phones. In addition, the Task Force found that ECPA was serving well its
pur pose of protecting the privacy of the contents of electronic mail, but
guesti oned whet her current restrictions on governnent access to transactiona
records generated in the course of electronic comunications were adequate.

Consistent with the task force's conclusions and in view of the increasing
i npedi ments to authorized | aw enforcenment el ectronic surveillance, the
Conmi ttee has concluded that continued change in the tel econmuni cati ons



i ndustry deserves legislative attention to preserve the bal ance sought in
1968 and 1986. However, it becane clear to the Conmttee early in its study
of the "digital tel ephony” issue that a third concern now explicitly had to
be added to the bal ance, nanely, the goal of ensuring that the

t el econmuni cations industry was not hindered in the rapid devel opnent and
depl oyment of the new services and technol ogi es that continue to benefit and
revol uti oni ze society.

Therefore, the bill seeks to balance three key policies: (1) to preserve a
narrow y focused capability for |aw enforcenment agencies to carry out
properly authorized intercepts; (2) to protect privacy in the face of
i ncreasingly powerful and personally revealing technol ogies; and (3) to avoid
i npedi ng the devel opnent of new communi cati ons servi ces and technol ogi es.

THE PROBLEM LEG SLATI ON NEEDED TO CLARI FY CARRI ERS' DUTY TO COOPERATE

VWhen originally enacted, Title Il contained no provision specifically
addr essi ng what responsibility, if any, teleconmunications carriers and
others had to assist |aw enforcenment in making authorized interceptions.
Shortly after the statute becane effective, the FBI asked a | ocal tel ephone
conpany to assist in effectuating an authorized wiretap by providing | eased
I ines and connecting bridges. The tel ephone conpany refused and in 1970 the
U S. Court of Appeals for the Ninth Grcuit held that, absent carriers to
assist lawful wiretaps. Application of the United States, 427 F.2d 639 (9th
Cr. 1970). Two nonths after the Ninth Circuit decision and with little
debate, Congress added to 18 U.S.C. 2518(4) a provision that now reads:

An order authorizing the interception of a wire, oral, or
el ectroni ¢ comuni cati on under this chapter shall, upon request of
the applicant, direct that a provider of wire or electronic
conmuni cati on service, |andlord, custodian or other person shal
furnish the applicant forthwith all information, facilities, and
techni cal assistance necessary to acconplish the interception
unobtrusively and with a mnimum of interference with the services
t hat such service provider, |landlord custodian, or person is
accordi ng the person whose comuni cations are to be intercepted. Any
provider of wire or electronic comruni cation service, |andlord,
custodi an or other person furnishing such facilities or technica
assi stance shall be conpensated therefor by the applicant for
reasonabl e expenses incurred in providing such facilities or
assi stance.

VWil e the Supreme Court has read this provision as requiring the Federa
courts to conpel, upon request of the government, "any assi stance necessary
to acconplish an electronic interception,”™ United States v. New York
Tel ephone, 434 U.S. 159, 177 (1977), the question of whether conpani es have
any obligation to design their systens such that they do not inpede |aw
enforcenent interception has never been adjudi cated.

I ndeed, until recently, the question of system design was never an issue
for authorized surveillance, since intrinsic elenments of wire Iined networks
presented access points where | aw enforcenent, w th m ni mum assi stance from
t el ephone conpani es, could isolate the comruni cati ons associated with a
particul ar surveillance target and effectuate an intercept. \Were probl ens
did arise, they could be addressed on a case-by-case basis in negotiations
bet ween the | ocal nonopoly service provider and | aw enforcenent. (Froma
public policy perspective, such arrangenents woul d have had the di sadvant age
of bei ng concl uded without public know edge or |egislative oversight.)

The break-up of the Bell systemand the rapid proliferation of new



t el econmuni cati ons technol ogi es and services have vastly conplicated | aw
enforcenent's task in that regard. The goal of the |egislation, however, is
not to reverse those industry trends. Indeed, it is national policy to
pronmote conpetition in the tel ecommuni cations industry and to support the
devel opnent and w despread avail ability of advanced technol ogi es, features
and services. The purpose of the legislation is to further define the

i ndustry duty to cooperate and to establish procedures based on public
accountability and industry standards-setting.

The Conmittee has concluded that there is sufficient evidence justifying
| egi slative action that new and energi ng tel econmuni cati ons technol ogi es pose
probl enms for |aw enforcenment. The evidence comes fromthree sources: the
Ceneral Accounting Ofice, the FBI, and the tel ecommunications industry
itself.

GAO fi ndi ngs

In 1992, analysts fromthe GAO s Informati on Managenment and Technol ogy
Division interviewed technical representatives fromlocal tel ephone
conpani es, switch manufacturers, and cellular providers, as well as the FBI
The GAO found that the FBI had not adequately defined its el ectronic
surveillance requirements, but the GAO concluded that |aw enforcenent
agenci es did have technical problens tapping a variety of services or
technol ogi es, including call forwarding, fiber, and | SDN. The GAO al so
concl uded that cellular systens could be tapped but that capacity was
[imted.

The GAO recently conducted further work and testified at the hearing on
August 11, 1994. The GAO reconfirmed its earlier conclusion that there are
legitimate inpedi ments posed by new and energi ng technol ogi es. The GAO al so
concl uded that the FBI had made progress in defining | aw enforcenent's needs
internms of capability and capacity.

FBI survey

FBI Director Freeh testified at the March 18, 1994, hearing that the FB
had identified specific instances in which |aw enforcenent agencies were
precl uded due to technol ogical inpedinments fromfully inplenmenting authorized
el ectronic surveillance (wretaps, pen registers and trap and traces). The
Director testified in March that an informal FBI survey of federal, state,
and | ocal | aw enforcenment agencies had identified 91 such incidents, 33% of
whi ch invol ved cellular systens (11% were related to the limted capacity of
cellular systens to accommopdate a | arge nunber of intercepts simultaneously)
and 32% of which involved customcalling features such as call forwarding,
call waiting and speed dialing.

Because the exi stence of a problem continued to be questioned by sone, the
FBI re-contacted | aw enforcenent agencies after the March hearing and
identified further exanples. In April, 1994, the FBI presented to the House
and Senate Judiciary Subcommittees details of 183 instances (including the
original 91) where the FBI, State or |ocal agencies had encountered probl ens.
This evidence was presented to the Subconm ttees on the understanding that
the details would not be publicly dissem nated. However, the follow ng chart
sumari zes the FBI's findings:

Technol ogy- based probl ens encountered by Federal, State, and |ocal |aw
enf or cenent agenci es

Page
Total problems. .. ... .. . 183



Cellular port capacCi LY. .. ... e e 54

Inability to capture dialed digits contenporaneous with audio........ 33
Cel lul ar provider could not intercept |ong-distance calls (or provide

call setup information) to or froma targeted phone................ 4
Speed dialing/voice dialing/call waiting............... ... ........... 20
Cal | forwardi Ng. .. ... 10

Direct inward dial trunk group (provider unable to isolate target's
conmuni cati ons or provide call set-up information to the exclusion

of all other CUStOMBIS) ... ... ... . e 4
Voi ce mail (provider unable to provide access to the subject's audio

when forwarded to voice mail or retrieve nmessages)................. 12
Digital Centrex (provider unable to isolate all conmunications

associated with the target to the exclusion of all others)......... 4

O her (including other calling features such as Call Back; and
provi der unable to: provide trap and trace information; isolate the
digital transm ssions associated with a target to the exclusion of
all other conmunications; conprehensively intercept conmunications
and provide call set-up information)........... ... .. ... ... ... .. ..., 42

I ndustry acknow edges the probl em

Representati ves of the tel ecommunications industry now acknow edge t hat
there will be increasingly serious problens for |aw enforcenment interception
posed by new t echnol ogi es and the new conpetitive tel ecormunications market.
At the hearing on August 11, Roy Neel, president of the United States
Tel ephone Associ ation and the chief spokesperson for the tel ephone industry
on this issue, was asked by Senator Leahy if the tine was fast approachi ng
when a great deal of the ability of |law enforcenent to carry out wiretaps
will be lost. M. Neel answered, "In a nunber of cases w th new enhanced
services, that is probably true."

The industry maintains that its conpanies have a long tradition of working
with [aw enforcenent under current law to resolve technical issues. However,
with the proliferation of services and service providers, such a conpany-by-
conpany approach is becomi ng increasingly untenable.

In response, the phone conpanies and the FBlI have created an El ectronic
Conmuni cati ons Service Provider Commttee, through which representatives of
all the RBOCs have been neeting with |aw enforcenent on a regular basis to
devel op solutions to a range of problens. The conmttee has created "Action
Teans" on personal comruni cations services, wireless cellular, the "advanced
intelligence network," and swi tch-based sol utions, anong others. The chairman
of the conmttee, a vice president of one of the RBOCs, stated in a letter
dated March 1 and submitted by the FBI Director during his testinony in
March: "If meaningful solutions are to result, all participants rmust first
understand that there is in fact a problem not that one participant, or one
group of participants, says so. Now that the Comm ttee recogni zes the
problens, it can proceed to identify and devel op appropriate solutions.™

However, participation in the Service Provider Conmttee is voluntary and
its recommendati ons are unenforceable. As a result, the Judiciary Committee
has concluded that |egislation is necessary.

LAW ENFORCEMENT REQUI REMENTS

The | egislation requires tel ecomuni cati ons common carriers to ensure that
new t echnol ogi es and services do not hinder | aw enforcenent access to the
conmuni cati ons of a subscriber who is the subject of a court order
aut horizing el ectronic surveillance. The bill will preserve the governnent's



ability, pursuant to court order, to intercept conmunications that utilize
advanced technol ogi es such as digital or wirel ess transm ssion

To insure that |aw enforcenment can continue to conduct wiretaps, the bil
requi res tel econmuni cations carriers to ensure their systens have the
capability to

(1) Isolate expeditiously the content of targeted conmunications
transmtted within the carrier's service area;

(2) Isolate expeditiously information identifying the originating and
destination nunbers of targeted comunications, but not the physica
| ocation of targets;

(3) Provide intercepted conmunications and call identifying information
to |l aw enforcenent in a format such that they may be transmitted over
lines or facilities |leased by |law enforcenent to a |location away fromthe
carrier's prem ses; and

(4) Carry out intercepts unobtrusively, so targets of electronic
surveillance are not nmade aware of the interception, and in a manner that
does not conpromni se the privacy and security of other conmunications.

Cost

The GAO testified at the August 11, 1994 hearing that the costs of
conpliance with the foregoing will depend largely on the details of standards
and technical specifications, which, under the bill, will be devel oped over
the next four years by industry associations and standard-setting
or gani zati ons.

The bill requires the Federal government, with appropriated funds, to pay
all reasonable costs incurred by industry over the next four years to
retrofit existing facilities to bring theminto conpliance with the
interception requirenents. The bill authorizes at |least $500 mllion for this
purpose. In the event that the $500 mllion is not enough or is not
appropriated, the legislation provides that any equi pnent, features or
servi ces depl oyed on the date of enactnent, which governnent does not pay to
retrofit, shall be considered to be in conpliance until the equi pnent,
feature, or service is replaced or significantly upgraded or otherw se
under goes nmaj or nodification

After the four year transition period, which may be extended an additiona
two years by order of the FCC, industry will bear the cost of ensuring that
new equi prrent and services neet the |egislated requirenents, as defined by
standards and specifications pronul gated by the industry itself.

However, to the extent that industry must install additional capacity to
nmeet | aw enforcenment needs, the bill requires the governnment to pay al
capacity costs fromdate of enactnent, including all capacity costs incurred
after the four year transition period. The Federal government, in its role of
provi ding technical support to state and |ocal |aw enforcenment, wll pay
costs incurred in nmeeting the initial capacity needs and the future maxi num
capacity needs for electronic surveillance at all |evels of governnent.

THE LEG SLATI ON ADDRESSES PRI VACY CONCERNS

Since 1968, the law of this nation has authorized | aw enforcenent agencies
to conduct wiretaps pursuant to court order. That authority extends to voice,
data, fax, E-mail and any other form of electronic comrunication. The bil
will not expand that authority. However, as the potential intrusiveness of
technol ogy increases, it is necessary to ensure that governnment surveillance
authority is clearly defined and appropriately limted.

In the eight years since the enactnent of ECPA, society's patterns of using
el ectroni ¢ comuni cations technol ogy have changed dramatically. MIIlions of



peopl e now have el ectronic nmail addresses. Business, nonprofit organizations
and political groups conduct their work over the Internet. Individuals

mai ntain a wi de range of relationships on-line. Transactional records
docunenting these activities and associ ations are generated by service

provi ders. For those who increasingly use these services, this transacti onal
data reveals a great deal about their private lives, all of it conpiled in
one pl ace.

In addition, while the portion of cordless tel ephone conmuni cations
occurring between the handset and base unit was excluded from ECPA s privacy
protections, the 1991 Privacy and Technol ogy Task Force found that "[t]he
cordl ess phone, far frombeing a novelty itemused only at 'poolside,' has
become ubiquitous . . . Mdre and nore comunications are being carried out by
peopl e [using cordl ess phones] in private, in their hones and offices, with
an expectation that such calls are just like any other phone call."

Therefore, H R 4922 includes provisions, which FBI Director Freeh
supported in his testinony, that add protections to the exercise of the
government's current surveillance authority. Specifically, the bill

1. Elimnates the use of subpoenas to obtain E-mail addresses and ot her
simlar transactional data from el ectronic conmunications service
providers. Currently, the government can obtain transactional |ogs
containing a person's entire on-line profile merely upon presentation of
an adm ni strative subpoena i ssued by an investigator w thout any judici al
intervention. Under H R 4922, a court order would be required.

2. Expressly provides that the authority for pen registers and trap and
trace devices cannot be used to obtain tracking or |ocation information
ot her than that which can be determ ned fromthe phone nunber. Currently,
in sone cellular systens, transactional data that could be obtained by a
pen regi ster may include |location information. Further, the bill requires
| aw enforcement to use reasonably avail able technology to mnimze
i nformati on obtained through pen registers.

3. Explicitly states that it does not limt the rights of subscribers
to use encryption

4. Allows any person, including public interest groups, to petition the
FCC for review of standards inplenenting wiretap capability requirenents,
and provides that one factor for judging those standards is whether they
protect the privacy of comuni cati ons not authorized to be intercepted.

5. Does not require nobile service providers to reconfigure their
networks to deliver the content of communications occurring outside a
carrier's service area

6. Extends privacy protections of the El ectronic Conmuni cations Privacy
Act to cordl ess phones and certain data conmuni cations transmtted by
radi o.

7. Requires affirmative intervention of common carriers' personnel for
swi tch-based interceptions--this nmeans | aw enforcenent will not be able
to activate interceptions renotely or independently within the sw tching
prem ses of a tel econmuni cations carrier

Nar r ow scope

It is also inportant froma privacy standpoint to recognize that the scope
of the legislation has been greatly narrowed. The only entities required to
comply with the functional requirenments are tel ecomunications common
carriers, the conponents of the public switched network where | aw enforcenent
agenci es have al ways served nost of their surveillance orders. Further, such
carriers are required to conply only with respect to services or facilities
that provide a customer or subscriber with the ability to originate,
term nate or direct conmunications.



The bill is clear that tel ecomuni cati ons services that support the
transport or swi tching of comunications for private networks or for the sole
pur pose of interconnecting tel ecommunications carriers (these would include
| ong di stance carriage) need not neet any any wiretap standards. PBXs are
excluded. So are automated teller machine (ATM networks and ot her cl osed
networ ks. Al so excluded fromcoverage are all information services, such as
Internet service providers or services such as Prodi gy and Anerica- On-Line.

Al of these private network systens or information services can be
Wi ret apped pursuant to court order, and their owners must cooperate when
presented with a wiretap order, but these services and systens do not have to
be designed so as to conply with the capability requirements. Only
tel econmuni cations carriers, as defined in the bill, are required to design
and build their switching and transm ssion systens to conply with the
| egi slated requirenents. Earlier digital tel ephony proposals covered al
provi ders of el ectronic conmunications services, which neant every business
and institution in the country. That broad approach was not practical. Nor
was it justified to nmeet any | aw enforcenment need.

H R 4922 RESPONDS TO | NDUSTRY CONCERNS

H R 4922 includes several provisions intended to ease the burden on
i ndustry. The bill grants tel ephone conpani es and ot her covered entities a
four year transition period in which to nake any necessary changes in their
facilities. In addition, it allows any conmpany to seek fromthe FCC up to a
two year extension of the conpliance date if retrofitting a particular system
will take |longer than the four years allowed for conpliance.

The Federal governnment will pay will reasonable costs incurred by industry
inretrofitting facilities to correct existing problens.

The bill requires the Attorney CGeneral to estimate the capacity needs of
| aw enforcenent for electronic surveillance, so that carriers will have
noti ce of what the governnent is likely to request. The bill requires
government to reinburse carriers for reasonable costs of expandi ng capacity
to nmeet |aw enforcenment needs.

No i npedi ment to technol ogi cal innovation

The Conmittee's intent is that conpliance with the requirenents in the bil
wi Il not inpede the devel opment and depl oynent of new technol ogi es. The bil
expressly provides that | aw enforcenent may not dictate system design
features and may not bar introduction of new features and technol ogi es. The
bill establishes a reasonabl eness standard for conpliance of carriers and
manuf acturers. Courts may order conpliance and may bar the introduction of
technol ogy, but only if |aw enforcenent has no ot her neans reasonably
avai l abl e to conduct interception and if conpliance with the standards is
reasonably achi evabl e through application of avail able technol ogy. This neans
that if a service of technol ogy cannot reasonably be brought into conpliance
with the interception requirenents, then the service or technol ogy can be
depl oyed. This is the exact opposite of the original versions of the
| egi sl ati on, which would have barred introduction of services or features
that could not be tapped. One factor to be considered when determ ning
whet her conpliance is reasonable is the cost to the carrier of conpliance
conpared to the carrier's overall cost of devel oping or acquiring and
depl oying the feature or service in question.

The | egislation provides that the tel econmuni cations industry itself shal
deci de how to inplenent |aw enforcenent's requirenments. The bill all ows
i ndustry associ ati ons and standard-setting bodies, in consultation with | aw
enforcenent, to establish publicly avail able specifications creating "safe



harbors” for carriers. This neans that those whose conpetitive future depends
on innovation will have a key role in interpreting the |egislated

requi renents and finding ways to neet them w thout inpeding the depl oynent of
new services. |If industry associations or standard-setting organizations fai
to i ssue standards to inplenent the capability requirements, or if a

gover nment agency or any person, including a carrier, believes that such
requi renents or standards are deficient, the agency or person nmay petition
the FCC to establish technical requirements or standards.

Accountability

Finally the bill has a nunber of nechanisns that will allow for
Congressi onal and public oversight. The bill requires the governnent to
estimate its capacity needs and publish themin the Federal Register. the
bill requires the government, with funds appropriated by Congress through the
normmal appropriations process, to pay all reasonable costs incurred by
industry in retrofitting facilities to correct existing problens. It requires
the Attorney Ceneral to file yearly reports on these expenditures for the
first six years after date of enactnent, and requires reports fromthe
Ceneral Accounting Ofice in 1996 and 1998 estimating future costs of
conpliance. It requires that the government to reinburse carriers, with
publicly appropriated funds, in perpetuity for the costs of expanding
capacity to neet |aw enforcenent needs. Furthernore, all proceedi ngs before
the FCC will be subject to public scrutiny, as well as congressiona
oversi ght ad judicial review

RELATI ONSHI P W TH EXI STI NG ASSI STANCE REQUI REMENTS

The assi stance capability and capacity requirements of the bill are in
addition to the existing necessary assistance requirements in sections
2518(4) and 3124 of title 18, and 1805(b) of title 50. The Comittee intends
that 2518(4), 3124, and 1805(b) will continue to be applied, as they have in
the past, to governnent assistance requests related to specific orders,

i ncluding, for exanple, the expenses of |eased |ines.

Secti on-by- Section Anal ysis

SECTI ON 1. --1 NTERCEPTI ON OF DI A TAL AND OTHER COVMUNI CATI ONS

This section adds a new chapter 120 to title 18, United States code, to
define nore precisely the assistance that tel ecommuni cations carriers are
required to provide in connection with court orders for wire and el ectronic
i nterceptions, pen registers and trap and trace devices. This new chapter
contai ns eight sections nunbered 2601 through 2608.

Section 2601 provides definitions for "call-identifying information,"
"information services," "government," "tel ecommuni cati on support services,"
"t el econmuni cations carrier.”

A "tel ecommunications carrier” is defined as any person or entity engaged
in the transm ssion or switching of wire or el ectronic conmunications as a
common carrier for hire, as defined by section 3(h) of the Comuni cations Act
of 1934, and includes a conmercial nobile service, as defined in section
332(d) of the Communications Act, as anended. This definition enconpasses
such service providers as |ocal exchange carriers, interexchange carriers,
conpetitive access providers (CAPs), cellular carriers, providers of persona
conmuni cati ons services (PCS), satellite-based service providers, cable
operators and electric or other utilities that provide tel econmuni cations



services for hire to the public, and any other common carrier that offers
wireline or wireless service for hire to the public. The definition of

tel econmuni cations carrier does not include persons or entities to the extent
they are engaged in providing informati on services, such as electronic nai
provi ders, on-line services providers, such as Conpuserve, Prodigy, Anmerica-
On-line or Mead Data, or Internet service providers. Call forwarding, speed
dialing, and the call redirection portion of a voice mail service are covered
by the bill.

In addition, for purposes of this bill, the FCCis authorized to deem ot her
persons and entities to be tel econmuni cations carriers subject to the
assi stance capability and capacity requirenments to the extent that such
person or entity serves as a replacenent for the |ocal tel ephone service to a
substantial portion of the public within a state. As part of its
determ nati on whether the public interest is served by deem ng a person or
entity a tel econmunications carrier for the purposes of this bill, the
Conmi ssi on shall consider whether such determ nation woul d pronote
conpetition, encourage the devel opment of new technol ogi es, and protect
public safety and national security.

The term™"call-identifying information" neans the dialing or signaling
i nformati on generated that identifies the origin and destination or a wire or
el ectroni ¢ comuni cation placed to, or received by, the facility or service
that is the subject of the court order or |awful authorization. For voice
conmuni cations, this information is typically the electronic pul ses, audio
tones, or signalling messages that identify the nunbers dialed or otherw se
transmtted for the purpose of routing calls through the tel ecomuni cations
carrier's network. In pen register investigations, these pul ses, tones, or
messages identify the nunbers dialed fromthe facility that is the subject of
the court order or other lawful authorization. In trap and trace
i nvestigations, these are the inconm ng pul ses, tones, or nessages which
identify the originating nunber of the facility fromwhich the call was
pl aced and which are captured when directed to the facility that is the
subj ect of the court order or authorization. Qther dialing tones that may be
generated by the sender that are used to signal custonmer prem ses equi prent
of the recipient are not to be treated as call-identifying information

The term "governnent” neans the government of the United States and any
agency or instrunmentality thereof, the District of Colunbia, any
commonweal th, territory, or possession of the United States, and any State or
political subdivision thereof authorized by |aw to conduct electronic
surveill ance

The term "tel ecomuni cati ons support services" means a product, software or
service used by a tel econmuni cations carrier for the internal signaling or
swi tching functions of its tel ecommunicati ons network. The Conmittee
understands there are currently over one hundred entities that provide conmon
carriers with specialized support services. The definition of
"t el econmuni cati ons support services" excludes "information services," as
defined in the bill.

The term"information services" includes nmessagi ng services offered through
sof tware such as groupware and enterprise or personal mnessagi ng software,
that is, services based on products (including but not limted to nultinedia
software) of which Lotus Notes (and Lotus Network Notes), M crosoft Exchange
Server, Novell Netware, CC. Miil, MZ Miil, Mcrosoft Mail, Mcrosoft
Exchange Server, and AT&T Easylink (and their associated services) are both
exanpl es and precursors. It is the Conmittee's intention not to limt the
definition of "information services" to such current services, but rather to
anticipate the rapi d devel opnent of advanced software and to include such
software services in the definition of "information services."” By including
such software-based el ectroni c nmessagi ng services within the definition of



i nformati on services, they are excluded fromconpliance with the requirenents
of the bill.

Section 2602, entitled "Assistance capability requirenments,” consists of
four subsections. Subsection (a) sets forth four "Capability Requirenents,”
whi ch every tel econmuni cations carrier is required to nmeet in connection wth
those services or facilities that allow custoners to originate, term nate or
di rect conmmuni cati ons.

The first requirenment is expeditiously to isolate and enabl e the gover nnent
to intercept all conmunications in the carrier's control to or fromthe
equi prent, facilities or services of a subscribe, concurrently with the
conmuni cati ons' transm ssion, or at any later time acceptable to the
government. The bill is not intended to guarantee "one-stop shopping" for |aw
enforcenent. The question of which comunications are in a carrier's control
wi || depend on the design of the service or feature at issue, which this
| egi sl ati on does not purport to dictate. If, for exanple, a forwarded cal
reaches the systemof the subscriber's carrier, that carrier is responsible
for isolating the communication for interception purposes. However, if an
advanced intelligent network directs the comrunication to a different
carrier, the subscriber's carrier only has the responsibility, under
subsection (d), to ensure that |aw enforcenment can identify the new service
provi der handling the communicati on.

The second requirenment is expeditiously to isolate and enable the
government to access reasonably available call identifying information about
the origin and destination of conmunications. Access nust be provided in such
a manner that the informati on may be associated with the conmunication to
which it pertains and is provided to the governnent before, during or
i medi ately after the message's transm ssion to or fromthe subscriber, or at
any later tine acceptable to the government. Call identifying information
obt ai ned pursuant to pen register and trap and trace orders may not i nclude
i nformati on disclosing the physical |ocation of the subscriber sending or
recei ving the nessage, except to the extent that location is indicated by the
phone number. However, if such information is not reasonably available, the
carrier does not have to nodify its systemto nake it avail abl e.

The third requirenment is to make intercepted comruni cati ons and cal
identifying information available to government in a format available to the
carrier so they may be transmtted over lines or facilities |eased or
procured by |aw enforcenent to a |location away fromthe carrier's prem ses.

If the communication at the point it is intercepted is digital, the carrier
may provide the signal to law enforcenment in digital form Law enforcenent is
responsi ble for determning if a comunication is voice, fax or data and for
translating it into useable form

The final requirenment is to nmeet these requirements with a m ni num of
interference with the subscriber's service and in such a way that protects
the privacy of communications and call identifying information that are not
targeted buy electronic surveillance orders, and that maintains the
confidentiality of the government's wiretaps.

The Conmittee intends the assistance requirenments in section 2602 to be
both a floor and a ceiling. The FBI Director testified that the |egislation
was intended to preserve the status quo, that it was intended to provide | aw
enforcenent no nore and no | ess access to information than it had in the
past. The Comnittee urges agai nst overbroad interpretation of the
requi renents. The legislation gives industry, in consultation with | aw
enforcenent and subject to review by the FCC, a key role in devel oping the
techni cal requirenments and standards that will allow inplenentation of the
requi renents. The Conmittee expects industry, |aw enforcenent and the FCC to
narromy interpret the requirenents.

Subsection (b) Iimts the scope of the assistance requirenments in severa



i nportant ways. First, |aw enforcenent agencies are not permtted to require
the specific design of systems or features, nor prohibit adoption of any such
design, by wire or electronic communi cati on service provides or equi pnent
manuf acturers. The legislation |eaves it to each carrier to decide howto
conply. A carrier need not insure that each individual component of its
network or systemconplies with the requirenments so | ong as each

conmuni cati on can be intercepted at sone point that nmeets the |egislated
requi renents.

Second, the capability requirenents only apply to those services or
facilities that enable the subscriber to nmake, receive or direct calls. They
do not apply to information services, such as electronic mail services, or
on-line services, such as Conpuserve, Prodigy, Anerica-On-line or Mead Data,
or Internet service providers. (The storage of a nmessage in a voice mil or
E-mail "box" is not covered by the bill. The redirection of the voice nai
message to the "box" and the transm ssion of an E-mail nessage to an enhanced
service provider that maintains the E-mail service are covered.) Nor does the
bill apply to services or facilities that support the transport or sw tching
of communi cations for private networks or for the sole purpose of
i nterconnecting tel ecomunications carriers.

Because financial institutions have najor concerns about security and
reliability, they have established private communicati ons networks for data
transm ssion traffic such as automated teller machi nes (ATM, point of sale
(credit card) verification systens, and bank wires. Sone of these networks
are point to point, although many utilize the public network at various
poi nts. ATM networ ks, bankcard processi ng networ ks, automated check
cl eari nghouse networks, stock exchange tradi ng networks, point of sale
systens, and bank wire transfer, stock transfer and funds transfer systens
are all excluded fromthe coverage of the |egislation whether or not they
i nvol ve services obtained fromtel econmmuni cations carriers. Private networks
such as those used for banking and financial transactions have not posed a
problemto | aw enforcenent. There are good reasons for keeping them as cl osed
as possible. These networks are not the usual focus of court authorized
el ectronic surveillance, and the financial information travelling on these
networks is already avail able to | aw enforcenent agenci es under the banking
| aws.

Thus, a carrier providing a customer with a service or facility that all ows
the custoner to obtain access to a publicly switched network is responsible
for conplying with the capability requirements. On the other hand, for
conmuni cati ons handl ed by multiple carriers, a carrier that does not
originate or termnate the nessage, but nerely interconnects two ot her
carriers, is not subject to the requirements for the interconnection part of
its facilities.

VWile the bill does not require reengineering of the Internet, nor does it
i npose prospectively functional requirenents on the Internet, this does not
nmean that conmunications carried over the Internet are inmune from
interception or that the Internet offers a safe haven for illegal activity.
Conmuni cations carried over the Internet are subject to interception under
Title I'll just like other electronic comunications. That issue was settled
in 1986 with the El ectronic Comuni cations Privacy Act. The bill recognizes,
however, that |aw enforcenment will nost likely intercept comruni cati ons over
the Internet at the sane place it intercepts other electronic comrunications:
at the carrier that provides access to the public sw tched network.

The bill does not cover private branch exchanges (PBX s). This neans that
there will be tinmes when the tel ecomunications carrier will be unable to
i sol ate the comunications of a specific individual whose conmuni cations are
com ng through a PBX. This poses a mnimzation problemto which | aw
enf orcenent agencies, courts, and carriers should be sensitive. The Committee



does not intend the exclusion of PBX s to be read as approval for trunk |ine
intercepts. Gven the mnimnzation requirenment of current |aw, courts should
scrutinize very carefully requests to intercept truck lines and insist that
agenci es specify how they will conply with the m nim zation requirenent. This
is especially true of intercepts of E-Mail and fax transmissions. In
addition, carriers presented with an order for interception of a trunk line
have the option to seek nodification of such an order

Final ly, tel econmunications carriers have no responsibility to decrypt
encrypted conmuni cations that are the subject of court-ordered wretaps,
unl ess the carrier provided the encryption and can decrypt it. This
obligation is consistent with the obligation to furnish all necessary
assi stance under 18 U.S.C. Section 2518(4). Nothing in this paragraph woul d
prohibit a carrier fromdeploying an encryption service for which it does not
retain the ability to decrypt communications for |aw enforcenent access. The
bill does not address the "dipper Chip"or Key Escrow Encryption issue
Nothing in the bill is intended to limt or otherw se prevent the use of any
type of encryption within the United States. Nor does the Committee intend
this bill to be in any way a precursor to any kind of ban or limtation on
encryption technol ogy. To the contrary, section 2602 protects the right to
use encryption.

Subsection (c), allows a carrier, in energency or exigent circunstances, at
the sole discretion of the carrier, to fulfill its obligation to deliver
conmmuni cations to | aw enforcenent under the third capability requirenment by
allowi ng nonitoring on the carrier's prem ses.

Subsection (d), entitled "Mbile Service Assistance Requirenent,"” addresses
the responsibility of the carrier who can no | onger deliver a nmessage or cal
identifying information to | aw enforcenent because the subscriber, the
conmuni cation and the call identifying informati on have |left the carrier's
service area. In such a case, the carrier that had the assistance
responsibility is not required to continue providing the government with the

conmmuni cati on content or call identifying information, but nust ensure that
t he governnment can determ ne which carrier or service provider has
subsequent |y picked up the conmmuni cations or call identifying information and

begun serving the subscriber, subject to limtations on disclosing |ocation
i nformati on as described in section 2602(a).

Section 2603, entitled "Notices of capacity requirenents,"” places the
burden on the governnent to estimate its capacity needs and to do so in a
cost-consci ous manner, while also providing carriers with a "safe harbor" for
capacity.

Subsection (a) requires the Attorney CGeneral, within one year of enactnent,
to publish in the Federal Register and provide to appropriate industry
associ ati ons and standards bodies notices of both the maxi mum capacity and
the initial capacity required to acconmodate all intercepts, pen registers,
and trap and trace devices the governnment (including Federal, State and | oca
| aw enforcenment) expects to operate simultaneously.

The maxi mum capacity relates to the greatest nunber of intercepts a
particul ar switch or system nust be capabl e of inplenenting sinultaneously.
The initial capacity relates to the nunber of intercepts the government wll
need to operate upon the date that is four years after enactnent.

The Attorney Ceneral is directed to develop the notices after consultation
with local and State | aw enforcenent authorities and the carriers, equiprent
manuf acturers and providers of tel ecommunicati ons support services. The
Attorney CGeneral is given flexibility in determning the formof the notice.
For exanple, the notices may be in the formof a specific nunber for a
particul ar geographic area, or a generally applicable fornula based on the
nunber of subscribers served by a carrier. However, the notices nust
identify, to the maxi num extent possible, the capacity required at specific



geographic locations, including carrier office |ocations.

Subsection (b) provides that tel econrunications carriers must ensure that,
within three years after publication of the notices, or within four years
after enactnment, whichever is later, they have the nmaxi mum capacity and the
initial capacity to execute all electronic surveillance orders. If the
Attorney General publishes the first capacity notices before the statutory
time of one year has el apsed, conpliance by carriers nust be achieved at the
sane tinme as the effective date in Section 2 of this Act. In the event the
Attorney CGeneral publishes the notices after the statutory tinme limt,
carriers will have three years thereafter to conply, which tine period wll
fall after the effective date of section 2602.

Subsection (c) requires the Attorney CGeneral periodically to give
tel econmuni cations carriers notice of any necessary increases in maxi num
capacity. Carriers will have at |east three years, and up to any anount of
time beyond three years agreed to by the Attorney General, to conply with the
i ncreased maxi mum capacity requirenents.

Subsection (d) requires carriers to submt statenents to the Attorney
Ceneral identifying systens or service that do not have the capacity to
acconmodat e si nmul t aneously the nunber of interceptions, pen registers and
trap and trace devices set forth in the capacity notices issue by the
Attorney CGeneral under subsection (a).

Subsection (e) provides that the Attorney CGeneral may reinburse carriers
for nodifications necessary to conply with capacity notices. Until the
Attorney CGeneral agrees to reinburse a carrier for such nodifications, the
carrier shall be considered to be in conpliance with the capacity noti ces.

Section 2604 protects systens security and integrity by requiring that any
el ectronic surveillance effected within a carrier's switching prem ses be
activated only with intervention by an enployee of the carrier. The swi tching
prem ses include central offices and nobil e tel ephone sw tching offices
(MI'SGs) .

Thi s makes cl ear that government agencies do not have the authority to
activate renotely interceptions within the switching prem ses of a
tel econmuni cations carrier. Nor may |aw enforcenent enter onto a
tel econmuni cations carrier's switching office prem ses to effect an
interception without the carrier's prior know edge and consent when executing
a wiretap under exigent or energency circunstances under section 2602(c). All
executions of court orders or authorizations requiring access to the
switching facilities will be made through individuals authorized and
designated by the tel ecommunications carrier. Activation of interception
orders or authorizations originating in local |oop wiring or cabling can be
ef fected by government personnel or by individuals designated by the
tel econmuni cations carrier, dependi ng upon the anmount of assistance the
gover nnent requires.

Section 2605 requires a tel econmunications carrier to consult with its own
equi prent manufacturers and support service providers to ensure that
equi prent or services conply with the capability requirenents. Manufacturers
and support services providers are required to nmake available to their
tel econmuni cations carrier custoners the necessary features or nodifications
on a reasonably tinmely basis and at a reasonabl e charge. Subsection 2605(Db)
clearly nmeans that when a manufacturer makes avail able features or
nodi fications to permt its custoner to conply with the requirements of the
bill, the manufacturer is to be paid by the carrier in accordance with normal
and accepted busi ness practices.

These responsibilities of the manufacturers and support services providers
make clear that they have a critical role in ensuring that |aw ul
interceptions are not thwarted. Wthout their assistance, tel ecomrunications
carriers likely could not conply with the capability requirenents.



Section 2606 establishes a mechanismfor inplenentation of the capability
requi renents that defers, in the first instance, to industry standards
organi zati ons. Subsection (a) directs the Attorney General and other |aw
enf orcenent agencies to consult with associations and standard-setting bodies
of the tel ecomunications industry. Carriers, manufacturers and support
service providers will have a "safe harbor" and be considered in conpliance
with the capability requirements if they conmply with publicly available
techni cal requirenments or standards designed in good faith to inplenment the
assi stance requirenents.

This section provides carriers the certainty of "safe harbors,” found in
standards to be issued under a process set up in the bill. The use of
standards to inplenment |egislative requirenents is, of course, appropriate so
| ong as Congress delineates the policy that the guidelines nust nmeet. Skinner
v. Md-Anerica Pipeline Co., 490 U S. 212, 220 (1989). ("It is
constitutionally sufficient if Congress clearly delineates the genera
policy.").

This bill, in fact, provides through the four factors in section 2602 nmuch
greater specificity than found in many del egati ons upheld by the courts. See,
e.g., Yakus v. U S., 321 U S. 414, 420 (1944) (uphol di ng del egati on of
authority to fix prices that "will be generally fair and equitable and wll
ef fectuate the purposes” of the statute); FPC v. Hope Natural Gas Co., 320
U S. 591, 600 (1944) (delegation to determ ne "just and reasonable"” rates
uphel d) .

The authority to issue standards to inplenment |egislation delegated here to
private parties is well wthin what has been upheld in nunerous precedents.
In St. Louis, Ilron Mn. & Southern Ry. Co. v. Taylor, 210 U S. 281 (1908),

t he Suprenme Court upheld the delegation of authority to the Anmerican Railway
Associ ation to establish the standard hei ght of draw bars for freight cars.
In Noblecraft Industries v. Secretary of Labor, 614 F.2d 199 (9th Cr. 1980),
the NNnth Crcuit sustained Congress's del egation to private organizations of
the authority to devel op health and safety standards. See also U S. v. Frane,
885 F.2d 1119, 1122 (3d G r. 1989) (uphol ding del egation to the beef industry
to devise its own strategies to inplenent the governnment's policy).

The appropriateness of the del egation here is furthered by two factors: (1)
Conpliance with the industry standards is voluntary, not conpul sory. Carriers
can adopt other solutions for conplying with the capability requirenents; and
(2) The FCC retains control over the standards. Under section 2602(b), any
carrier, any |aw enforcenment agency or any other interested party can
petition the FCC, which has the authority to reject the standards devel oped
by industry and substitute its own. See Sunshine Anthracite Coal Co. v.
Adkins, 310 U.S. 381 (1940); St. Louis, lron Mn, supra; Frane, supra, 885
F.2d at 1128 (del egation valid where discretion of private bodies is subject
to the government's authority to di sapprove or nodify the standards).

This section states affirmatively that the absence of standards wll not
preclude carriers, manufacturers or support service providers from depl oyi ng
a technol ogy or service, but they nmust still conply with the assistance
capability requirenents.

Subsection (b) provides a forumat the Federal Communications Conmi ssion in
the event a dispute arises over the technical requirenents or standards.
Anyone can petition the FCC to establish technical requirements or standards,
i f none exist, or challenge any such requirenents or standards issued by
i ndustry associ ations or bodi es under this section. In taking any action
under this section, the FCCis directed to protect privacy and security of
conmuni cati ons that are not the targets of court-ordered electronic
surveillance and to serve the policy of the United States to encourage the
provi si on of new technol ogi es and services to the public.

If an industry technical requirenent or standard is set aside or supplanted



by the FCC, the FCCis required to consult with the Attorney CGeneral and
establish a reasonable tine and conditions for conpliance with and the
transition to any new standard. The FCC nay al so define the assistance
obligations of the teleconmunications carriers during this transition period.

This section is also intended to add openness and accountability to the
process of finding solutions to intercept problens. Any FCC decision on a
standard for conmpliance with this bill nust be nmade publicly.

Subsection (c) gives tel ecomuni cations carriers an additional tw years to
achi eve conpliance with the assistance capability requirenments beyond the
four years provided in Section 2 of the bill, if they petition for, and the
FCC grants, an extension. The FCC may grant a petition for relief from
conpliance with the assistance capability requirenments for up to two years in
ci rcunmst ances where the carrier can show that conpliance with those
requi renents i s not reasonably achi evabl e through application of technol ogy
avail able within the four year conpliance record. The Attorney CGeneral will
rei mburse the carrier for any necessary nodifications nade during the
ext ensi on peri od.

Any extension granted under this subsection applies only to that part of
the carrier's business on which the feature or service at issue is used.

Section 2607 provides for enforcenent by the courts. Subsection (a)
provides that a court may order tel ecomuni cations carriers, equiprent
manuf acturers and support service providers to conply forthwith with the
requi renents of the Act in circunstances where an el ectronic surveillance
order or authorization has been issued but cannot be effected because a
carrier has failed to conply with the requirenments of the bill. This
provi sion conplenments the existing requirenment in 18 U S.C. Sec. 2518(4) that
an order authorizing electronic surveillance may direct that providers of
wire or electronic conmunications services or any "other person * * * furnish

* * * forthwith all information, facilities, and technical assistance
necessary to acconplish the interception.”
Subsection (b) authorizes the Attorney General, in the absence of a

particul ar el ectronic surveillance order or authorization, to apply to an
appropriate United States Court for an enforcenent order directing a

tel econmuni cations carrier, equi pmrent manufacturer or support services
provider to conply with the bill. In order to avoid di sparate enforcenent
actions throughout the country which could be burdensone for

tel econmuni cations carriers, this authority is vested in the Attorney Cenera
of the United States through the Departnment of Justice and the O fices of the
various United States Attorneys.

Subsection (c) places limtations on the court's authority to issue
enforcenent orders. First, the court nust find that |aw enforcenent has no
alternatives reasonably available for inplenenting the order through use of
ot her technol ogies or by serving the order on another carrier or service
provider. Essentially, the court nust find that |aw enforcenent is seeking to
conduct its interception at the best, or nost reasonable, place for such
i nterception.

Second, the court must find that conpliance with the requirenments of the

bill are reasonably achievabl e through application of avail able technol ogy,
or woul d have been reasonably achievable if tinely action had been taken. O
necessity, a determ nation of "reasonably achievable"” will involve a

consi deration of economic factors. This limtation is intended to excuse a
failure to conply with the assistance capability requirenents or capacity
noti ces where the total cost of conpliance is wholly out of proportion to the
useful ness of achieving conpliance for a particular type or category of
services or features. This subsection recognizes that, in certain

ci rcunst ances, tel ecomunications carriers nay depl oy features or services
even though they are not in conpliance with the requirenments of this bill



In the event that either of these standards is not met, the court may not
i ssue an enforcenment order and the carrier may proceed wth depl oynent, or
with continued offering to the public, of the feature or service at issue.

Subsection (d) requires a court upon issuance of an enforcenent order to
set a reasonable tine and conditions for conmplying with the order. In
determ ning what is reasonable, the court may consider as to each party
before it a nunber of enunerated factors.

Subsection (e) provides that an order may not be issued requiring a carrier
to provide capacity in excess of the capacity for which the Attorney Genera
has agreed to reinburse the carrier under section 2603(e).

Subsection (f) provides for a civil penalty up to $10,000 per day, fromthe
date of the order, or such later date as a court may decree, for any carrier
equi prent manufacturer or support service provider that violates the section.
In setting the appropriate amount of the fine, a court nmay consider a numnber
of enunerated factors, including the nature, circunstances, and extent of the
violation, and, with respect to the violator, ability to pay, good faith
efforts to conply in a tinely manner, effect on ability to continue to do
busi ness, the degree of culpability or delay in undertaking efforts to
conply, and such other matters as justice may require.

VWi | e Subsection 2607(f) would subject to civil penalties a manufacturer
that fails to provide its custonmers with the features or nodifications
necessary for themto conply, the Conmttee fully expects that manufacturers
and carriers will ensure the conpliance with the requirenents through the
normal mar ket pl ace nmechani sns, as carriers, in their orders, specify
equi prent that neets the requirenments of the bill. The inposition of civil
penal ties on manufacturers would nornmally be appropriate only when the
exi sting marketplace (i.e., contractual) nechanisns fail to ensure
manuf act urer conpliance, just as the inposition of civil penalties would
normal |y be appropriate on carriers when, for exanple, they fail to seek
t hrough contractual mechani sms such features or nodifications.

Section 2608, entitled "Paynment of costs of tel ecommunications carriers to
conmply with capability requirenents," provides, in subsection (a), that the
Attorney CGeneral may, subject to the availability of appropriations, pay al
just and reasonable costs directly associated with nodifications performed by
carriers in connection with equi pnent, features, or services installed or
depl oyed before the date of enactnent to establish the capabilities necessary
to conply with section 2602.

Subsection (b) provides that the Attorney CGeneral is authorized to pay
reasonabl e costs directly associated with achi eving conpliance with the
assi stance capability requirenments for equi pnent, features or services
depl oyed on or after the date of enactnent, if such conpliance woul d
ot herwi se not be reasonably achi evable. In determ ning whether conpliance is
reasonabl y achi evabl e, consideration nmust be given in proceedi ngs before a
court or the FCC to when the depl oynent occurred.

Subsection (c) directs the Attorney General to allocate appropriated funds
to carry out the purposes of the act in accordance with | aw enforcenent's
priorities.

Subsection (d) provides that if a tel ecomunications carrier requests
paynment for nodifications to existing equipnment, features, or services to
achi eve conpliance with the assistance capability requirenments under section
2602, and the Attorney General does not pay as required under subsection (a),
t he equi pnent, feature or service in question will be considered to be in
conpliance until the equi pment, feature, or service is replaced or
significantly upgraded or otherw se undergoes major nodifications.

Subsection (e) authorizes the Attorney General to establish necessary
regul ati ons and procedures to reinburse carriers.

Subsection (f) provides that any di spute over costs is to be resol ved by



the FCC or the court fromwhich an enforcenment order is sought. In the
absence of a dispute brought by one of the parties to the FCC, it is not the
Conmittee's intent for the FCC or any other agency of the Federal Governnent
to regulate the price of telecomunications transm ssion and sw tching

equi prent or support services. The Committee regards such regul ati on as
unnecessary in a conpetitive marketplace. Determ nations regardi ng what
constitutes a "reasonabl e charge" for nodifications and features should be
made in the first instance by manufacturers and their custoners in
contractual negotiations in accordance with normal and accepted busi ness
practi ces.

SECTI ON 2. - - AUTHORI ZATI ON OF APPROPRI ATl ONS

This section authorizes $500, 000,000 to be appropriated for 1995 through
1997, and thereafter any additional amounts that nay be necessary to carry
out the purposes of the bill, which suns shall be available until expended.

SECTI ON 3. - - EFFECTI VE DATE

This section sets the effective date for conpliance with the assistance
capability requirements in section 2602 and the systens security and
integrity requirenment in section 2604 as four years after enactment. Al
ot her provisions take effect upon date of enactnent.

SECTI ON 4. - - REPORTS

The Attorney Ceneral is required to report annually to Congress
periodically for the six years after enactnment on the nonies expended under
the bill. In addition, the General Accounting Ofice is required to report in
1996 and 1998 on the estimted costs of compliance with the bill

SECTI ON 5. - - CORDLESS TELEPHONES

The El ectroni c Conmuni cations Privacy Act (ECPA), which anmended the wiretap
statute in 1986, exenpted fromthe protection of the Act "the radi o portion
of a cordless tel ephone that is transmtted between the cordl ess tel ephone
handset and the base unit." 18 U S.C. Sec. 2510 (1) & (12). The bill deletes
t he exceptions for cordl ess phones and i nposes a penalty of up to $500 for
intentionally intercepting such conmmuni cati ons.

SECTIONS 6 AND 7. - - RADI O- BASED COVMUNI CATI ONS

ECPA does not protect communications that are "readily accessible to the
general public,” which includes radi o comunications, unless they fit into
one of five specified categories. These excepted categories enjoy protection
because they usually are not susceptible to interception by the genera
publi c.

The bill would add "el ectroni c communi cati on" as a category of radio
conmuni cati on covered by the wiretap statute. This would provide protection
for all forns of electronic conmunications, including data, even when they
may be transmitted by radio.

The bill also amends the penalty provision to treat communications using
nmodul ati on techniques in the sane fashion as those where encryption has been
enpl oyed to secure comunications privacy. This paragraph refers to spread
spectrum radi o conmuni cati ons, which usually involve the transm ssion of a
signal on different frequencies where the receiving station nust possess the
necessary algorithmin order to reassenble the signal



SECTI ON 8. - - TECHNI CAL CORRECTI ON

The wiretap law permits interception of wire comunications by a wire or
el ectronic service provider in the normal course of business to render
services or protect rights or property. The bill would make a technica
correction and expand the exception to include el ectronic comrunications.

SECTI ON 9. - - CLONE PHONES

This section anends the counterfeit access device lawto crimnalize the
use of cellular phones that are altered, or "cloned,” to allow free riding on
the cellul ar phone system Specifically, this section prohibits the use of an
altered tel ecomuni cations instrunent, or a scanning receiver, hardware or
software, to obtain unauthorized access to tel econmunications services for
t he purpose of defrauding the carrier. A scanning receiver is defined as a
device used to intercept illegally wire, oral or electronic comrunications.
The penalty for violating this new section is inprisonment for up to fifteen
years and a fine of the greater of $50,000 or tw ce the val ue obtained by the
of f ense.

SECTI ON 10. - - TRANSACTI ONAL DATA

Recogni zi ng that transactional records fromon-Iine conmuni cati on systens
reveal nore than tel ephone toll records or mail covers, subsection (a)
elimnates the use of a subpoena by | aw enforcenment to obtain froma provider
of electronic comunication services the addresses on el ectroni c nmessages. In
order for |law enforcenent to obtain such information, a court order is
required.

This section inposes an internediate standard to protect on-line
transactional records. It is a standard hi gher than a subpoena, but not a
probabl e cause warrant. The intent of raising the standard for access to
transactional data is to guard against "fishing expeditions" by |aw
enforcenent. Under the internediate standard, the court nust find, based on
| aw enforcement's showi ng of facts, that there are specific and articul able
grounds to believe that the records are relevant and material to an ongoing
crimnal investigation

Law enforcement could still use a subpoena to obtain the name, address,
tel ephone toll billing records, and |length of service of a subscriber to or
customer of such service and the types of services the subscriber or custoner
utilized.

Subsection (b) requires governnent agencies installing and using pen
regi ster devices to use, when reasonably avail able, technology that restricts
the information captured by such device to the dialing or signaling
i nformati on necessary to direct or process a call, excluding any further
conmmuni cati on conducted through the use of dialed digits that woul d otherw se
be capt ured.

Conmittee Oversight Findings

In conpliance with clause 2(1)(3)(A) of rule XI of the Rules of the House
of Representatives, the Committee reports that the findings and
recomendati ons of the Committee, based on oversight activities under clause
2(b)(1) of rule X of the Rules of the House of Representatives, are
i ncorporated in the descriptive portions of this report.

Conmittee on CGovernment Operations Oversight Findings



No findings or recommendati ons of the Comm ttee on Governnent Operations
were received as referred to in clause 2(1)(3)(D) of rule XI of the Rules of
t he House of Representatives.

New Budget Authority and Tax Expenditures

G ause 2(1)(3)(B) of rule XI of the Rules of the House of Representatives
i s inapplicable because this |egislation does not provide new budgetary
authority or increased tax expenditures.

Congr essi onal Budget O fice Cost Estinates

In conpliance with clause 2(1)(3)(C of rule XI of the Rules of the House
of Representatives, the Committee sets forth, with respect to the bill, HR
4922, the follow ng estimte and conparison prepared by the Director of the
Congressi onal Budget O fice under section 403 of the Congressional Budget Act
of 1974.

U. S. Congress,
Congr essi onal Budget O fice,
Washi ngton, DC, Septenber 30, 1994.
Hon. Jack Brooks,
Chai rman, Conmittee on the Judiciary,
House of Representatives, Washi ngton, DC
Dear M. Chairman: The Congressional Budget O fice has prepared the
encl osed cost estimate for HR 4922, a bill to amend title 18, United States
Code, to nake clear a teleconmunications carrier's duty to cooperate in the
i nterception of conmunications for |aw enforcenent purposes, and for other
pur poses.
Enact nent of H R 4922 would affect direct spending and receipts.
Ther ef ore, pay-as-you-go procedures would apply to the bill
If you wish further details on this estimate, we will be pleased to provide
t hem
Si ncerely,
Janmes L. Blum
(For Robert D. Reischauer).
Encl osure

CONGRESS|I ONAL BUDGET OFFI CE- - COST ESTI MATE

1. Bill number: H R 4922.

2. Bill title: Abill to anend title 18, United States Code, to make cl ear
a tel ecormunications carrier's duty to cooperate in the interception of
conmuni cati ons for | aw enforcenent purposes, and for other purposes.

3. Bill status: As ordered reported by the House Conmittee on the Judiciary
on Septenber 29, 1994.

4. Bill purpose: HR 4922 would direct tel econmunications carriers to
attain certain technical capabilities to assist |aw enforcenent agencies wth
wire and electronic interceptions, pen registers, and trap and trace devices.
These conpani es generally would have four years to conply with the bill's
requi renents. However, telecommunications carriers would not have to neet the
requirenents with respect to existing equiprment and services unless they are
rei mbursed by the federal government. Additionally, the Attorney General may
agree to reinburse carriers for other reasonable costs in conplying with this
bill. This legislation would authorize appropriations totaling $500 nmillion
for the fiscal years 1995 through 1997, plus such suns as are necessary for



fiscal years thereafter.

This | egislation woul d make several mnor changes to the current |aws
relating to the tel ecommunications industry. H R 4922 also woul d establish
both civil and crimnal penalties for violation of certain provisions of the
bill.

5. Estimated cost to the Federal Covernnent:

[By fiscal year, in mllions of dollars]

1995 1996 1997 1998 1999

Revenues:
Esti mat ed Receipts from Fi nes (rxy /)y /)y /)y (/)
Direct spending: Crine victins fund
Esti mat ed Budget authority o (/1/) (/1) (/1) (/1)
Esti mated outl ays o (/1/) (/1) (/1) (/1)
Aut hori zati ons:
Speci fi ed authorizations 500
Esti mated aut hori zati ons 100 100
Total authorizations 500 100 100
Esti mated outl ays 25 100 375 100 100

/ 1/ Less t han $500, 000.

The costs of this bill fall wthin budget function 750.

Basis of estimate: The estimate assunes that the congress will appropriate
the full anmounts authorized. The costs of the bill in fiscal years 1998 and
1999 are very uncertain because the precise technical solutions to the bill's
requi renents are unknown at this tinme. Based on information fromthe Federa
Bureau of Investigation (FBlI) and the tel econmunications industry, CBO
estimates that these costs would be roughly $100 million annually. costs of
this order of nmagnitude could continue in |ater years. The outlay estinmates
are based on information fromthe FBI regarding i npl enentation of the new
capabilities by the tel ecommunications carriers.

H R 4922 would inpose civil and/or crimnal fines for violations of the
bill's provisions. Both crimnal and civil fines increase receipts to the
federal governnent. Crimnal fines would be deposited in the Crinme Victins
Fund and woul d be spent in the followi ng year. CBO does not expect this
addi ti onal revenue or direct spending to be significant.

6. Pay-as-you-go considerations: Section 252 of the Bal anced Budget and
Enmergency Deficit Control Act of 1985 sets up pay-as-you-go procedures for
| egislation affecting direct spending or receipts through 1998. Enactnent of
H R 4922 would affect both receipts and direct spendi ng; however, CBO
estimates that any changes in spending and receipts would be insignificant.
The follow ng table sunmarizes the estimated pay-as-you-go inpact of this
bill.

[By fiscal year, in mllions of dollars]
1995 1996 1997 1998

Change in outlays 0 0 0 0
Change in Receipts 0 0 0 0

7. Estimated cost to State and | ocal governnents: None.
8. Estimate conparison: None.



9. Previous CBO estimte: None.

10. Estimate prepared by: Mark Grabowi cz and John Webb and Melissa Sanpson.

11. Estimate approved by: Paul Van deWater, for C. G Nuckols, Assistant
Director for Budget Analysis

Inflationary I npact Statenent
Pursuant to clause 2(1)(4) of rule XI of the Rules of the House of

Representatives, the Conmttee estimates that H R 4922 will have no
significant inflationary inpact on prices and costs in the national econony.

Changes in Existing Law Made by the Bill, as Reported
In conpliance with clause 3 of rule XIlIl of the Rules of the House of
Represent ati ves, changes in existing |aw nade by the bill, as reported, are

shown as follows (existing | aw proposed to be omitted is enclosed in black
brackets, new matter is printed initalic, existing law in which no change is
proposed is shown in ronan):

TITLE 18, UNI TED STATES CODE

* * * * *

PART | --CRI MES

Chap. Sec.
1. General Provisi ONS. . ... 1
* * * * *

120. Tel ecommuni cati ons carrier assistance to the Governnent......... 2601
* * * * *

CHAPTER 47- - FRAUD AND FALSE STATEMENTS

* * * * *

Sec. 1029. Fraud and related activity in connection with access devices

(a) Whoever--
(1)***

(3) knowingly and with intent to defraud possesses fifteen or nore
devi ces which are counterfeit or unauthorized access devices; [[or]]

(4) knowingly, and with intent to defraud, produces, traffics in, has
control or custody of, or possesses devi ce-naki ng equi prent;

(5) knowingly and with intent to defraud uses, produces, traffics in,
has control or custody of, or possesses a tel ecomunications instrunent
that has been nodified or altered to obtain unauthorized use of
t el econmuni cati ons services; or

(6) knowingly and with intent to defraud uses, produces, traffics in,
has control or custody of, or possesses--

(A) a scanning receiver; or



(B) hardware or software used for altering or nodifying
t el econmuni cations instrunents to obtain unauthorized access to
t el econmuni cati ons servi ces,
shall, if the offense affects interstate or foreign comerce, be punished as
provided in subsection (c) of this section.

* * * * *

(c) The punishnment for an offense under subsection (a) or (b)(1l) of this
section is--

(1)***

(2) a fine of not nore than the greater of $50,000 or twi ce the value
obt ai ned by the offense or inprisonnent for not nore than fifteen years,
or both, in the case of an offense under subsection [[(a)(1) or (a)(4)]]
(a) (1), (4), (5, or (6) of this section which does not occur after a
convi ction for another offense under either such subsection, or an
attenpt to commit an of fense puni shabl e under this paragraph; and

* * * * *

(e) As used in this section--

(1) the term "access device" nmeans any card, plate, code, account
nunber, electronic serial nunber, nobile identification nunber, persona
identification nunber, or other tel ecommunications service, equipnent, or
instrument identifier, or other neans of account access that can be used,
al one or in conjunction with another access device, to obtain noney,
goods, services, or any other thing of value, or that can be used to
initiate a transfer of funds (other than a transfer originated solely by
paper instrument);

(5) the term™"traffic" neans transfer, or otherw se di spose of, to
anot her, or obtain control of with intent to transfer or di spose of;
[[and]]

(6) the term "devi ce-maki ng equi pnent” neans any equi pnent, nechani sm
or inpression designed or primarily used for making an access device or a
counterfeit access device[[.]]; and

(7) the term"scanning receiver" neans a device or apparatus that can
be used to intercept a wire or electronic conmunication in violation of
chapter 119.

CHAPTER 119--W RE AND ELECTRONI C COVMUNI CATI ONS | NTERCEPTI ON AND | NTERCEPTI ON
OF ORAL COMMUNI CATI ONS

* * * * *

Sec. 2510. Definitions

As used in this chapter--

(1) "wire comruni cation” nmeans any aural transfer made in whole or in
part through the use of facilities for the transm ssion of comunications
by the aid of wire, cable, or other |ike connection between the point of
origin and the point of reception (including the use of such connection
in a switching station) furnished or operated by any person engaged in



providing or operating such facilities for the transm ssion of interstate
or foreign comunications or communi cations affecting interstate or
foreign cormerce and such termincludes any el ectronic storage of such
conmuni cation[[, but such termdoes not include the radio portion of a
cordl ess tel ephone comunication that is transnmtted between the cordl ess
t el ephone handset and the base unit]];

* * * * *

(12) "electronic comunication" means any transfer of signs, signals,
writing, images, sounds, data, or intelligence of any nature transmtted
in whole or in part by a wire, radio, electromagnetic, photoelectronic or
phot oopti cal systemthat affects interstate or foreign conmerce, but does
not i ncl ude- -

[[(A) the radio portion of a cordl ess tel ephone communi cation that
is transmtted between the cordl ess tel ephone handset and the base
unit;

[[(B)]] (A any wire or oral conmunication

[[(O]1] (B) any conmunication made through a tone-only pagi ng
devi ce; or

[[(D)]] (© any conmunication froma tracking device (as defined in
section 3117 of this title);

* * * * *

(16) "readily accessible to the general public" nmeans, with respect to
a radi o communi cati on, that such conmunication is not--
(A)***

(D) transmitted over a comuni cati on system provi ded by a conmon
carrier, unless the conmmunication is a tone only pagi ng system
conmuni cation; [[or]]

(E) transmitted on frequencies allocated under part 25, subpart D,
E, or F of part 74, or part 94 of the Rules of the Federa
Conmmuni cati ons Conmi ssion, unless, in the case of a comunication
transmtted on a frequency allocated under part 74 that is not
exclusively allocated to broadcast auxiliary services, the
conmuni cation is a two-way voi ce comruni cation by radio; or

(F) an el ectronic comrunication

* * * * *

Sec. 2511. Interception and disclosure of wire, oral, or electronic
conmuni cati ons prohi bited

(1)***

(2)(a)(i) It shall not be unlawful under this chapter for an operator of a
swi tchboard, or an officer, enployee, or agent of a provider of wire or
el ectroni ¢ comuni cati on service, whose facilities are [[used in the
transm ssion of a wire conmunication]] used in the transm ssion of a wire or
el ectronic comunication, to intercept, disclose, or use that conmunication
in the normal course of his enploynment while engaged in any activity which is
a necessary incident to the rendition of his service or to the protection of
the rights or property of the provider of that service, except that a
provi der of wire comunication service to the public shall not utilize



servi ce observing or random nonitoring except for nechanical or service
quality control checks.

* * * * *
(4)(a) * =~
(b) If the offense is a first offense under paragraph (a) of this
subsection and is not for a tortious or illegal purpose or for purposes of

direct or indirect commercial advantage or private comercial gain, and the
wire or electronic conmunication with respect to which the of fense under
paragraph (a) is a radio communication that is not scranbled [[or encrypted,
then]], encrypted, or transmitted using nodul ati on techni ques the essenti al
paranmeters of which have been withheld fromthe public with the intention of
preserving the privacy of such conmuni cati on--
(i) if the communication is not the radio portion of a cellular
t el ephone communi cati on, a cordl ess tel ephone conmuni cation that is
transmtted between the cordl ess tel ephone handset and the base unit, a
public |l and nobile radio service comunication or a paging service
conmuni cati on, and the conduct is not that described in subsection (5),
the of fender shall be fined under this title or inprisoned not nore than
one year, or both; and
(ii) if the communication is the radio portion of a cellular tel ephone
conmuni cati on, a cordl ess tel ephone conmunication that is transmtted
bet ween the cordl ess tel ephone handset and the base unit, a public |and
nobi | e radi o service conmuni cati on or a pagi ng service conmuni cation, the
of fender shall be fined not nore than $500.

* * * * *

CHAPTER 120- - TELECOVMUNI CATI ONS CARRI ER ASSI STANCE TO THE GOVERNVENT

Sec.

2601. Definitions.

2602. Assistance capability requirenents.

2603. Notices of capacity requirenents.

2604. Systens security and integrity.

2605. Cooperation of equi prent manufacturers and provi ders of
t el econmuni cati ons support services.

2606. Technical requirenments and standards; extension of conpliance date.

2607. Enforcenent orders.

2608. Paynent of costs of tel ecommunications carriers to conply with
capability requirenents.

Sec. 2601. Definitions

(a) Definitions.--In this chapter--
the ternms defined in section 2510 have, respectively, the neanings
stated in that section.
"call-identifying information”--

(A) nmeans dialing or signaling information that identifies the
origin, direction, destination, or term nation of each communication
generated or received by the subscriber equipnment, facility, or
service of a tel econmunications carrier that is the subject of a
court order or lawful authorization; but

(B) does not include any information that may discl ose the physi cal
| ocation of the subscriber (except to the extent that the |ocation
may be determ ned fromthe tel ephone nunber).

"Conmi ssi on" neans the Federal Communications Conmi ssion



"governnent" means the governnment of the United States and any agency
or instrunentality thereof, the District of Colunbia, any commonwealth,
territory, or possession of the United States, and any State or politica
subdi vi si on thereof authorized by law to conduct el ectronic surveill ance.

"information services"--

(A) nmeans the offering of a capability for generating, acquiring,
storing, transform ng, processing, retrieving, utilizing, or making
avail abl e i nformation via tel ecommuni cations; and

(B) includes el ectronic publishing and el ectroni c nmessagi ng
servi ces; but

(C) does not include any capability for a tel ecommunications
carrier's internal managenent, control, or operation of its
t el econmuni cati ons networKk.

"tel econmuni cati ons support services" neans a product, software, or
service used by a tel econmuni cations carrier for the internal signaling
or switching functions of its tel econmunicati ons network.

"tel econmuni cations carrier"--

(A) nmeans a person or entity engaged in the transm ssion or
switching of wire or electronic comuni cati ons as a common carrier
for hire (wthin the neaning of section 3(h) of the Comunications
Act of 1934 (47 U.S.C 153(h)));

(B) includes--

(i) a person or entity engaged in providing conrercial nobile
service (as defined in section 332(d) of the Comunications Act
of 1934 (47 U.S.C. 332(d))); or

(ii) a person or entity engaged in providing wire or electronic
conmuni cati on switching or transm ssion service to the extent
that the Conmi ssion finds that such service is a replacenent for
a substantial portion of the |local tel ephone exchange service and
that it is in the public interest to deem such a person or entity
to be a tel econmunications carrier for purposes of this chapter
but

(C) does not include persons or entities insofar as they are
engaged in providing information services.

Sec. 2602. Assistance capability requirenents

(a) Capability Requirenments.--Except as provided in subsections (b), (c),
and (d) of this section and sections 2607(c) and 2608(d), a
t el econmuni cations carrier shall ensure that its services or facilities that
provide a custoner or subscriber with the ability to originate, term nate, or
di rect conmmuni cations are capabl e of --

(1) expeditiously isolating and enabling the government to intercept,
to the exclusion of any other conmunications, all wire and el ectronic
conmmuni cations carried by the carrier within a service area to or from
equi prent, facilities, or services of a subscriber of such carrier
concurrently with their transmssion to or fromthe subscriber's service
facility, or equipnment or at such later tine as may be acceptable to the
gover nnent ;

(2) expeditiously isolating and enabling the government to access call -
identifying information that is reasonably available to the carrier--

(A) before, during, or imediately after the transm ssion of a wire
or electronic comunication (or at such later tinme as may be
acceptable to the governnent); and

(B) in a manner that allows it to be associated with the
conmuni cation to which it pertains,

except that, with regard to information acquired solely pursuant to the
authority for pen registers and trap and trace devices (as defined in



section 3127), such call-identifying information shall not include any
i nformati on that may di scl ose the physical |ocation of the subscriber
(except to the extent that the |ocation may be determi ned fromthe

t el ephone nunber);

(3) delivering intercepted comruni cati ons and call-identifying
information to the governnent in a format such that they may be
transmtted by nmeans of facilities or services procured by the government
to a location other than the prem ses of the carrier; and

(4) facilitating authorized comuni cations interceptions and access to
call-identifying informati on unobtrusively and with a m ni mum of
interference with any subscriber's tel econmuni cations service and in a
manner that protects--

(A) the privacy and security of communications and call-identifying
i nformati on not authorized to be intercepted; and

(B) information regardi ng the governnent's interception of
conmuni cati ons and access to call-identifying information

(b) Limtations.--

(1) Design of features and systens configurations.--This chapter does
not authorize any | aw enforcenment agency or officer--

(A) to require any specific design of features or system
configurations to be adopted by providers of wire or electronic
conmuni cati on service, manufacturers of tel econmunications equi pnent,
or providers of tel econmunications support services; or

(B) to prohibit the adoption of any feature or service by providers
of wire or electronic communication service, manufacturers of
t el econmuni cati ons equi pnent, or providers of tel ecomunications
support services.

(2) Information services; private networks and interconnection services
and facilities.--The requirenents of subsection (a) do not apply to--

(A) information services; or

(B) services or facilities that support the transport or swtching
of communi cations for private networks or for the sole purpose of
i nterconnecting tel ecomunications carriers.

(3) Encryption.--A tel ecommuni cations carrier shall not be responsible
for decrypting, or ensuring the governnent's ability to decrypt, any
conmuni cati on encrypted by a subscriber or custoner, unless the
encryption was provided by the carrier and the carrier possesses the
i nformati on necessary to decrypt the conmunication

(c) Enmergency or Exigent G rcunstances.--In enmergency or exigent
ci rcunst ances (including those described in sections 2518 (7) or (11)(b) and
3125 of this title and section 1805(e) of title 50), a carrier at its
di scretion may conply with subsection (a)(3) by allowing nmonitoring at its
premses if that is the only nmeans of acconplishing the interception or
access.

(d) Mobile Service Assistance Requirenments.--A tel ecommunications carrier
offering a feature or service that allows subscribers to redirect, hand off,
or assign their wire or electronic comunications to another service area or
anot her service provider or to utilize facilities in another service area or
of anot her service provider shall ensure that, when the carrier that had been
provi di ng assistance for the interception of wire or electronic

conmuni cati ons or access to call-identifying information pursuant to a court
order or |awful authorization no | onger has access to the content of such
conmuni cations or call-identifying information within the service area in

whi ch interception has been occurring as a result of the subscriber's use of
such a feature or service, information is nade avail able to the governnent
(before, during, or imediately after the transfer of such communicati ons)
identifying the provider of wire or el ectronic conmunication service that has



acqui red access to the conmuni cati ons.
Sec. 2603. Notices of capacity requirenents

(a) Notices of Maxi mum and Actual Capacity Requirenents.--

(1) In general.--Not later than 1 year after the date of enactnent of
this chapter, after consulting with State and | ocal | aw enforcenent
agenci es, telecomunications carriers, providers of tel ecomunications
support services, and manufacturers of tel econmunications equi pnent, and
after notice and coment, the Attorney General shall publish in the
Federal Register and provide to appropriate tel ecommunications industry
associ ati ons and standard-setting organi zati ons- -

(A) notice of the maxi mum capacity required to accomopdate all of
t he conmuni cation interceptions, pen registers, and trap and trace
devices that the Attorney General estinmates that government agencies
aut hori zed to conduct el ectronic surveillance may conduct and use
simul taneously after the date that is 4 years after the date of
enactment of this chapter; and

(B) notice of the actual nunmber of communication interceptions, pen
registers, and trap and trace devices, representing a portion of the
maxi mum capacity set forth under subparagraph (A), that the Attorney
Ceneral estimates that government agencies authorized to conduct
el ectronic surveillance may conduct and use sinultaneously after the
date that is 4 years after the date of enactnment of this chapter

(2) Basis of notices.--The notices issued under paragraph (1)--

(A) may be based upon the type of equi pnent, type of service,
nunber of subscribers, type or size or carrier, nature of service
area, or any other neasure; and

(B) shall identify, to the maxi num extent possible, the capacity
requi red at specific geographic locations, including carrier office
| ocati ons.

(b) Conpliance Wth Capacity Notices.--

(1) Initial capacity.--Wthin 3 years after the publication by the
Attorney CGeneral of a notice of capacity requirements or within 4 years
after the date of enactnment of this chapter, whichever is |longer, a
tel econmuni cations carrier shall, subject to subsection (e), ensure that
its systens are capabl e of--

(A) expanding to the maxi num capacity set forth in the notice under
subsection (a)(1)(A); and

(B) accommodati ng sinultaneously the nunber of interceptions, pen
registers, and trap and trace devices set forth in the notice under
subsection (a)(1)(B)

(2) Expansion to maxi mum capacity.--After the date described in
paragraph (1), a tel econmunications carrier shall, subject to subsection
(e), ensure that it can acconmpbdate expeditiously any increase in the
actual nunber of comuni cation interceptions, pen registers, and trap and
trace devices that authorized agencies may seek to conduct and use, up to
t he maxi mum capacity requirement set forth in the notice under subsection
(a) (1) (A).

(c) Notices of Increased Maxi mum Capacity Requirenents. --

(1) The Attorney Ceneral shall periodically publish in the Federa
Regi ster, after notice and comment, notice of any necessary increases in
t he maxi mum capacity requirement set forth in the notice under subsection
(a) (1) (A).

(2) Wthin 3 years after notice of increased maxi num capacity
requi renents is published under paragraph (1), or within such |onger tine
period as the Attorney General may specify, a tel econmunications carrier
shal I, subject to subsection (e), ensure that its systens are capabl e of



expanding to the increased nmaxi mum capacity set forth in the notice.

(d) Carrier Statement.--Wthin 180 days after the publication by the
Attorney General of a notice of capacity requirenments pursuant to subsection
(a), a teleconmunications carrier shall submt to the Attorney General a
statenment identifying any of its systens or services that do not have the
capacity to accommodat e simultaneously the nunmber of interceptions, pen
registers, and trap and trace devices set forth in the notice under
subparagraph (A) or (B) of subsection (a)(1).

(e) Reinbursenent Required for Conpliance.--The Attorney General shal
review the statements submitted under subsection (d) and may, subject to the
avail ability of appropriations, agree to reinburse a tel econmuni cati ons
carrier for the just and reasonable costs directly associated wth
nodi fications to attain such capacity requirenment. Until the Attorney Genera
agrees to reinburse such carrier for such nodification, such carrier shall be
considered to be in conpliance with the capacity notices under subparagraphs
(A) and (B) of subsection (a)(1).

Sec. 2604. Systens security and integrity

A tel econmuni cations carrier shall ensure that any court ordered or
lawful Iy authorized interception of comuni cations or access to call -
identifying information effected within its switching prenises can be
activated only with the affirmative intervention of an individual officer or
enpl oyee of the carrier
Sec. 2605. Cooperation of equi pmrent manufacturers and providers of

t el econmuni cati ons support services

(a) Consultation.--A tel ecomunications carrier shall consult, as
necessary, in a tinely fashion with manufacturers of its tel econmunications
transm ssion and swi tching equi pnent and its providers of tel econmunications
support services for the purpose of ensuring that current and pl anned
services and equi pnment conply with the capability requirenments of section
2602 and the capacity requirenents identified by the Attorney General under
section 2603.

(b) Cooperation.--Subject to sections 2607(c) and 2608(d), a manufacturer
of tel econmuni cations transm ssion or sw tching equi pnent and a provider of
t el econmuni cati ons support services shall, on a reasonably tinely basis and
at a reasonabl e charge, make available to the tel ecomunications carriers
using its equi pnent or services such features or nodifications as are
necessary to permt such carriers to conply with the capability requirenents
of section 2602 and the capacity requirenments identified by the Attorney
General under section 2603.

Sec. 2606. Technical requirenments and standards; extension of conpliance date

(a) Safe Harbor.--

(1) Consultation.--To ensure the efficient and industry-w de
i npl enent ati on of the assistance capability requirenments under section
2602, the Attorney Ceneral, in coordination with other Federal, State
and | ocal |aw enforcenment agencies, shall consult with appropriate
associ ati ons and standard-setting organi zati ons of the tel ecomruni cations
i ndustry and with representatives of users of tel econmunications services
and facilities.

(2) Conpliance under accepted standards.--A tel ecommuni cations carrier
shall be found to be in conpliance with the assistance capability
requi renents under section 2602, and a manufacturer of tel ecomunications
transm ssion or sw tching equi pment or a provider of tel econmunications
support services shall be found to be in conpliance with section 2605, if
the carrier, manufacturer, or support service provider is in conpliance



with publicly avail able technical requirenments or standards adopted by an
i ndustry associ ation or standard-setting organi zati on or by the
Conmi ssi on under subsection (b) to neet the requirenents of section 2602.
(3) Absence of standards.--The absence of technical requirenents or
standards for inplenenting the assistance capability requirenents of
section 2602 shall not--
(A) preclude a carrier, manufacturer, or services provider from
depl oyi ng a technol ogy or service; or
(B) relieve a carrier, manufacturer, or service provider of the
obligations inmposed by section 2602 or 2605, as applicable.

(b) FCC Authority.--

(1) In general.--If industry associations or standard-setting
organi zations fail to issue technical requirenents or standards or if a
gover nment agency or any other person believes that such requirenents or
standards are deficient, the agency or person may petition the Conm ssion
to establish, by notice and conment rul enaking or such other proceedi ngs
as the Conm ssion may be authorized to conduct, technical requirenments or
standards that--

(A) neet the assistance capability requirenments of section 2602;
(B) protect the privacy and security of communicati ons not
aut horized to be intercepted; and
(C) serve the policy of the United States to encourage the
provi si on of new technol ogi es and services to the public.

(2) Transition period.--1f an industry technical requirenment or
standard is set aside or supplanted as a result of Conm ssion action
under this section, the Conm ssion, after consultation with the Attorney
Ceneral, shall establish a reasonable tinme and conditions for conpliance
with and the transition to any new standard, including defining the
obligations of tel ecomunications carriers under section 2602 during any
transition period.

(c) Extension of Conpliance Date for Features and Services. --

Sec.

(1) Petition.--A teleconmunications carrier proposing to install or
depl oy, or having installed or deployed, a feature or service within 4
years after the date of enactnent of this chapter may petition the
Commi ssion for 1 or nore extensions of the deadline for conplying with
t he assi stance capability requirenments under section 2602.

(2) Ground for extension.--The Comm ssion may, after affording a ful
opportunity for hearing and after consultation with the Attorney Ceneral
grant an extension under this paragraph, if the Conm ssion determ nes
that compliance with the assistance capability requirenments under section
2602 is not reasonably achi evabl e through application of technol ogy
avai l able within the conpliance period.

(3) Length of extension.--An extension under this paragraph shal
extend for no |longer than the earlier of--

(A) the date determ ned by the Conm ssion as necessary for the
carrier to comply with the assistance capability requirenents under
section 2602; or

(B) the date that is 2 years after the date on which the extension
i s granted.

(4) Applicability of extension.--An extension under this subsection
shall apply to only that part of the carrier's business on which the new
feature or service is used

2607. Enforcenent orders

(a) Enforcement by Court Issuing Surveillance Order.--I1f a court
aut hori zing an interception under chapter 119, a State statute, or the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or



aut horizing use of a pen register or a trap and trace device under chapter
206 or a State statute finds that a tel ecommunications carrier has failed to
comply with the requirenments in this chapter, the court may direct that the
carrier conmply forthwith and may direct that a provider of support services
to the carrier or the manufacturer of the carrier's transm ssion or sw tching
equi prent furnish forthwith nodifications necessary for the carrier to
conmply.

(b) Enforcement Upon Application by Attorney General.--The Attorney Genera
may apply to the appropriate United States district court for, and the United
States district courts shall have jurisdiction to issue, an order directing
that a tel ecommunications carrier, a nmanufacturer of teleconmunications
transm ssion or sw tching equi prment, or a provider of tel ecomunications
support services conply with this chapter

(c) Gounds for Issuance.--A court shall issue an order under subsection
(a) or (b) only if the court finds that--

(1) alternative technol ogies or capabilities or the facilities of
another carrier are not reasonably available to | aw enforcenent for
i npl enenting the interception of comunications or access to call -
identifying information; and

(2) conpliance with the requirenents of this chapter is reasonably
achi evabl e through the application of available technology to the feature
or service at issue or would have been reasonably achievable if tinely
action had been taken.

(d) Time for Conpliance.--Upon issuance of an enforcenment order under this
section, the court shall specify a reasonable tine and conditions for
conmplying with its order, considering the good faith efforts to conply in a
timely manner, any effect on the carrier's, manufacturer's, or service
provider's ability to continue to do business, the degree of cul pability or
delay in undertaking efforts to conply, and such other matters as justice may
require.

(e) Limtation.--An order under this section may not require a
tel econmuni cations carrier to neet the governnent's demand for interception
of communi cati ons and acquisition of call-identifying information to any
extent in excess of the capacity for which the Attorney General has agreed to
rei mburse such carrier

(f) Gvil Penalty.--

(1) In general.--A court issuing an order under this section against a
t el econmuni cations carrier, a manufacturer of telecomunications
transm ssion or sw tching equi prment, or a provider of telecomunications
support services nmay inpose a civil penalty of up to $10, 000 per day for
each day in violation after the issuance of the order or after such
future date as the court may specify.

(2) Considerations.--In determ ning whether to inpose a fine and in
determining its anount, the court shall take into account--

(A) the nature, circunstances, and extent of the violation

(B) the violator's ability to pay, the violator's good faith
efforts to conply in a tinely nmanner, any effect on the violator's
ability to continue to do business, the degree of culpability, and
the I ength of any delay in undertaking efforts to conply; and

(C such other matters as justice may require.

(3) Gvil action.--The Attorney CGeneral may file a civil action in the
appropriate United States district court to collect, and the United
States district courts shall have jurisdiction to inpose, such fines.

Sec. 2608. Paynent of costs of telecomunications carriers to conply with
capability requirenents

(a) Equi prent, Features, and Services Depl oyed Before Date of Enactnent.--



The Attorney Ceneral may, subject to the availability of appropriations,
agree to pay tel ecomuni cations carriers for all just and reasonable costs
directly associated with the nodifications performed by carriers in
connection with equi prent, features, and services installed or deployed
before the date of enactment of this chapter to establish the capabilities
necessary to conply with section 2602.

(b) Equi prrent, Features, and Services Depl oyed On or After Date of
Enact nent . - -

(1) In general.--If conpliance with the assistance capability
requi renents of section 2602 is not reasonably achievable with respect to
equi prent, features, or services deployed on or after the date of
enactment of this chapter, the Attorney Ceneral, on application of a
tel econmuni cations carrier, nmay agree to pay the tel ecomuni cations
carrier for just and reasonable costs directly associated with achieving
conpl i ance

(2) Consideration.--In determ ning whether conpliance with the
assi stance capability requirenents of section 2602 is reasonably
achievable with respect to any equi pnent, feature, or service installed
or deployed after the date of enactnent of this chapter, consideration
shall be given to the tine when the equi pnment, feature, or service was
installed or depl oyed.

(c) Allocation of Funds for Paynent.--The Attorney Ceneral shall allocate
funds appropriated to carry out this chapter in accordance with | aw
enforcenent priorities deternm ned by the Attorney Ceneral

(d) Failure To Make Paynent Wth Respect to Equi pnent, Features, and
Servi ces Depl oyed Before Date of Enactnent.--

(1) Considered to be in conpliance.--1f a carrier has requested paynent
in accordance with procedures pronul gated pursuant to subsection (e), and
the Attorney CGeneral has not agreed to pay the tel econmunications carrier
for all reasonable costs directly associated with nodifications necessary
to bring the equipnment, feature, or service into actual conpliance with
the assi stance capability requirements of section 2602, any equi pnent,
feature, or service of a tel ecomunications carrier depl oyed before the
date of enactment of this chapter shall be considered to be in conpliance
with the assistance capability requirenments of section 2602 until the
equi prent, feature, or service is replaced or significantly upgraded or
ot herwi se undergoes maj or nodification

(2) Limtation on order.--An order under section 2607 shall not require
a tel ecormunications carrier to nodify, for the purpose of conplying with
t he assi stance capability requirements of section 2602, any equi pnent,
feature, or service deployed before the date of enactnent of this chapter
unl ess the Attorney Ceneral has agreed to pay the tel ecommunications
carrier for all just and reasonable costs directly associated with
nodi fications necessary to bring the equi prent, feature, or service into
actual conpliance with those requirenents.

(e) Procedures and Regul ations.--Notw thstandi ng any other |aw, the
Attorney CGeneral shall, after notice and comment, establish any procedures
and regul ati ons deened necessary to effectuate tinmely and cost-efficient
paynment to tel ecomuni cations carriers for conpensable costs incurred under
this chapter, under chapters 119 and 121, and under the Foreign Intelligence
Surveil l ance Act of 1978 (50 U.S.C. 1801 et seq.).

(f) Dispute Resolution.--If there is a dispute between the Attorney Genera
and a tel econmuni cations carrier regarding the anount of just and reasonabl e
costs to be paid under subsection (a), the dispute shall be resolved and the
anount determined in a proceeding initiated at the Comm ssion or by the court
fromwhi ch an enforcenment order is sought under section 2607



CHAPTER 121-- STORED W RE AND ELECTRONI C COMMUNI CATI ONS AND TRANSACTI ONAL
RECORDS ACCESS

* * * * *

Sec. 2703. Requirements for governmental access

(a)***

(c) Records Concerning El ectronic Conmunication Service or Renote Conputing
Service.--(1)(A) * * *

(B) A provider of electronic conmunication service or renote conputing
service shall disclose a record or other information pertaining to a
subscriber to or custoner of such service (not including the contents of
conmuni cati ons covered by subsection (a) or (b) of this section) to a
governnmental entity only when the governnental entity--

[[(i) uses an adm nistrative subpoena authorized by a Federal or State
statute, or a Federal or State grand jury or trial subpoena;

[[(ii)]] (i) obtains a warrant issued under the Federal Rules of
Crimnal Procedure or equivalent State warrant;

[[(iii)]] (ii) obtains a court order for such disclosure under
subsection (d) of this section; or

[[(iv)]] (iii) has the consent of the subscriber or custoner to such
di scl osure.

(C A provider of electronic conmunication service or renote conputing
service shall disclose to a governnental entity the name, address, telephone
toll billing records, and length of service of a subscriber to or custoner of
such service and the types of services the subscriber or custoner utilized,
when the governnmental entity uses an adm nistrative subpoena authorized by a
Federal or State statute or a Federal or State grand jury or trial subpoena
or any neans avail abl e under subparagraph (B)

* * * * *

(d) Requirements for Court Order.--[[A court order for disclosure under
subsection (b) or (c) of this section may be issued by any court that is a
court of conpetent jurisdiction set forth in section 3126(2)(A) of this title
and shall issue only if the governnmental entity shows that there is reason to
believe the contents of a wire or electronic conmunication, or the records or
other information sought, are relevant to a legitinmate |aw enforcenent
inquiry.]] A court order for disclosure under subsection (b) or (c) may be
i ssued by any court that is a court of conpetent jurisdiction described in
section 3126(2)(A) and shall issue only if the governnental entity offers
specific and articul able facts showi ng that there are reasonabl e grounds to
believe that the contents of a wire or electronic conmunication, or the
records or other information sought, are relevant and material to an ongoing
crimnal investigation. In the case of a State governnental authority, such a
court order shall not issue if prohibited by the I aw of such State. A court
i ssuing an order pursuant to this section, on a notion nmade pronptly by the
service provider, may quash or nodify such order, if the information or
records requested are unusually volum nous in nature or conpliance with such
order ot herw se woul d cause an undue burden on such provider



CHAPTER 206- - PEN REG STERS AND TRAP AND TRACE DEVI CES

* * * * *

Sec. 3121. Ceneral prohibition on pen register and trap and trace devi ce use;
exception

(a)***

(c) Limtation.--A government agency authorized to install and use a pen
regi ster under this chapter or under State |law, shall use technol ogy
reasonably available to it that restricts the recording or decodi ng of
electronic or other inpulses to the dialing and signaling information
utilized in call processing.

[[(c)]] (d) Penalty.--Woever know ngly violates subsection (a) shall be
fined under this title or inprisoned not nore than one year, or both.

* * * * *

ADDI TI ONAL VI EV6

It is essential that we provide a neans of assuring that |aw enforcenent
agenci es are not inpaired by new tel ephone sw tching technology as they carry
out |awful wiretaps.

We all agree with this goal, but there are considerable differences of
opinion with respect to how the cost of devel oping and installing the
required software in existing switches and in assuring that new equi pnment is
designed with wiretap capability should be borne. The bill as reported could
under certain circunstances place a significant share of those costs on the
t el ephone i ndustry.

Through the diligent efforts of representatives of the tel econmunications
i ndustry, the Electronic Frontier Foundation, and the Energy & Conmerce
Committee staff, we have constructed an approach to resolving the cost issue
which we believe to be fair and equitable.

Under that conpromi se, the near termcosts for the next four years would
unequi vocal |y be borne by the governnent. Existing switches would be
retrofitted with the software necessary to assure wiretap capability. Under
this provision, absent a conmtnent by |aw enforcenent to pay fully for the
nodi fications, a carrier would be deenmed to be in conpliance with the | aw and
no further action on its part would be required.

A second inportant provision will require that as new sw tchi ng equi prent
and services are designed and nmanufactured, w retapping capabilities be
assured. It is obviously nuch nore economcal to design the w retapping
access into the new equi pnent and services rather than to engage after-the-
fact and expensive retrofits. That requirenent will, therefore, be a part of
the | aw

The costs of assuring that new swi tches and services be accessible for
Wi retapping are unknown at this tine. They may be de mnims or they may be
substantial. Qur conprom se provides that the Federal Conmunications
Conmmi ssion will resolve questions associated with who between the industry
and the governnent shall bear these costs. The Comm ssion would apply al
sunshine requirenents to all parties to its proceeding, including government
entities, and would determ ne these questions:



1. Whether the costs of nmeeting the wiretap capability requirenents of
| aw enforcenment shall be borne by the governnent or should be assumed by
the tel ecommunications carriers, equi pnrent manufacturers and providers of
t el econmuni cati ons support services, or sone conbi nation thereof.

2. What cost allocation nmethods best ensure accountability and
protection to personal privacy.

3. What nethods best ensure that there will be no "gol dpl ating" either
by the governnment asking for upgrades that are unnecessary or by industry
seeking to have | aw enforcenent pay for updating their networks.

4. How to ensure that whatever nethod is selected is conpetitively
neutral, has a m nimum effect on the depl oynent of an advanced
t el econmuni cati ons network and m ni num adverse effect on tel ephone rates.

We are pleased to report that this proposed conproni se has been accepted in
principle by the FBI, the United States Tel ephone Association, The El ectronic
Frontier Foundation, and the Digital Tel ephony Worki ng G oup, which
represents a broad spectrum of privacy protection and industry interests.

Foll owing the reporting of this bill by the House Judiciary Conmttee, the
Energy & Commerce Committee will review its provisions, and we anticipate
that the conprom se to which we have agreed in principle will be favorably
recei ved by that commttee. The conprom se would then be enbodied in a floor
anendnment to be offered at the tine this legislation is considered by the
full House

Don Edwar ds.
Ri ck Boucher.



