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By the Commission:
. INTRODUCTION

1. On October 10, 1997, the Commission released a Notice of Proposed Rulemaking in the
above-docketed proceeding focus ng on the specifi c respong bilitiesimposed upon the Commi ssion toimplement
certain sections of the Communications Assistancefor Law Enforcement Act (CALEA or theAct).! Sincethat
time, the Commission has addressed two very significant CALEA implementation issues by granting ablanket
extension of the Act's October 25, 1998 compliancedeadlinefor all telecommunicationscarriersuntil June 30,
2000,% and by initiating a section 107(b) Further Notice of Proposed Rulemaking to resolve the dispute
regarding the industry's interim standard, JSTD-025.% In this Order, we now establish the systems security
and integrity regul ationsthat tel ecommunications carriersmust follow to comply with section 105 of CALEA.*

2. In prescribing these rules, we have fully considered the comments filed in response to the
NPRM. Asexplained below, we take this action pursuant to the authority granted to the Commission under
section 105 of CALEA and section 229 of the Communications Act of 1934, as amended. Accordingly, we
conclude that telecommunications carriers must ensure that "any interception of communications or accessto
call-identifying information effected within its switching premises can be activated only in accordance with a

! Communications Assistance for Law Enforcement Act, Notice of Proposed Rulemaking, 13 FCC Rcd 3149
(1997) (NPRM).

2 In the Matter of Petition for the Extension of the Compliance Date under Section 107 of the Communications
Assistance for Law Enforcement Act, Memorandum, Opinion and Order, 13 FCC Rcd 17,990 (1998) (Extension
Order).

8 In the Matter of Communications Assistance for Law Enforcement Act, Further Notice of Proposed
Rulemaking, CC Docket No. 97-213, FCC 98-282 (rel. Nov. 5, 1998).

4 47 U.S.C. § 1004.
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court order or other lawful authorization and with the affirmative intervention of an individual officer or
employee of the carrier"® acting in accordance with the regul ations adopted herein.®

I1. BACKGROUND

3. CALEA, enacted on October 25, 1994, wasintended to preservetheability of |aw enforcement
officials to conduct dectronic surveillance effectively and efficiently in the face of rapid advances in
tel ecommuni cations technology.” In enacting this statute, however, Congress recognized the need to protect
privacy interestswithin the context of court-authorized € ectronic surveillance. Thus, in defining thetermsand
requirements of the Act, Congress sought to balance three important policies: "(1) to preserve a narrowly
focused capability for law enforcement agencies to carry out properly authorized intercepts; (2) to protect
privacy in the face of increasingly powerful and personally revealing technologies, and (3) to avoid impeding
the devel opment of new communications services and technologies."®

4, Section 105: Systems Security and Integrity. Section 105 of CALEA specifically seeksto
ensure the protection of telecommunications carriers systems security and integrity by requiring that "[a]
telecommunications carrier shall ensure that any interception of communications or accessto call-identifying
information effected within its switching premises can be activated only in accordance with a court order or
other lawful authorization and with the affirmative intervention of an individual officer or employee of the
carrier acting in accordance with regulations prescribed by the Commission."® Asthe plain language of the
statute emphasi zes, the Commission hasthe authority to prescriberulesthat telecommuni cations carriers must
follow to accomplish thistask. Section 301 of CALEA, amending the Communications Act of 1934 to add
section 229, specifically grantsthe Commission the general authority to " prescribe such rulesasare necessary
to implement the requirements of the Communications Assistance for Law Enforcement Act."® More
specifically, as section 229(b) directs, "[t]he rules prescribed pursuant to subsection (a) shall include rulesto
implement section 105 of the Communications Assistance for Law Enforcement Act."**

5. With thisgoal in mind, the NPRM tentatively concluded that section 105 of CALEA imposes
a duty on each telecommunications carrier to ensure that only lawful interceptionswill occur on its premises,
and that unlawful interceptions occurring on its premises will congtitute a violation of that duty.”> We also
tentatively concluded that this duty required each telecommunications carrier to ensure that employees
designated to implement and have access to these interceptions would only perform authorized interceptions,

(4]

47 U.S.C. § 1004.

6 47 U.S.C. §1004; 47 U.S.C. § 229.

! 140 Cong. Rec. H-10779 (daily ed. October 7, 1994) (statement of Rep. Hyde).
&  H.R. Rep. No. 103-827, 103d Cong., 2d Sess., pt. 1, at 13 (1994).

9 47 U.S.C. § 1004.

1 47U.S.C. §229(a).

L 47U.S.C. §229(h).

2 NPRM at 1 26.
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and that they would not reveal the existence, or the content, of these interceptions to anyone other than
authorized law enforcement personnd, except asrequired by a court of competent jurisdiction or appropriate

legidative or regulatory body.*

6. To reconcilethedifferent use of language between section 105 of CALEA and section 229 of
the Communications Act, we tentatively concluded that Congress intended rules prescribed to implement
CALEA security requirements to apply to all telecommunications carriers as that term is defined by section
102(8) of that statute* We further concluded that section 105 of CALEA and section 229(b) of the
Communications Act should beread cons stently, and that the rules promulgated pursuant to section 229 shall
apply to al telecommunications carriers as defined by section 102(8) of CALEA.*

7. Section 229(b)(1): Appropriate Policies and Procedures for Employee Supervison. The
NPRM proposed various rules to implement section 105 of CALEA. Firgt, we tentatively concluded that
appropriate legal authorization for the purposes of CALEA should encompasswhat isrequired by 18 U.S.C.
§2518.1° Wetherefore proposed aruletorequire carriersto satein their internal policiesand proceduresthat
ther personnel must receiveacourt order or, under exigent circumstances, an order from aspecially designated
investigative or law enforcement officer, before assi sting law enforcement official sin implementing eectronic
surveillance.r” Additionally, we proposed to require carriersto incorporate into their policies and procedures
the list of the exigent circumstances found at 18 U.S.C. § 2518(7).1®

8. Furthermore, to establish carriers security policies, we examined the express language of
section 229(b)(1) and proposed that the term "appropriate authorization," as used therein, should be defined
as the authorization that a carrier's employee needs from the carrier to engage in interception activity.® Our
proposals included a requirement for carriers to designate specific employees, officers, or both to assist law
enforcement officialsin implementing lawful interceptionsand toindicatein their policiesand proceduresthat
only designated employees may conduct these interceptions.®  We further proposed that non-designated
empl oyees bepermitted to assist with certain legal surveillancework, provided that they did sowithout specific

B ld. at 126
¥ 1d. at 38
5 1d. at 938

' 1d. at 1 29. For example, to obtain a court order authorizing the interception of awire, or electronic
communication, alaw enforcement officer must submit awritten application to acourt of competent jurisdiction. The
application must include information such asthe identity of the officer making the application, a complete statement
of facts supporting the application, a statement of whether other investigative procedures have been tried and failed
or of why they appear reasonably unlikely to succeed or are too dangerous to attempt, and a statement of the period of
time for which theinterception isrequired. 18 U.S.C. § 2518(1).

¥ NPRM at 1 29.

B d.
B |d. at 25
2 |d. at 130.
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knowledge of the underlying interception and as part of their routine work assgnments.® Moreover, because
we determined that notations that non-designated employees might make while unknowingly effectuating
electronic surveillance would not suffice for the purposes of CALEA, we proposed that carriers designated
employees were required to create separate records of eectronic surveillance information to effectively
supervise the dectronic surveillance work of such non-designated employees.

9. As a general matter, we sought comment on the nature of the information, if any, that
tel ecommunications carriers should be required to make avail able to |aw enforcement official s upon request.®
Specifically, werequested comment on whether our rules should requiretelecommunicationscarriersto create
and maintain an official list of all personnel designated by the carriers to conduct lawful interceptions.* We
al so sought comment on whether carriers should be required to designate a senior officer or employeeto serve
asthe point of contact for law enforcement officials.®® Finally, we requested comment on theinformation that
should be included on this list, and whether it should contain each designated employee's name, personal
identifying information such astheir dateand placeof birth, social security number, official title, and telephone
and pager numbers.®

10. Section 229(b)(2): Maintaining Secureand Accurate Records. With regard to record kegping,
theNPRM proposed aruletorequirethat telecommunicationscarriers internal policiesand proceduresinclude
a requirement that each employee and/or officer who knowingly conducts an interception sign an affidavit
containing thefollowing information prior to each instanceof participation in aninterception: (1) thetelephone
number(s) or the circuit identification number(s) involved; (2) the name of each employee and officer who
effected theinterception and possessed information concerning itsexistence, and their repective positions, (3)
the start date and time of the interception; (4) the stop date and time of the interception; (5) the type of
interception (e.g., pen register, trap and trace, etc.); (6) acopy or description of the written authorization for
the employee and officer to participatein interception activity; and (7) astatement that the employee or officer
will not disclose information about the interception to any person not properly authorized by statute or court
order.?” Weal so sought comment on whether additional itemsshould beincludedin each affidavit, and whether
we should limit the number of affidavits by requiring that an affidavit be prepared only by the employee
responsible for the interception activity.?®

a4 d

#  NPRM at 133.

2 d.
2 d.
® d.
1d.at 731,
2 d.
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11. Under section 229(b)(2), we also proposed to require carriers to keep records of all
interceptions, regardless of whether they were conducted with or without lawful authorization.?® We proposed
that each record include the following information: (1) the telephone number(s) and circuit identification
number(s) involved; (2) thestart date and time of theinterception; (3) the stop date and time of theinterception;
(4) the identity of the law enforcement officer presenting the authorization; (5) the name of the judge or
prosecuting attorney signing the authorization; (6) the type of interception (e.g., pen register, trap and trace,
etc.); and (7) thename(s) of all telecommunicationscarrier personned involved in performing, supervising, and
internally authorizing, the interception and the names of those who possessed knowledge of the interception.®
Wefurther proposed that such recordsbe compiled, either contemporaneoudy with each interception, or within
48 hours of the start of each interception.® We sought comment on the length of time each record should be
retained within the custody of each telecommunications carrier, and noted that 18 U.S.C. § 2518(8)(a)
requires law enforcement to retain intercepted communications for, at a minimum, ten years.

12. Sections 229(b)(3) and 229(c): Submission of Policies and Procedures and Commission
Review. To establish procedures for the submission of carriers policies and procedures to the Commission
under section 229(b)(3), wesought comment regarding whether weshoul d differentiatebetween small andlarge
carriersin terms of those requirements.®* We al so sought comment on waystoimplement CALEA that would
be consistent with congressional intent and would also reduce CALEA compliance burdenson small carriers.®
If the record indicated that it was in the public interest to minimize the burdensimposed on small incumbent
local exchange carriers, we proposed defining "small telecommunications carriers' for incumbent local
exchange carriers (ILECs) in terms of the indexed revenue threshold provided in 47 C.F.R. § 32.9000, so that
tel ecommuni cations carriers may determinetheindexed revenuethreshold annually.® For carrierswith annual
revenues from telecommunications operations exceeding that threshold, we proposed, pursuant to section
229(c)(3), torequire individual filings with the Commission that contain detailed statements of the palicies,
processes, and procedures that each carrier would use to comply with the requirements that are imposed by
CALEA and by Commission rules.®

13. We further proposed to permit any ILEC with annual operating revenuesfrom
telecommunications services of less than the threshold to dect to either: (1) file a statement describing its
security policies, processes, and procedures; or (2) certify that it observes procedures consistent with our

®  NPRM at 132

o d.
o d
o d
®d
¥ 1d. at134.

¥ NPRM at 1 35.
% d.

¥ d.
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prescribed systems security rules.®® We stated that those ILECsthat do not choose to certify compliance with
CALEA's requirements must submit their policies and procedures to the Commission for individual review.>
We sought comment for alternative proposals.® Additionally, we requested comment regarding whether we
should use such ademarcation point for other classifications of tel ecommunications common carriers such as
cable operators, competitive access providers, or CMRS providers.** Wealso sought comment on whether we
should adopt the same threshold or a lower dollar threshold for streamlined filing requirements for other
telecommunications carriers with CALEA obligations.*?

14. Pursuant to 229(c), we requested comment on the date by which carriers should be required
tofiletheir initial procedures and certificationswith the Commission.* Wetentatively concluded that 90 days
from the effective date of the rules adopted in this proceeding should be sufficient timefor carriersto complete
and file their policies and procedures with the Commission.** We recognized that as technological advances
occur, companieswill mergeor divest creating acontinuing need for carriersto update policiesand procedures.
Thus, we also requested comment on thetime that carriers should have, preceding and following a merger or
divestiture, to make a new filing.*®

15. Section 229(d): Penalties. Finally, we sought comment on whether the procedures and
penalties for violations of Commission rules by common carriersin sections 503(b) of the Communications
Act and 1.8 of the Commission's rules shoul d be applied to all entitiesthat are subject to CALEA.* Wea so
requested comment on the extent to which a telecommunications carrier's duty to conduct only lawfully
authorized interceptions extends vicarious criminal and civil liability toacarrier if the carrier'semployeesare
convicted of conducting illegal eectronic interceptions.*” We further requested comment on whether a
Commission rulethat requires carrierstoreport all illegal wiretapping and compromises of the confidentiality
of theinterception, to the Commission and/or the affected law enforcement agency or agencies, would modify
or mitigate the carrier's liability under 18 U.S.C. 88§ 2511 and 2520.%

¥ d
® o d
“© o d.

% NPRM at 1 36.

2 d.
®1d. at 137,
“ o d.
® o d.
o d.

" NPRM at 1 27.

% d.



Federal Communications Commission FCC 99-11

1. DISCUSSION
A. The Commission's Authority to Prescribe " Necessary" Rules

16. As explained above, sections 229(a) and (b) of the Communications Act authorize the
Commission to "prescribe such rules as are necessary to implement the requirements of the Communications
Assistancefor Law Enforcement Act,"*° including the rulestoimplement section 105 of that Act.> In response
totheNPRM, several commentersexpressed concern that the Commission's proposed regul ationstoimplement
section 105 of CALEA were unduly burdensome.® Some commenters argue that section 105 regulations are
not "necessary" under the language of section 229(a) because carriers already have sufficient policies and
proceduresin place.* For instance, the United States Telephone Association (USTA) maintainsthat therecord
does not support the necessity of creating section 105 rules> Likewise, BellSouth contends that the
Commission's proposals for additional rulesare unwarranted because its current practices suffice to comply
with section 105.>* BAM suggeststhat the Commissionisdirected under CALEA totakeameasured approach
to imposing new regulations and that "[n]ew rules should . . . not be imposed unless they are shown to be
clearly necessary."* Law enforcement, on the other hand, emphasizes the need for sysem security and
integrity regulationsto ensurethat internal carrier authorizations and procedures are designed to maintain the
timeliness, security, and accuracy of intercepts.®

17. Decison. Based upon therecord before us, wefind that, pursuant to our statutory authority,
itisnecessary for ustoimplement avery limited set of rulesto assist tel ecommunicationscarriersin complying
with their obligations under section 105 of CALEA and sections 229(b) and (c) of the Communications Act.

4 47 U.S.C. § 229(a) (emphasis added).
0 47U.S.C. §229(b).

st GTE Service Corporation (GTE) Commentsat 7; Omnipoint Communications, Inc. (Omnipoint) Comments
at 4; Bell Atlantic Mobile (BAM) Comments at 4; Sprint Spectrum L.P. (Sprint Spectrum) Commentsat 1; Powertel,
Inc. (Powertel) Commentsat 3; AT&T Corporation and AT& T Wireless Services, Inc. (AT&T) Comments at 28;
Omnipoint Reply Comments at 2; AT& T Reply Comments at 20; Motorola, Inc. (Motorola) Reply Comments at 9;
AirTouch Communications, Inc. (AirTouch) Reply Comments at 16-17; PrimeCo Personal Communications, Inc.
(PrimeCo) Reply Commentsat 7; Cellular Telecommunications Industry Association (CTIA) Reply Commentsat 19;
Nextel Communications, Inc. (Nextel) Reply Comments at 9.

%2 GTE Commentsat 7; BAM Commentsat 3-4; SBC Communications (SBC) Commentsat 17; Sprint Spectrum
Commentsat 1; U SWegt, Inc. (U SWest) Reply Commentsat 7; GTE Reply Commentsat 7; SBC Reply Comments
at 4; Telecommunications Industry Association (TIA) Reply Comments at 13.

% United States Telephone Association (USTA) Comments at 5.

% BdlSouth Corporation, Bell South Telecommunications, Inc., BellSouth Cellular Corporation,
BellSouth Personal Communications, Inc. and Bell South Wireless Data, L.P. (BellSouth) Comments at 8.

% BAM Comments at 4.

% United States Department of Justice and Federal Bureau of Investigation Joint Comments (FBI Comments)
at 24.
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The plain language of section 105 of CALEA and sections 229(b) and (c) of the Communications Act reflects
a congressional concern regarding the necessity of rulesto ensure that carriers have policies and procedures
in place that require the affirmative intervention and knowledge of their employees of any interception being
effected through their switching premises, and that such interception isdonelawfully and carefully documented.
Further, thelegidative history of CALEA indicatesthat section 105 of the Act was enacted to "make clear that
government agenciesdo not havethe authority to activate remotely interceptionswithin the switching premises
of atelecommunicationscarrier. Nor may law enforcement enter onto atel ecommunicationscarrier'sswitching
office premises to effect an interception without the carrier's prior knowledge and consent when executing a
wiretap under exigent or emergency circumstances . . . All executions of court orders or authorizations
requiring access to the switching facilities will be made through individuals authorized and designated by the
telecommunications carrier.">’

18. Whilethe Commiss on acknowledgesthat certain carrierscurrently haveexisting policiesand
proceduresin placeto secureand protect their tel ecommuni cations systemsin amanner that would comply with
section 105 of CALEA and sections 229(b) and (c) of the Communications Act, we find that more recent
entrants to the market are not as well equipped or prepared. For example, in the context of arguing that
adminigtrative costswill attach to theimplementation of section 105 regulations, Nextel explainsthat "[w]hile
cdlular providers and incumbent LECs may have established wiretap compliance teams and processes, new
entrants such asNextel, PCS carriersand competitive LECS, have not had the opportunity to establish internal
processes."® We conclude that it is precisdy this void that the rules adopted herein are directed to fill.
Accordingly, we find that it is necessary to implement a minimum set of requirements that all
telecommuni cationscarriersmust foll ow to ensure compliance with section 105 of CALEA and sections229(b)
and (c) of the CommunicationsAct. 1n sodoing, however, wedeclineto adopt specific or detailed policiesand
procedures that tel ecommunications carriers must include within their internal operating practi ces pursuant to
section 105 of CALEA or sections 229(b) or (c) of the Communications Act because we agreethat it isnot the
Commission'sresponsibility to " micro-manage” telecommunicationscarriers corporate policies.™ Rather, the
rules we adopt herein serve to provide telecommunications carriers with guidance for the minimum
requirements necessary to achieve compliance with section 105 of CALEA and sections 229(b) and (c) of the
Communications Act in the least burdensome manner possible.

B. Section 229(b): Rulesto I mplement Section 105

19. Section 229(b) specifically directsthat "[t]herules prescribed pursuant to subsection (a) shall
include the rules to implement section 105 of the Communications Assistance for Law Enforcement Act that
require common carriers to" among other things, maintain appropriate policies and procedures.® We are
persuaded by commenters who express concern that many of our proposals to ensure that carriers establish
appropriate policies and procedures for the supervision and control of their personne exceed the scope of

5 H. Rep. No. 103-837 at 23, reprinted in 1994 U.S.C.C.A.N. 3489.
% Nextd Commentsat 14; see also Nextel Reply Comments at 9.
®  See BAM Commentsat 3.

® 47 U.S.C. § 229(h).



Federal Communications Commission FCC 99-11

CALEA's mandate and are unduly burdensome.®* However, we are al so sensitive to the FBI's contention that
specific carrier personnd policies and procedures are required because "any carrier activitiesthat threaten to
compromise the security of surveillance activities could endanger lives and impede prosecutions."®2

20. Decison. Wetherefore replace much of our proposed regulatory scheme with aminimum set
of requirements intended to allow carriers to develop their own policies and procedures that assure the
maintenance of their systems security and integrity in compliance with section 105 of CALEA and section
229(b)(1) of the Communications Act. We conclude that section 105 of CALEA, together with section
229(b)(1) of the Communications Act, requires telecommunications carriers to establish policies and
procedures that ensure that any interception of communications or access to call-identifying information
effected within its switching premises can be activated only in accordance with lawful authorization and with
the affirmative intervention of an individual officer or employee of the carrier acting in accordance with
regul ationsprescribed by the Commission.®® Specifically, pursuant to section 229(b)(1) of the Communications
Act, carriersmust ensure that the policies and procedures which they establish for the supervision and contral
of thelir officersand employees: (1) requireappropriateauthorizati on to activateinterception of communi cations
or access to call-identifying information and (2) prevent any such interception or access without such
authorization.®* Finally, we affirm the tentative conclusion we reached in the NPRM and we find that the
regulations we prescribe herein apply to all telecommunications carriers as that term is defined in section
102(8) of CALEA.%

21. 229(b)(1) - Edablish Policies for Employee Supervison and Control. The majority of
commenters inform us that our proposals to ensure supervision and control of authorized employees by
requiring carriers (1) to designate and list specific employees and officers to assst law enforcement officials
inimplementing lawful interceptions,® (2) toinclude a statement in carriers policiesand proceduresthat only
designated empl oyeesor officersmay participatein lawful i nterception activities,”” (3) topermit non-designated
employess to effectuate surveillance work only when they do such work unknowingly,® and (4) to have
designated empl oyees create separate records containing el ectronic surveillance information for the purpose
of guaranteeing the effective supervison of dectronic surveillance work performed by non-designated

o See eg., AT&T Comments at 36-37; BAM Comments at 4; Paging Network, Inc. (PageNet) Comments at
6-7; USTA Comments at 1-2.

& FBI Commentsat 18-19.

8 47 U.S.C §1004; 47 U.S.C. § 229(b).
8 47U.S.C. §229(b).

%  SeeNPRM at 1 38.

% 1d. at 130, 33.

1d.at 27

& d
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empl oyees,®® areadmini stratively impractical and burdensome.” SBC statesthat it employsseveral individuals
to perform an interception and that thisinterception duty is often only asmall part of the job function of these
employees.” SBC believesthat to attempt tolimit interception activitiesto afew designatedindividual s"would
cause unduede aysin theeffectuation of thesurveillance, sinceit would nolonger be possibleto assign various
steps of the process to the most readily available employees.”” Moreover, BellSouth contends that the
geographic dispersion of qualified employees and the incidence of employee turnover or absence does not
permit a carrier to limit wiretapping work to only select enployees.” Furthermore, AT& T argues that such
rulesareunnecessary because any empl oyeethat conducts unauthorized interceptionswoul d beterminated and
could facecivil or criminal prosecution.” Most commenters al so opposed our proposed adoption of arulethat
requires carriers to create and make available to law enforcement officials upon request a record of each
designated employee's name, persona identifying information, official title, and contact numbers.” They
maintain that such information isinvasive to carrier personnel and may compromise the very confidentiality
that CALEA and Title 18 seek to protect.”™

22 Several commenters propose that, instead of being required to create and submit lists of
designated and non-desi gnated empl oyeeswho participatein surveillancework, carriersshould only berequired
to appoint a senior officer or employee responsible for effectuating requests for the interception of
communications or access to call-identifying information and that employee's contact information.”

23. In contrast, the FBI supportsour proposal to designate specific empl oyees becauseit believes
thisrequirement will assist law enforcement authoritiesin conducting lawful interceptions.” However, except
in Stuationswhereit isimpossible for the non-designated employee to infer the nature of his assgnment, the

& d.

o AirTouch Commentsat 24; AT& T Commentsat 32; BAM Commentsat 7; BellSouth Commentsat 11; SBC
Comments at 19-20; U S West Comments at 23-24; GTE Reply Comments at 8.

. SBC Comments at 19.

2 |d. at 19-20.

% BellSouth Commentsat 11. See also SBC Comments at 20.

™ AT&T Commentsat 32; AT&T Reply Comments at 7-10.

NPRM at 733. See, eg. AT&T Comments at 36; Bell South Comments at 13; Center for Democracy and
Technology (CDT) Commentsat 16; CTIA Commentsat 26; GTE Commentsat 9; PageNet Commentsat 9; Powertel,
Inc. (Powertel) Comments at 4; SBC Comments at 20, 23; USTA Comments at 7.

7 See, e.g. AT& T Commentsaat 36; Bell South Commentsat 13; CDT Commentsat 16; CTIA Commentsat 26;
GTE Comments at 9; Powertel Comments at 4; SBC Comments at 20; U S West Comments at 24-25; GTE Reply
Comments at 9.

7 GTE Comments at 9; Omnipoint Comments at 6; U S West Comments at 32.

®  FBI Comments at 24; FBI Reply Comments at 34.

10
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FBI doesnot support our proposal permitting non-des gnated empl oyeesto effectuate certain surveillancework
becauseit strongly believesthat, to prevent any possi ble compromises of security, only specifically designated
personne should be permitted to participatein surveillancework in any way.” Also, whilethe FBI agreesthat
only designated personnel may create surveillance records, it does not believe that a separate recordkeeping
function performed by designated employees would be sufficient to eiminate the concerns posed by the
prospect of non-designated empl oyees conducting surveillance functions.®® The FBI supports the compilation
of aconfidential list of acore group of designated personnel that must be made available to law enforcement
authoritiesupon request becauseit believesthat such information isimportant to show aclear chain of custody
for the intercgption when carrier personne are required to tetify in a criminal prosecution.®® The FBI also
seekstorequire carriersto have adesignated security officer and technical personne available, either on duty
or on call by pager, 24 hoursaday, seven days aweek to assurethat carriersrespond promptly to interception
orders® The FBI further recommends that, to assure the timeliness of interceptions, carriers should be
required to effectuate an interception within 8 hours of receipt of the court order, certification, or consent.®
In cases of exigent circumstances, the FBI wants carriersto be required to respond within two hours® GTE,
however, argues that such effectuation deadlines should not be imposed, and that it is sufficient to require
carriers to respond in an expeditious manner consistent with the condition of the network and the needs of
customer service.®

24, In addition, the FBI recommends that a carrier's palicies and procedures should include a
background check and trustworthiness determination commensurate with the sengtivity of the activities in
which the designated employee will be engaged.?® The FBI maintains that such background checks are
consistent with existing carrier practice to supervise personned handling surveillance work.®” The FBI further
states that the Commission should require carriers to collect this employee information and include it in
individual records for all designated personnd because this information would assst law enforcement
authorities when a compromise or improper disclosure occurs® CTIA disputes the necessity of such
requirements and contendsthat such collection of information isintrusiveto carrier personne.® However, we

" FBI Comments at 24-25; FBI Reply Comments at 35.
& FBI Comments at 26; FBI Reply Comments at 38.

8  FBI Reply Comments at 37.

&  FBI Comments at 31-32; FBI Reply Comments at 39, 47.
8  FBI Comments at 31; FBI Reply Comments at 47.

8  FBI Comments at 31; FBI Reply Comments at 47.

&  GTE Reply Commentsat 11.

%  FBI Comments at 19; FBI Reply Comments at 38-39.
8  FBI Commentsat 19.

8 .

8  CTIA Commentsat 26.

11
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note that Omnipoint and PCIA statethat the FBI should be required to conduct background checks on carrier
employees at the carrier's request to assist the carrier in fulfilling its duty to supervise its personnd.*®
Moreover, the FBI contends that, as part of their policies and procedures, carriers should be required to
reassign designated employees whose integrity is questioned and to compd designated carrier personne to
execute nondisclosure agreements.”  Besides ensuring the security of law enforcement authorities, the FBI
contendsthat these procedureswould protect carriersfrom liability in the event an unlawful disclosure occurs
because the carrier would be able to demonstrate the existence of clear and specific policies and procedures
to safeguard the security of the carrier, law enforcement, and the public.”? Other commenters, however,
contend that such requirementswould i mpinge upon the carrier's discretion over itsown employees.® Wenote
that SBC states that it would prefer that designated employees only be required to sign a nondisclosure
statement, rather than having to complete an affidavit for each interception.**

25. Decison. We are persuaded by commenters who state that our proposalsto require carriers
to make alist of al designated employees and to have separate functions for designated and non-designated
employees are adminigtratively impractical. Instead, we conclude that carriers, as part of their policies and
procedures, must appoint the senior authorized officer(s) or employee(s) whosejob function includes being the
point of contact for law enforcement toreach on adaily, around the clock basis. Wethereforerequirecarriers
toincludeadescription of thejob function(s) of such pointsof contact and amethod to enablelaw enforcement
authoritiesto contact the individual (s) employed in this capacity in their policies and procedures. We decline
to adopt the FBI's proposal to require carriers to maintain records of each designated employee's name,
personal identifying information, officia title, and contact numbers. We conclude that such information is
invasive to carrier personnel and could even compromise a carrier's ability to maintain a secure system by
identifying the personnel charged with effectuating surveillance functions.

26. Furthermore, we decline to adopt the FBI's recommendations to require carriers to conduct
background checks, to reassign personnd in specific Stuations, and to compe their personnd to sign
nondisclosure agreements. Whilewe do not dispute that such practices may ensure agreater leve of internal
carrier systems security, we believe that carriers will take necessary actionsto perform their duty to ensure
lawfully authorized interceptionsof communicationsor accessto call-identifying information. Also, wedecline
to require carriersto respond to an interception request within aspecific timeframe, assuggested by the FBI.*®
We conclude that such a requirement goes beyond the scope of section 105 of CALEA, which addresses the
security of intercepts not their implementation. However, we encourage carriers to respond promptly and
comply with any other relevant statutes concerning their duty to assist law enforcement authoritiesto perform
an interception of communications or access to call-identifying information.

©  Omnipoint Comments at 6; Personal Communications Industry Association (PCIA) Comments at 12.
% FBI Comments at 20; FBI Reply Comments at 36-37.

% FBI Comments at 20.

% AT&T Comments at 32; Bell South Reply Comments at 10.

% SBC Comments at 21.

% FBI Commentsat 31.
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27. 229(b)(1)(A) - Appropriate Authorization. As we explained above, section 229(b)(1)(A)
dtates that common carriers must establish appropriate personne supervison and control policies and
procedures "to require appropriate authorization to activate interception of communications or accessto call-
identifying information(.)"* Commenters generally agree with our tentative conclusions that section 105 of
CALEA imposes a duty upon each carrier to ensure that only lawful interceptionswill occur on its premises
and that only assigned carrier personne will perform authorized interceptions.” Commenters also do not
dispute our finding that the provisions of section 229 of the Communications Act implement the requirements
of section 105 of CALEA.® Furthermore, commenters support our tentative conclusion that the requirement
in section 105 of CALEA that law enforcement present to acarrier appropriate legal authorization to conduct
an interception of communications or access to call-identifying information encompasses the provisions of
section 2518 of Title 18 of the United States Code.*”

28. Although some commenters maintain that the term "appropriate authorization" in section
229(b)(1)(A) refers only to the authorization that law enforcement authorities must obtain to conduct an
interception,'® the FBI and Teleport agree with our tentative conclusion that such language also refersto the
authorization that a carrier's employee needs from the carrier to engage in the interception activity.’® In
opposing thelatter interpretation of "appropriateauthorization,” CDT and AT& T point to CALEA'slegidative
history and argue that CALEA was not intended to require any generalized changesin carrier practiceswith
respect to operational security of interceptions.'®

29. Commentersalso differ on the standard of scrutiny acarrier must apply in exercising itsduty
to ensure appropriate authorization of any interception of communications or access to call-identifying
information. The FBI recommendsthat, to protect public safety, "the Commission should specify that the duty
of the carrier upon receipt of afacially valid court order or statutorily-based authorization for an intercept
extends only to the prompt and good faith implementation of such court orders or authorizations."'® The FBI
further states that, to ensure that an interception is conducted in a timely, secure, and accurate manner, a
carrier's review of a court order or certificate of authorization should be limited to whether the document is

%® 47 U.S.C. §229(b)(1)(A).

o NPRM at 26. Ameritech Operating Companiesand Ameritech Mobile Communications, Inc. (Ameritech)
Comments at 4; FBI Comments at 18; Sprint Spectrum Comments at 3; AT& T Reply Comments at 21; Bell South
Reply Comments at 4.

% NPRM at §25. Ameritech Commentsat 4; AT& T Comments at 28, 32; Sprint Spectrum Comments at 3.

®  NPRM at 129. 18 U.S.C § 2518. Section 2518 concerns the procedure that law enforcement must follow to
obtain a lawful authorization when seeking to conduct the interception of wire, oral, or electronic communications.

FBI Comments at 15; PageNet Comments at 8; SBC Comments at 15.

10 360° Communications Company (360°) Comments at 2; Ameritech Commentsat 3; AT& T Comments at 30;
CTIA Comments at 27; SBC Comments at 9.

101 NPRM at 125. FBI Comments at 16; Teleport Communications Group, Inc. (Teleport) Comments at 2.
12 CDT Comments at 15; AT& T Reply Comments at 21.
13 FBI Comments at 17; FBI Reply Comments at 31.
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valid on its face, i.e, whether it is what it purports to be, and whether the interception can technically be
implemented.’™ TheFBI arguesthat carriersarenot vested with the authority to review theunderlying validity
and basis for a court order, or authorization in the case of exigent circumstances.® The FBI, thus, contends
that the Commission should not adopt a rule that carriers include in their internal policies and procedures
provisions that would separately define the legal authorizations required for carriers to implement an
interception because carrier maintenance of such detailed criteria "could erroneoudy suggest to carrier
personnd that they are entitled to subgtitute their review for that of a judge’ when presented with a facially
valid order.’® In addition, the FBI informs us that the proper basis to determine appropriate authorization
should not belimited to 18 U.S.C. § 2518 because additional provisionsare contained in federal trap and trace
statutes,'”’ collateral state statutes,'® and the Foreign Intelligence Surveillance Act (FISA).1®

30. Other commenters, however, state that such alimitation on the carrier's duty in ensuring that
an interception islawful would constitute astandard of scrutiny lessthan that required by 18 U.S.C. § 2520(d)
and the legidative history of the Electronic Communications Privacy Act of 1986."° Citing to legidative
history, CTIA contendsthat Congress" settled this disputelong ago when it said that a carrier would be acting
in bad faith if it failed to "read the order" or if it "acted beyond the scope of a court order or certification."**
AT&T gatesthat the Commission should recognize that CALEA specifically requires carriersto protect the
privacy of communications not authorized to be intercepted because "Congress intended carriers to do more
than blindly implement asurveillance order presented by law enforcement agencies."**? AT& T al so expresses
concern that failure to perform this duty might result in carrier liability for violating customers privacy
rights.™3 In responsetothe FBI'sconcernsregarding apossiblelack of cooperation from carriers, AT& T notes

4 FBI Comments at 17.

%5 FBI Comments at 16, 22-23; FBI Reply Comments at 30.

16 FBI Comments at 22; FBI Reply Comments at 31. The FBI states that anecdotal reports exist of instances
where carriers have not cooperated with law enforcement authorities even after being presented with afacially valid
order becausethecarrier "did not recognize" ajudge's signature or the description of theregquested interception service
did not precisely match the carrier's official namefor that service. FBI Commentsat 16; FBI Reply Comments at 30.

107 18 U.S.C. § 3121 et seq.

18 See, e.g., D.C. Code Ann. § 23-541 et seq. (1981); 18 Pa. Const. Stat. Ann. § 5701 et seq. (1983).

® 50U.S.C. 81801 et seg. FBI Comments at 23.

10 AT&T Reply Comments at 15-17; CTIA Reply Comments at 21.

M CTIA Reply Comments at 21 (citing to S. Rep. No. 99-541 at 26-27.)

12 AT&T Reply Comments at 16-17. AT&T states that if is not uncommon for it to receive awireless
surveillance order than contains a subscriber name that does not match the electronic serial number or mobile
identification number. Id.

13 AT&T Reply Comments at 18.
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that 18 U.S.C. § 2518(8)(c) grants law enforcement authorities the ability to compel carrier compliance with
acourt order.***

31 Commenters are aso divided in regard to our proposal to require carriersto list the exigent
circumstancesthat appear in 18 U.S.C. § 2518(7) in their policiesand procedures. The FBI recommends that
carriersshould not incorporatealist of exigent circumstancesin their policiesand proposalsbecause acarrier
that is presented with certification of emergency circumstances is duty-bound to implement the interception
effort and has no right to attempt to discern the factual or legal basis of the statutory emergency.*™> The FBI
further states that such a list should not be incorporated because emergency authority and varying exigent
circumstances are found in a number of statutes, including 18 U.S.C. 88 2518(7), 3125, and 50 U.S.C. §
1805(e). In addition, Omnipoint states that this requirement is unnecessary because carriers compliance
obligations under Title 18 already require the carrier's authorized officer or employee to be apprised of the
provisionsof thisstatute.™** Omnipoint also contendsthat theinclusion of thislist would only serveto confuse
engineers and non-lawyer personnel .’ Nevertheless, some carriers support the inclusion of alist of exigent
circumstances in the carrier's policies and procedures to assst carrier personnd in performing their duty to
ensure only lawfully authorized interception of communications or access to call-identifying information.*®
We note, however, that GTE does not support a requirement to maintain an updated list of exigent
circumstances. ™

32. Decison. Wefind the explicit language of section 105 of CALEA and section 229(b) of the
Communications Act to be dispositive of the issue of whether the reference in section 229 to "appropriate
authorization” refers to the authorization that a carrier's employee needs from the carrier to engage in the
interception activity.’® Section 105 of CALEA dtates that a carrier must ensure that an interception be
conducted with the "affirmative intervention of an individual officer or employee of the carrier acting in
accordance with regulations prescribed by the Commission."*?! Section 229(b) of the Communications Act
states that the Commission shall include rules to implement section 105 that require common carriers "to
establish appropriate policies and procedures for the supervision and control of its officers and employees."'?
Wethereforeconcludethat themanifest language of these statutory provisionsdemonstrates Congresssconcern

14 18 U.S.C. 2518(8)(c). AT&T Reply Comments at 15.
15 FBI Comments at 23.

18 Omnipoint Comments at 5. Omnipoint states that all the requirements that carriers must follow are found
in 18 U.S.C. § 2511(2)(ii)(B). Id.

Wood. at 5.

18 BellSouth Comments at 12; GTE Comments at 7; Powertel Comments at 6.
19 GTE Commentsat 7.

120 47 U.S.C §1004; 47 U.S.C. § 229(b).

21 47 U.S.C §1004.

12 47 U.S.C. § 229(b).
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that carriers supervise the conduct of their personnel to ensure that any interception of communications or
access to call-identifying information is lawfully conducted.

33. Therefore, based on the explicit language of section 105 of CALEA and section 229(b) of the
Communications Act, we conclude that "appropriate authorization” refersto both the legal authorization that
law enforcement must present to a carrier in the form of an order, warrant, or other authorization issued by a
judge or magistrate pursuant to federal or state statutory authority ("appropriatelegal authorization") and the
authorization acarrier'semployee must receivefrom thecarrier toassist law enforcement (“appropriatecarrier
authorization") to engagein theinterception of communication or the accessto call-identifying information.'>
Wefurther conclude that a carrier satisfiesthisrequirement in section 229(b)(1)(A) for requiring appropriate
authorization when a carrier employee implements the interception of communications or access to call-
identifying information only after receiving appropriate legal authorization, and such implementation isin
accordance with appropriate carrier authorization. We require that all telecommunications carriers use this
comprehensive interpretation of the phrase "appropriate authorization" in ther CALEA policies and
procedures. In addition, we find that the language in section 229(b)(1)(A) of the Communications Act
requiring "appropriate authorization to activate interception of communications or access to call-identifying
information[;]" subsumes the requirement in section 105 of CALEA that any interception of call-identifying
information can beactivated only in accordancewith appropriatelegal authorization.* Wethus concludethat
the use of theterm "lawful authorization™ in section 105 of CALEA isencompassed by theterm "appropriate
authorization" in section 229(b)(1).** Therefore, we require carriers to state in their internal policies and
procedures that carrier personnd must receive both appropriate legal authorization and appropriate carrier
authorization beforetaking any action to affirmatively implement theinterception of communicationsor access
to call-identifying information.*® We notethat most carriers support this requirement as part of their policies
and procedures.*

34, Additionally, we conclude that in order to satisfy sections 105 and 229, a carrier must, upon
receipt of aproffered authorization by law enforcement, determineif such authorization iswhat it purportsto
be, and whether it can beimplemented technically, including that theauthorizati on i ssufficiently and accurately
detailed to enable the carrier to comply with its terms. We agree with those commenters that contend that
sections 105 and 229 require a carrier to review the court order/certification in order to act within its stated
scope. We agree with the FBI that neither section 105 nor section 229 vest carriers with the authority to
conduct a de novo review of the validity of any court order, warrant or other lawful authorization prior to

123 47 U.S.C § 1004; 47 U.S.C. § 229(b).

24 47 U.S.C § 1004; 47 U.S.C. § 229(b).

15 47 U.S.C § 1004; 47 U.S.C. § 229(b).

26 We note that we modify the rule we proposed in the NPRM to respond to commenters concernsthat it
appeared ambiguous and overly broad. See NPRM at 29 and App. A, 8§64.1703. Seealso AT& T Comments at 29-
30. But see Bell South Commentsat 10. Therulewe adopt statesthat "carrier personnel must receive appropriatelegal
authorization and appropriate carrier authorization before enabling law enforcement officials and carrier personnel
to implement the interception of communications or access to call-identifying information.” Infra, App. A, §
64.2103(d).

27 BelSouth Comments at 10.
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initiating an interception request.’®® We further note that our determination under sections 105 and 229 with
regard to the level of scrutiny applicable to a carrier's review of a court order or certification isin no way
intended to alter or replace any standard or level of scrutiny imposed under any other state or federal statute
(e.g., 18 U.S.C. §2520(d), the Electronic Communication Privacy Act of 1986) or applicableto any claim for
civil liability. Accordingly, we require that, as part of their policies and procedures, carriers should also
comply with appropriateauthorization requirementscontainedin any other relevant Sateor federal statute(i.e.,
18 U.S.C. § 2518, federal trap and trace statutes,'® collateral state tatutes, FISA) when reviewing an
authorization.™®® To achieve this compliance, we require that carriers ensure that their senior officer(s) or
employee(s) responsiblefor affirmatively intervening to activate the interception of communications or access
tocall-identifying information isfully apprised of any additional relevant federal and state statutory provisions.

35. Finally, we depart from our proposal to require carriers to include, in their policies and
procedures, acurrent list of the exigent circumstancesthat appear in 18 U.S.C. § 2518(7) and other collateral
state statutes. We believethat thisrequirement isunnecessary because carriersarealready required to befully
apprised of the standard outlined in 18 U.S.C. § 2518(7) and to be able to apply it Under these
circumstances, incorporating thetext of thestatuteintotheir policiesand proceduresisunduly burdensomeand
serves little purpose. Because we are aware that these statutory designations of exigent circumstances may
changein the future, we direct the carrier to ensurethat its appointed senior officer(s) or employeg(s) isfully
apprised of the different applicable exigent circumstances as part of their job description.

36. 229(b)(1)(B) - Prevention of Unauthorized Interception or Access. The FBI supports our
suggestion to require carriers to report to law enforcement authorities and the Commission any security
compromisesbecause of the potential threat tothe safety of witnesses, undercover agents, andintercept subjects
that a compromise could represent.’*? Specifically, the FBI recommends that carriers should be required to
report security compromisesto the affected law enforcement agencieswithin two hoursand to the Commission
every two years.®® The FBI further recommends that the Commission should develop a standard for
determining what preventive measures would be reasonably required by carriers to ensure that compromised
interceptions do not go undiscovered or unreported.** Commenters generally oppose a requirement to report
incidents of compromises and illegal dectronic surveillance immediately to the Commission.™*®  Although
commenters generally support requiring carriers to report incidents of compromises and illegal eectronic

28 Ameritech Reply Comments at 4.

129 18 U.S.C. 83121 et s=q.

10 50 U.S.C. §1801 et seq.

1B See 18 U.S.C. § 2511(2)(ii)(B).

2 NPRM at §27. FBI Comments at 21; FBI Reply Comments at 44.

3 FBI Commentsat 21; FBI Reply Commentsat 44. TheFBI statesthat thefiling of reports of security breaches
will enable the Commission to exercise more effectively its continuing jurisdiction over CALEA-related matters. Id.

13 FBI Comments at 21.
1% Ameritech Comments at 5; AT& T Comments at 34; BAM Comments at 4; Bell South Comments at 10.
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surveillance to the affected law enforcement agency, they oppose being required to do so within two hours.**
Bell South arguesthat the FBI has not justified theimposition of thistimelimit and the Commission should not
"attempt to establish a one-size-fits-all standard determining what preventive measures would reasonably be
required to ensure that compromised intercepts do not go undiscovered or unreported.™®” The commenters
further state that they already have such reporting procedures in place in the event a lawful eectronic
surveillanceis compromised or anillegal dectronic surveillanceis conducted.™® Moreover, GTE and NTCA
oppose a requirement to report a breach of security to both the Commission and law enforcement authorities
because they contend that such reporting is burdensome and could expose carriers to penalties and damages
under sections 2511 and 2520 of Title 18.*%

37. In addition, CDT contends that, consistent with Congresss desire to ensure that CALEA
compliance measures adopted within carrier switches will not result in increasing system vulnerability to
unauthorized i nterception, the Commission should assurethat carriershave appropriatecomputer security plans
in place® CDT thus recommendsthat carriers policies and procedures include authentication procedures,
audit trails, intrusion detection measures, and other standard componentsof computer security.*** CDT argues
that these measures would be more helpful in assuring carrier systems security, rather than the employee
supervision and recordkeeping proposals.'*?

38. Decison. We concludethat, pursuant to dutiesimposed by 18 U.S.C. § 2518 and as part of
their policies and procedures, telecommunications carriers must report all acts of unauthorized electronic
surveillance that occurred on the telecommunications carriers premises and any compromises of the carrier's
system security and integrity proceduresthat invol ve the execution of e ectronic surveillancetotheappropriate
law enforcement agency. We, however, decline to impose a specific time frame within which a carrier must
report asecurity breach. Instead, werequirecarrierstoreport such breacheswithin areasonableperiod of time
and in compliance with any other relevant statutes. We also decline to require carriers to report to the
Commission incidents of illegal dectronic interceptions and compromises of the confidentiality of a lawful
interception.’*®* Webdievethat |aw enforcement agenciesare better suited to respond timely and appropriately
to such information. However, as discussed more fully bel ow, we note that carriers must maintain accurate
records of any unauthorized interceptions or access to call-identifying information as part of their section
229(b)(2) responsibilities. Furthermore, we agreewith CDT that authentication procedures, audit trails, and
other intrusion detection measures would also assist carriers in performing its duty to prevent unauthorized
interceptions and access. However, we decline to require carriers to implement these measures at thistime

1% Ameritech Comments at 5; SBC Comments at 13-14; BellSouth Reply Comments at 9.

137 BelSouth Reply Comments at 10.

138 Ameritech Comments at 5; SBC Comments at 13-14.

1% GTE Comments at 6-7; National Telephone Cooperative Association (NTCA) Comments at 3.
¥ CDT Commentsat 7.

Md. at 8.

2.

143 NPRM at 1 27.
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because we bdieve that each carrier should be allowed to independently determine the extent of its security
needs to comply with the rules we prescribe herein.  As discussed more fully below, carriers that violate the
rules we prescribe to implement section 105 of CALEA will be subject to the penalties of section 229(d).

C. Section 229(b)(2) Maintaining Secure and Accur ate Records
a. Recordkeeping of I nterceptions

39. Section 229(b)(2) of the Communi cationsAct requirescarriersto maintain secureand accurate
records of any interception of communications or access to call-identifying information made with or without
appropriate authorization.*** Asnoted above, the Commission proposed dual record keeping requirementsfor
carriers to follow, including the execution of an affidavit by each employee of a carrier engaged in an
interception activity aswell asthe maintenance of a separate record for every interception which included the
following checklist of information: (1) thetel ephone number(s) and circuit identification numbersinvolved; (2)
the start date and time of the interception; (3) the stop date and time of the interception; (4) the identity of the
law enforcement officer presenting the authorization; (5) the name of thejudge or prosecuting attorney signing
theauthorization; (6) thetype of interconnection (e.g., pen register, trap and trace, Titlelll, FISA); and (7) the
name(s) of all telecommunications carrier personnd involved in performing, supervising, and internally
authorizing the interception, and all names of those who possessed knowledge of the interception.

40. Commentersopposethe Commission's proposed affidavit requirement. BAM arguesthat this
proposal isburdensome and that the NPRM failsto explain how requiring such an affidavit will allow acarrier
to achieve any CALEA objective.® Many carriers echo this view and generally reject the requirement of an
affidavit on the grounds that the record does not support such an unnecessary, impractical, inefficient, and
redundant requirement.**” GTE adds that, not only does the requirement of an affidavit do nothing to enhance
the ability of a carrier to meet its CALEA obligations, it "introduces a meaningless exercise which adds
additional costs and, more importantly, time to the process when time may be very scarce."'*® In fact, based
on the mgjority of such comments, even the FBI concedesthat "aless stringent meansthan an affidavit would
suffice to show the validity of the implementation of an dectronic surveillance."**

41. Commenters find the proposal to maintain a separate checklist record for every interception
far less objectionable. Several carriers explain that they currently maintain records which incorporate much

4 47 U.S.C. § 229(b)(2).

145 NPRM at 32

1 BAM Commentsat 7.

47 USTA Commentsat 6; AT& T Comments at 33; Omnipoint Comments at 5; Bell South Response to Initial
Regulatory FHexibility Analysis (BellSouth IRFA Response) at 3; BellSouth Comments at 12; U S West Reply
Comments at 14; PrimeCo Reply Comments at 8; USTA Reply Comments at 10-11.

8 GTE Commentsat 8.

149 FBI Reply Comments at 42.
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of the checklist information that the Commission is proposing for inclusion.”™ For instance, GTE notesthat,
like many other carriers, it chooses to maintain the type of information suggested in the checklist record
because such information is "logistically" necessary to manage the actual intercept.™™ Except for recording
the time during which the intercept is initiated and/or terminated, Ameritech also maintains this type of
records.®> Moreover, Ameritech recommends that carriers records should include copies of the legal
authorization they receive from law enforcement.’®* SBC agrees, explaining that its existing records for
interceptions include the court order or other legal authorization and one or two routine work order
documents.*>* Ameritech and SBC note, however, that they do not currently keep records on the tart and stop
date and times for interceptions because, in most instances, they merely open the circuit for law enforcement
and have no way of knowing when law enforcement begins or ends the actual interception.’

42. Focusing on public safety and evidentiary concerns, the FBI endorses the requirement for
carriers to maintain a separate checklist record for every interception.™ The FBI contends that "carriers
should be required to maintain separate records of each eectronic surveillance activity, and those records
(including FI SA-related material s) should be maintained in a separate and secure storage area, accesstowhich
should be limited to asmall number of designated carrier personnd."**’ In addition to theinformation that the
Commission proposed for inclusion in the checklist record, the FBI suggeststhat carriers should add the name
of the issuing court in the case of a court order because doing so would assist both carriers and law
enforcement in retrieving information.™®

43. Other carriersdisagree with the Commission's checklist proposal and consider it to be overly
burdensome. AT&T believes such a checklist exceeds any record a carrier might maintain for business
purposes.’®® BdlSouth and AirTouch argue that CALEA does not require the maintenance of such detailed

% GTE Comments at 8; Ameritech Comments at 6; SBC Communications Comments at 22; Omnipoint Reply
Commentsat 2; AirTouch Reply Commentsat 17; but see AirTouch Reply Commentsat 17 n. 52 ("AirTouch cannot
agree with the Commission's conclusion that the current rule proposals would allow carriers 'to use their existing
practices to the maximum extent possible.™)

Bl GTE Commentsat 8.

12 Ameritech Comments at 6.

1 d.

1 SBC Comments at 22.

1% SBC Comments at 22; Ameritech Comments at 6.

1% FBI Reply Comments at 39.

57 1d. at 40.

1% FBI Reply Comments at 40.

1% AT&T Comments at 34.
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records.*® While Omnipoint notes that it already keeps much of the records proposed by the Commission, it
suggests that we should allow a single sworn statement which does not require notarization by the employee
or officer responsiblefor theinterception activity to satisfy acarrier'srecord kesping obligations.*®* TheFBl,
in large part, agrees with this suggestion and notes that "a single certification executed by the security officer
incharge, that capturesthere evant factual information required by law enforcement would be appropriateand
consistent with CALEA."'®? Nevertheess, like commenters above, the FBI a so suggests deleting from the
proposed checkligt the requirement for each record to include information regarding when an interception
terminates, because such information is often outside of the knowledge of the carriers personnd.**

44, Decison. In light of the comments we received, we decline to adopt our proposed rules to
require both an affidavit and a separate record of al interception of communications or access to call-
identifying information. We are persuaded by commenters that our dual record keeping proposals are
duplicative and overly burdensome. Accordingly, we find that in order to comply with section 229(b)(2),
carriersmust maintain a secure and accurate record of each interception of communications or accessto call-
identifying information, made with or without appropriate authorization, in the form of single certification.
We require that this certification must include, at a minimum, the following information: (1) the telephone
number(s) and/or circuit identification numbersinvolved; (2) thestart date and timeof the opening of thecircuit
for law enforcement; (3) theidentity of the law enforcement officer presenting the authorization; (4) thename
of the judge or prosecuting attorney signing the authorization; (5) the type of interception of communications
or access to call-identifying information (e.g., pen register, trap and trace, Titlel11, FISA); and (6) the name
of the tdecommunications carriers personnd who is responsible for overseeing the interception of
communication or access to call-identifying information and who is acting in accordance with the carriers
policies established under section 229(b)(1). Thisrecord shall be signed by theindividual whoisresponsible
for overseaing the interception of communication or access to call-identifying information and who is acting
in accordance with the carriers policies established under section 229(b)(1). Thisindividual will, by his/her
sgnature, certify that the record is complete and accurate. This certification must be compiled ether
contemporaneoudy with, or within a reasonable period of time after the initiation of the interception of the
communications or access to call-identifying information.

45, Having reached the determination to require only a single certification, we nonetheless agree
with AirTouch that it is possiblethat much of thisrequired checklist information can generally befoundin the
appropriatelegal authorization served upon acarrier. Thus, acarrier may satisfy itsrecord keegping obligation
by requiring theindividual who is responsible for overseeing the interception of communications or accessto
call-identifying information, and whoisacting in accordancewith thecarriers policiesestablished under section
229(b)(1), tosign the certification and append theappropriatel egal authorization aswell asany extensionsthat
have been granted. This combined record must at a minimum, include all of the information in the above-
adopted checklist. Moreover, we conclude that it is the carriers responsbility to ensure that its records are
complete and accurate. We emphasizethat aviolation of thisruleis subject to the penalties of section 229(d),
discussed more fully below.

1% BelSouth IRFA Response at 3; AirTouch Comments at 22.
81 Omnipoint Comments at 5.

62 FBI Reply Comments at 42.

8.
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46. We note that we have declined to include information regarding the termination time of an
interception as part of our required checklist because we are persuaded by commenters that this information
islikely to fall outside of the knowledge of a carrier's personnd. This does not, however, relieve carriers of
ther duty to carefully follow the termination time parameters of the appropriate legal authorization. We have
also modified our NPRM checklist proposal from including the name(s) of all telecommunications carrier
personnd involved in performing, supervising, and internally authorizing the interception, and all names of
those who possessed knowledge of the interception to the less burdensome requirement of a sngle name and
signature because we agree with AirTouch that our original proposal would cause additional work and would
likely result in arepetitivelist of the same employeesfor each interception.’® Instead, we believethat carriers
may meet their record keeping obligation by identifying the individual responsible for overseeing the
interception and by having that individual certify, by their signature, that the record is accurate and complies
with the carriers palicies and procedures established under section 229(b)(1).

47. We also declineto adopt our proposal to have carriers compilethisrecord within 48 hours of
the start of each interception. Instead, we believe that by requiring that each certification be compiled either
contemporaneoudy with or within a reasonable period of time after the initiation of the interception of the
communication or accessto call-identifying information, carriershavetheflexibility they need to establish their
own reasonable practices and proceduresfor record keeping compliance. In reaching thisdecision, werely on
comments which express concern that carriers paperwork burden should not be permitted to impede the
timeliness with which intercept requests are implemented.’®® Given that we have greatly reduced carriers
record keeping obligations to a minimum amount of required information, much of which they contend they
already maintain, we believethat carrierswill be ableto compilether certifications either contemporaneoudy
with each intercept or within a reasonable amount of time.

48. Additionally, we are not persuaded by the FBI's recommendation that we should adopt a
regulation for telecommunications carriersto provide law enforcement officials with the originals or certified
copies of carriers record for each eectronic surveillance by no later than five days following the conclusion
of an intercgpt.’®® We find that the imposition of such a requirement would be duplicative and unduly
burdensome. Bell South explains, however, that such records " can, of course, be provide to law enforcement
upon areasonablerequest and pursuant to appropriatelegal authority."*®” Accordingly, wherelaw enforcement
officials require the records maintained by telecommunications carriers for evidentiary purposes, they can
follow the appropriate discovery procedures to obtain those records.

b. Record Retention Period

49, As mentioned above, the NPRM sought comment on the length of time carriers should retain
interception records.*®® We noted that 18 U.S.C. § 2518(8)(a) requiresaten year retention by law enforcement

184 AirTouch Comments at 23.

1% FBI Comments at 28; GTE Comments at 8; GTE Reply Comments at 8; USTA Reply Commentsat 9; US
West Reply Comments at 8 (stating that the Commission should not add ancther layer of bureaucratic requirements).

16 FBI Reply Comments at 41.
167 BelSouth Comments at 12.
%8 NPRM at {32.
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authorities of intercepted communications.’® Commenters, including the FBI, generally Sate that a ten-year
record retention requirement is unnecessary and duplicative of the retention rule presently imposed on law
enforcement.*™® Commenters also argue that a ten-year record retention period is expensive to implement.*™*
U S West argues that carriers should be allowed to determine their own retention period based on industry
custom and practice.”? AirTouch recommends a three year retention period and explainsthat it follows this
time-frame becausethereisatwo year statute of limitationsfor civil suitsagainst carriers.*”® Sprint Spectrum
proposes a five-year record retention period, stating that such atime frameis cons stent with record keeping
requirements that carriers already have in place.!™ GTE discourages record retention requirements beyond
"reasonable limits."*"

50. Decison. Theplain language of section 229(b)(2) requires carriers to maintain secure and
accurate records of any interception of communications or accessto call-identifying information. It does not,
however, provide any direction regarding how long carriers should retain such records.”®  In establishing a
retention period, we are sensitive to commenters concerns about the cost of retaining records and agree that
records should be retained only as long as reasonably necessary to comply with section 229(b)(2). We
therefore adopt atwo tier record retention requirement. First, we conclude that, in compliance with section
229(b)(2), carriers should maintain records of call-identifying information and unauthorized interceptions for
ten years. We choose aten-year retention period to maintain consistency with the retention period for content
informationin 18 U.S.C. §2518(8)(a).”” Webdlievethisrequirement isnecessary becausetherecord retention
obligation imposed under 18 U.S.C. § 2518(8)(a) is limited to the content of an authorized interception.'™
Neither section 2518(8)(a) nor the federal trap and trace statute'” provide for the retention of records of call-

169 I d

0 AirTouch Commentsat 24; Ameritech Commentsat 6 n.5; BAM Commentsat 7; U SWest Commentsat 31;
FBI Reply Comments at 40-41; U S West Reply Comments at 14-15.

7 Ameritech Comments at 6 n.5; GTE Comments at 8.
72 U SWest Comments at 31; U S West Reply Comments at 14-15.
73 AirTouch Comments at 24.

74 Sprint Spectrum Comments at 2. Sprint Spectrum notes that the Department of Labor requires a record
retention period of five years and that financial records are typically retained between three and seven years. Id.

s GTE Commentsat 8.
7% 47 U.S.C. 8 229(b)(2).

77 18 U.S.C. §2518(8)(a) requiresthe " contents of any wire, oral or € ectronic communication intercepted by any
means authorized by this chapter shall, if possible, be recorded on tape or wire or other comparable device. . . . [The
recordings] shall not be destroyed except upon an order of theissuing or denying judge and in any event shall be kept
for ten years."

8 18 U.S.C. § 2518(8)(a).
19 18 U.S.C. § 3121 et seq.
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identifying information. Moreover, section 2518(8)(a) does not encompass the retention of records of
unauthorized interceptions.®® Thus, in order to ensure that records of call-identifying information and
unauthorized interceptionsare maintained securely and accurately, wewill requirecarriersto maintain records
of cal-identifying information and unauthorized interceptions (including the content of the unauthorized
interception) for ten years. We do not beieve a ten-year record retention requirement for call-identifying
information will beunduly burdensomeon carriersbecausethequantity of call-identifyinginformation required
to be collected under a court order islikely to be substantially less than the full content of a communication.
Moreover, weanticipatethat carriers policiesand procedureswill ensurethat acarrier will not experiencethe
occurrence of unauthorized interceptions at a frequency that would make the retention of these records overly
burdensome.

51. With regard to the second tier, we declineto set a specific time period for maintaining records
relating to the content of an authorized interception. Given the record retention requirement imposed on law
enforcement under 18 U.S.C. § 2518(8)(a), we find that imposing a duplicative ten year record retention
requirement is unnecessary. Instead, we will require carriers to maintain secure and accurate records of the
content of each authorized interception of communications for a period of time determined by them in
accordancewith the policiesand proceduresthat they establish under section 229(b)(1) of the Communications
Act and applicable state and federal statutes of limitation. As part of the policies and procedures that are
submitted to the Commission for review, carriers must include a detailed description of how long they will
maintain their records of intercept content. Further, the time period that carriers choose for their individual
record retention must haveareasonabl ejustification. Moreover, pursuant to our authority under section 229(c)
of the Communications Act, we will modify any carrier's policy or procedure that we determine does not
comply with our regulations. ™

D. Sections 229(b)(3) and 229(c): Submission and Review of Policies and Procedures

52. Section 229(b)(3) requires common carriers to submit to the Commission the policies and
procedures adopted to comply with therequirementsestablished under sections229(b)(1) and (b)(2).*#* Section
229(c) statesthat the Commission shall review those policiesand proceduresand shall order acommon carrier
to modify any such policy or procedurethat the Commission determinesdoesnot comply with itsregul ations.*#®
The Commission shall also conduct such investigations as may be necessary to insure compliance by common
carriers with the requirements of the regulations prescribed under this section.’®

53. As stated above, we requested comment on whether the Commission should establish less
burdensome filing requirements for small carriers as determined by their annual operating revenues. Many
carriersdisagree with the Commission's distinction between small and large carriers as the determining factor

B 18U.S.C. § 2518(8)(a).
Bl 47 U.S.C. §229(c).

2 47 U.S.C. § 229(b)(3).
8 47 U.S.C. §229(c).
B,
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by which carriersmust submit their policiesand procedurestothe Commission.’® Alternatively, somecarriers
arguethat all telecommunicationscarriersshoul d be permitted to takeadvantage of the streamlined certification
procedure proposed for small carriers in the NPRM.*®  Under that proposal, carriers could either file a
statement describing their policies and procedures or certify their compliance with Commission rules.*®
AirTouch argues, for example, that streamlined procedures promote the public interest because they reduce
administrative burden and expense and thereby increase efficiency.'®

54, Decison. We conclude that the plain language of section 229(b)(3) requires all
telecommunications carriersto submit to the Commission the policies and procedures adopted to comply with
thereguirementsestablished under sections229(b)(1)-(2). Weagreewith commentersthat CALEA'sstatutory
language does not make a distinction between carriers, based on size, for the purpose of determining who must
submit their policies and procedures to the Commission.*®* We are al so persuaded by Omnipoint's argument
that law enforcement officials consider al eectronic survelllance to be important, al telecommunications
carriers are equally responsible for cooperating with lawful requests for assistance with interceptions, and
therefore all carriers should be required to submit their policies and procedures for Commission review.'®
Accordingly, wedepart from our proposal in the NPRM to establish different filing requirementsfor largeand
small carriers and conclude that all telecommunications carriers mugt file their policies and procedures with
the Commission regardless of their gross revenues. As noted by the FBI, the integrity and security of
interceptions, and the impact that the loss of vital evidence may have on public safety and the successful
conduct of criminal prosecutions, isunrelated to size ' Some carriersarguethat the Commission should ease
the administrative burden on all carriers by allowing them to certify that they arein compliance with statutory
requirements.’®* While the Commission is sympathetic to this argument and recognizes the administrative
burden placed on both carriers and the Commission by section 229(b)(3) and 229(c), weregect thisalternative
becauseit isinconsistent with the plain language of the tatute.’®* Moreover, asthe FBI notes, the Commission

8 See, e.g., Omnipoint Comments at 7 (arguing that the Commission should treat all carriers the same with

regardtotheir obligationsunder CALEA); FBI Commentsat 32; BellSouth Commentsat 14; SBC Commentsat 7-8;
U SWest Commentsat 35; GTE Reply Commentsat 11. But see Teleport Commentsat 8 (stating that small carriers
should be permitted tofilea certification of compliancein lieu of security proceduresand policies); NTCA Comments
at 4 (supporting the proposal to give small carriers the certification option).

86 See, e.g., PCIA Comments at 10; USTA Comments at 8; PrimeCo Comments at 7; BellSouth Comments
at 14; SBC Commentsat 8; 360° Commentsat 5; AirTouch Commentsat 25; GTE Reply Commentsat 12; CTIA
Comments at 28; PCIA Reply Comments at 13.

87 See NPRM at 1 35.

188 AirTouch Comments at 25.

8 FBI Comments at 32.

10 Omnipoint Comments at 7.

B FBI Comments at 32.

%2 See, e.g., USTA Comments at 8; PrimeCo Comments at 7.

18 47 U.S.C. § 229(b)(3).
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may not have enough information, in a certification or adescription, to carry out its obligations under section
229(c) to order any necessary modifications and insure that a carrier's policies and procedures comply with
Commission rules.**

55. Given that most commenters focused on the Commission's request for information regarding
whether we should adopt less burdensome filing requirements for small carriers, few commenters discussed
what the Commission's obligations are under section 229(c). We conclude, however, that the statute is clear
on the procedure the Commission must follow to review the policies and procedures submitted pursuant to
section 229(b)(3).* Accordingly, the Commission shall review carriers policiesand proceduresto determine
whether they comply with the Commission's rules established pursuant to sections 229(b)(1)-(2).*%® If the
Commission determinesthat acarrier's policies and procedures are non-compliant, the carrier shall modify its
policies and proceduresin accordance with an order released by the Commission.™” Finally, the Commission
shall conduct investigations as may be necessary to insure compliance by tel ecommunications carrierswith the
requirements of rules established by the Commission under sections 229 of the Communications Act and
section 105 of CALEA.**® This approach advances the objectives of CALEA and, as stated above, is
consistent with the plain language of section 229(c).

56. We &ffirm the tentative conclusion reached in the NPRM and we will requirethat all carriers
file their policies and procedures with the Commission within 90 days from the effective date of the
Commission's rules adopted in this Report and Order to implement CALEA.** Few commenters objected to
our 90 day deadlineand we bdievethat thisisasufficient amount of timefor carriersto establish and filetheir
policies and procedures in accordance with Commission rules. Most carriers aready have such policies and
proceduresin place,®® thereby decreasing the amount of time necessary to prepare them in accordance with
Commission rules. We also adopt the FBI's suggestion, unchallenged by any commenter, that carriers be
required tofilether policiesand procedureswith the Commission no later than 90 days after the effective date
of amerger or divestiture in which a carrier becomes the surviving or divested entity. In addition, we extend
this 90-day filing requirement to the amendment by a carrier of existing policies and procedures that it has
filed.?®* We believe that 90 days is a reasonable amount of time to incorporate any modifications to already
exigting palicies and procedures and file them with the Commission.

¥ FBI Comments at 33.
1% Spe 47 U.S.C. § 229(0).
1% Spe 47 U.S.C. § 229(0).
¥

.

% See NPRM at 137. But see 360° Comments at 7 (suggesting that 180 days would be a more appropriate time
period).

20 U SWest Comments at 34-35; AirTouch Commentsat 19-20; BAM Commentsat 9; BellSouth Comments
at 7-8; GTE Commentsat 6-7; 360° Commentsat 3; SBC Commentsat 17-20; Teleport Commentsat 6-7; USTA
Commentsat 8; CTIA Reply Comments at 19.

21 FBlI Comments at 35.
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57. Furthermore, we decline to adopt Omnipoint's suggestion that the Commission establish its
carrier security and recordkeeping policies in a manner that would prevent such sensitive and confidential
information from being made publicly available under the Freedom of Information Act (FOIA).*? Whilewe
are aware of the senditive nature of a carrier's policies and procedures for systems security and integrity, we
must eval uate each FOI A request on a case by case basisto determinewhether therequested record fallswithin
one of the FOIA exemptions. As such, adoption of a general rule that automatically exempts all such
documents from public inspection isinappropriate at thistime.

E. Section 229(d): Penalties

58. Section 229(d) of the Communications Act states that a violation by an officer or employee
of any policy or procedure adopted by acommon carrier pursuant to subsection (b), or of arule prescribed by
the Commission pursuant to subsection (a), shall be considered to be a violation by the carrier of arule
prescribed by the Commission pursuant to this Act.?®® As noted above, the NPRM sought comment on the
extent to which atelecommunications carrier's duty to conduct only lawfully authorized interceptions extends
vicarious criminal and civil liability to a carrier if the carrier's employees are convicted of conducting illega
electronic interceptions.?® Commenters overwhelmingly disagree with any attempt by the Commission to
create new forms of criminal and/or civil liability, vicarious or otherwise, under section 105 of CALEA.?®
While commenters generally agree that they have a responsibility to prevent unlawful interceptions and to
enforce policiesto prohibit such activity, they note that unlessthey fail to monitor and enforce such policies,
they cannot be held liable for the unlawful acts of their employees.?®

59. Decison. Weagreewith commentersthat carrier liability for violations of the Commission's
rules implementing section 105 of CALEA have been established by Congress under the plain language of
section 229(d) and that promul gating rulesthat woul d impose additional liability on carriersisinappropriate.”®’
Asnoted by U SWest, in the absence of an explicit statutory mandate, the Commission should not take any
action that might expand the criminal and/or civil liability of acarrier without having clear evidencethat doing

22 See Omnipoint Comments at 7.
22 47 U.S.C. § 229(d).
24 SeeNPRM at 1 27.

25 See e.g., Ameritech Commentsat 4; BellSouth Commentsat 8; Sprint Spectrum Comments at 3; Powertel
Commentsat 6; USTA Commentsat 7; SBC Commentsat 11, U SWest Comments at 44; FBI Commentsat 17.

26 See e.g., Ameritech Commentsat 4; SBC Commentsat 12 (stating that the employer can only beheld liable
if the unlawful act is authorized by the employer).

27 See BellSouth Comments at 8; see also BAM Comments at 4 (stating that determining vicarious liability is
not within the Commission's rulemaking authority under CALEA); Sprint Spectrum Comments at 3 (stating that
unlawful interceptionsareaddressedin 18 U.S.C. § 2511, and civil remediesand criminal penaltiesfor violating §2511
are already prescribed in 88 2511 and 2520); USTA Comments at 7 (stating that any such liability would have to be
determined pursuant to the established principles of agency aswell asthe statutory requirementsof 18 U.S.C. § 2511);
PrimeCo Comments at 6; FBI Commentsat 17.
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so would substantially promote the goals of CALEA.?® Commenters also note that nothing in the language
of CALEA suggeststhat a carrier's duties under section 105 affect itsliability under 18 U.S.C. 88 2511 and
2520.%° Moreover, we agreewith those commenterswho arguethat, even assuming theexistence of acarrier's
vicarious liability for the acts of its employees, a Commission requirement to report illegal wiretaps or
compromises of confidentiality to the Commission or law enforcement cannot, without express direction from
Congress, operate to alter or modify civil and criminal liabilities that might arise under Title 111.2°

60. We, therefore, declineto adopt any additional rulesthat extend criminal and/or civil liability,
vicarious or otherwise, to a carrier for the violations of section 105 of CALEA and section 229 of the
Communications Act. Instead, if a carrier violates the Commission's rules implementing section 105 of
CALEA, theCommission shall enforce, pursuant to section 229(d), the penaltiesarticul ated in sections 503(b)
of the Communications Act and 1.80 of the Commission'srules?** We bdievethat thisdecison is consstent
with the plain language of the statute and is based on sound public policy.*

IV. PROCEDURAL MATTERS

A. Effective Date

61. Background. Inthe NPRM, we asked for comment on how much time telecommunications
carrierswould need to comply with Commission system security and integrity regulations promulgated under
47 U.S.C. 8§ 229, and we tentatively concluded that 90 days from the effective date of this Report and Order
should be sufficient.?®* Most parties commenting to our 90-day compliance period proposal fel into two
categories: (1) carriers that agreed with the compliance period because they already had extensive dectronic
surveillancepoliciesand proceduresin place,?* and (2) carriersthat were concerned that they would need more
timeto comply, becausethey lacked either theresourcesor experiencein supporting law enforcement agencies

28 U SWest Comments at 45; see also NTCA Comments at 3.

2 See eg., USWest Commentsat 44; USTA Commentsat 7; NTCA Comments at 3.

40 gBC Comments at 14; NTCA Commentsat 3; U S West Comments at 44.

A See 47 U.S.C. §229(d); 47 C.F.R. 81.8.

22 Furthermore, we conclude that sections 105 of CALEA and 229 of the Communications Act do not modify
the criminal and/or civil liability of a carrier or its employees pursuant to 18 U.S.C. 88 2511 and 2520, or any other
federal, state or local statutes. Finally, we decline to determine whether reporting illegal wiretaps or compromises of
confidentiality to the Commission and/or affected law enforcement agency serves to modify or mitigate a carrier's
liability under 18 U.S.C. 88 2511 and 2520 because we find that to do so is outside the scope of our jurisdiction under
CALEA.

3 NPRM at 1 37.

24 See, eg., SBC Comments at 23.
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electronic surveillance requirements.®® The FBI offered to work with the Commission and develop model
policiesand proceduresfor telecommunications carriersto use asa starting point, from which to develop more
spexific policies and procedures their companies unique attributes.

62. Discussion. We conclude that 90 days, from the effective date of this Report and Order, is
sufficient time for telecommunications carriers to comply with CALEA section 105 and Commission
regulations under 47 U.S.C. 8 229. We have lessened significantly the number and extent of our proposed
regulations in response to recommendations by commenting parties, including the FBI, and regard the fina
regulations as the minimum that will satisfy CALEA. In addition, we will not begin to enforce our CALEA
implementation regulations until 90 days from the effective date of this Report and Order.

B. Final Regulatory Flexibility Analysis

63. Asrequired by section 603 of the Regulatory Flexibility Act (RFA), 5U.S.C. 8603, an Initial
Regulatory Flexibility Analysis (IRFA) was incorporated in the NPRM. The Commission sought written
public comments on the proposals in the NPRM, including the IRFA. The Commission's Final Regulatory
Flexibility Analyss (FRFA) in this Report and Order conformsto the RFA, asamended by the Contract With
America Advancement Act of 1996 (CWAAA), Pub. L. No. 104-121, 110 Stat. 847 (1996).2"'

(1) Need for and Purpose of this Action

64. This Report and Order respondsto the legidative mandate contained in the Communications
Assistance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (codified as amended in
sectionsof 18 U.S.C. and 47 U.S.C.). The Commission, in compliancewith 47 U.S.C. § 229,%# promul gated
rules in this Report and Order to ensure the prompt implementation of section 105 of the Communications
Assistance for Law Enforcement Act (CALEA). In enacting CALEA, Congress sought to "make clear a
telecommunications carrier's duty to cooperate in the interception of communications for law enforcement
purposes. . ."?°  Specifically, Congress sought to balance three key policies with CALEA: "(1) to preserve
anarrowly focused capability for |aw enforcement agenciesto carry out properly authorized intercepts; (2) to
protect privacy in the face of increasingly powerful and personally revealing technologies; and (3) to avoid
impeding the development of new communications services and technol ogies."?%°

25 See, eg., 360° Comments at 7 (180 days are necessary). But see Rural Telecommunications Group (RTG)
Comments at 4 (90-day compliance period is moot without section 103 capability standards).

26 FBI Reply Comments at 50.

a7 gQubtitlell of the CWAAA is"The Small Business Regul atory Enforcement Fairness Act of 1996" (SBREFA),
codified at 5 U.S.C. § 601 et. seq.

28 47 U.S.C. § 229.
29 CALEA, supra, at preamble.
20 H. Rep. No. 103-837 at 23, reprinted in 1994 U.S.C.C.A.N. 3489.
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65. The rules adopted in this Report and Order implement Congresss goal to make clear a
telecommunications carrier's duty to cooperate with law enforcement agencies that request lawful eectronic
surveillance,?* and to balance the three key policies enumerated above. The objective of the rules adopted in
this Report and Order isto implement as quickly and effectively as possible the national telecommunications
policy for telecommunications carriersto support the lawful e ectronic surveillance needs of law enforcement
agencies.

(2) Summary of the Issues Raised by Public Comments Made in Response to the
IRFA

66. Summary of Initial Regulatory Flexibility Analysis (IRFA). In the NPRM, the Commission
performed an IRFA and asked for comments that specifically addressed issues raised in the IRFA.?? In the
IRFA, the Commission found that the rules it proposed to adopt in this proceeding may have a significant
impact on a substantial number of small businesses as defined by section 601(3) of the RFA.

67. In the IRFA, we reiterated our proposed rulesin the NPRM requiring telecommunications
carriersto establish policies and procedures governing the conduct of officers and empl oyeeswho are engaged
in surveillance activity. The proposed rules required telecommunications carriers to maintain records of all
interceptions of communications and call identification information. In addition, the proposed rules required
telecommunications carriers to execute an affidavit for each eectronic surveillance, and maintain a separate
record of each dectronic survelllance. Furthermore, we sought comment on the length of time
telecommunications carriers should retain €ectronic surveilllance records, and noted that 18 U.S.C. §
2518(8)(a) callsfor aretention period of ten years for intercepted communications. The proposed rules also
required tel ecommunicationscarrierstoreport security breaches (compromisesto lawful € ectronicsurveillance
and illegal dectronic surveillance) to both the Commission and the affected law enforcement agency.

68. In the IRFA we reiterated that our proposed rules required telecommunications carriers
classified as Class A companies pursuant to 47 U.S.C. 8 32.11 to file individually with the Commission a
statement of its processes and procedures used to comply with the systems security rules promulgated by the
Commisson. Telecommunications carriers classified as Class B companies pursuant to 47 U.S.C. § 32.11
could eect to ether file a statement describing their security processes and procedures or to certify that they
observed procedures cons stent with the security rules promul gated by the Commission. Wenoted in paragraph
43 of the NPRM that since dectronic survelllance capacity and capability requirements are still being
developed, it is not possible to predict with certainty whether the costs of compliance will be proportionate
between small and large telecommunications carriers.

69. In the IRFA we tentatively concluded that a substantial number of telecommunications
carriers, who have been subjected to demands from law enforcement personnd to provide lawful interceptions
and call-identifying information for aperiod timepreceding CALEA, already havein place practicesfor proper
employee conduct and recordkeeping. We noted that as a practical matter, telecommunications carriers need
such practices to protect themsaves from suit by persons who claim they were the victims of illegal

21 CALEA, supra, at preamble.
22 NPRM at 11 54-76.
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surveillance. By providing general guidance regarding the conduct of carrier personnd and the content of
recordsin the proposed regul ations, the Commission intended tel ecommuni cations carriersto usetheir existing
practicesto the maximum extent possible. Thus, in thelRFA, wetentatively concluded that the additional cost
to most telecommunications carriers for conforming to the Commission's proposed regulations, should be
minimal.

70. Comments. Only one party filed comments in response to the IRFA,*3 but many parties
commented on the Commission's proposed system security and integrity regulations in response to the
NPRM.?* Asnoted above, therecord provided by all of these commenting parties clearly disfavorstheamount
of recordkeeping proposed by the Commission in the NPRM, and includes numerous suggestionsto reducethe
amount of paperwork required by the proposed regulations, without jeopardizing statutory compliance. In
response thereto, our final regulations reduce significantly the amount of paperwork required of
telecommunications carriers. Other parties commented that the Commission should not promulgate any new
rules to implement CALEA.?® Aswe noted in paragraph 17, supra, aplain reading of 47 U.S.C. § 229(b)
shows that Congress reguires the Commission to promulgate regulations ensuring the system security and
integrity of carriers, compelling carriers to submit their CALEA system security and integrity policies and
procedures to the Commission, and providing records that prove to the Commisson how each
telecommunications carrier is complying with the requirements of CALEA section 105.  Thus, commentary
againgt any new regulations contradict the plain language of 47 U.S.C. § 229.

(3) Description and Estimates of the Number of Entities Affected by This Report and
Order

71. Consigtent with our prior practice, we shall continue to exclude small incumbent LECsfrom
the definition of a small entity for the purpose of this FRFA. Nevertheless, as mentioned above, we include
small incumbent LECsin our FRFA. Accordingly, our useof theterms”small entities' and "small businesses”
does not encompass "small incumbent LECs." We use the term "small incumbent LECS' to refer to any
incumbent LECs that arguably might be defined by SBA as "small business concerns."?®

72. Total Number of Telephone Companies Affected. Many of the decisions and rules adopted
hereén may have a significant effect on a substantial number of the small telephone companies identified by
SBA. The United States Bureau of the Census ("the Census Bureau") reports that, at the end of 1992, there
were 3,497 firms engaged in providing telephone services, as defined therein, for at least one year.?*” This
number containsa variety of different categories of carriers, including local exchange carriers, interexchange
carriers, competitiveaccessproviders, cellular carriers, mobileservicecarriers, operator serviceproviders, pay

23 BdlSouth IRFA Response.

24 See, e.g., FBI Comments at 15-35, GTE Comments at 6-10, and Nextel Comments at 14-15.
2 See, eg., USTA Comments at 5-6.

2% See 13 C.F.R. §121.210 (SIC 4813).

21 United States Department of Commerce, Bureau of the Census, 1992 Census of Transportation,
Communications, and Utilities: Establishment and Firm Sze, at Firm Size 1-123 (1995) (1992 Census).
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telephoneoperators, PCS providers, covered SMR providers, and resdllers. It seemscertain that someof those
3,497 telephone servicefirms may not qualify assmall entitiesor small incumbent LECs becausethey are not
"independently owned and operated."?® For example, a PCS provider that is affiliated with an interexchange
carrier having more than 1,500 employees would not meet the definition of a small business. It seems
reasonable to conclude, therefore, that fewer than 3,497 telephone service firms are small entity telephone
service firms or small incumbent LECs that may be affected by this Report and Order.

73. Wireline Carriers and Service Providers. SBA has developed a definition of small entities
for telephone communi cations companies other than radi otel ephone (wirel ess) companies. The CensusBureau
reportsthat, therewere 2,321 such telephone companiesin operation for at least oneyear at theend of 1992.2%°
According to SBA's definition, a small business telephone company other than a radiotel ephone company is
one employing fewer than 1,500 persons.? All but 26 of the 2,321 non-radiotel gphone companies listed by
the Census Bureau werereported to have fewer than 1,000 employees. Thus, evenif all 26 of those companies
had more than 1,500 employees, there would ill be 2,295 non-radiotel ephone companies that might qualify
as small entities or small incumbent LECs. Although it seems certain that some of these carriers are not
independently owned and operated, we are unable at thistimeto estimate with greater precision the number of
wirdine carriers and service providersthat would qualify as small business concerns under SBA's definition.
Consequently, we estimate that there are fewer than 2,295 small entity telephone communications companies
other than radi otel ephone companiesthat may be affected by the decisionsand rulesadopted in this Report and
Order.

74. Local Exchange Carriers. Nether the Commisson nor SBA has developed a definition of
small providers of local exchange services (LECs). The closest applicable definition under SBA rulesisfor
tel ephonecommuni cationscompani esother than radi otel ephone (wirel ess) companies. Themost reliablesource
of information regarding the number of LECs nationwide of which we are aware appears to be the data that
we collect annually in connection with the Telecommunications Relay Service (TRS). According to our most
recent data, 1,347 companies reported that they were engaged in the provision of local exchange services.™!
Although it seems certain that some of these carriers are not independently owned and operated, or have more
than 1,500 employees, we are unable at thistime to estimate with greater precision the number of LECs that
would qualify as small business concerns under SBA's definition. Consequently, we estimate that there are
fewer than 1,347 small incumbent LECsthat may be affected by the decisionsand rules adopted in this Report
and Order.

75. Interexchange Carriers. Nether the Commission nor SBA has developed a definition of
small entities specifically applicable to providers of interexchange services (IXCs). The closest applicable
definition under SBA rulesisfor telephone communications companies other than radiotel ephone (wire ess)

28 15U.S.C. § 632(a)(1).

20 1992 Census, supra, at Firm Size 1-123.

20 13 C.F.R. §121.201, Standard Industrial Classification (SIC) Code 4812.

1 Federal Communications Commission, CCB, Industry Analysis Division, Telecommunications Industry
Revenue: TRS Fund Worksheet Data, Thl. 1 (Average Total Telecommunications Revenue Reported by Class of
Carrier) (Dec. 1996) (TRS Worksheet).
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companies. The most reliable source of information regarding the number of IXCs nationwide of which we
are aware appears to be the data that we collect annually in connection with the TRS Worksheet. According
to our most recent data, 130 companies reported that they were engaged in the provision of interexchange
services.” Although it seems certain that some of these carriers are not independently owned and operated,
or have more than 1,500 employees, we are unable at thistime to estimate with greater precision the number
of IXCsthat would qualify as small businessconcernsunder SBA'sdefinition. Conseguently, we estimatethat
there are fewer than 130 small entity IXCs that may be affected by the decisions and rules adopted in this
Report and Order.

76. Competitive Access Providers. Neither the Commission nor SBA has devel oped a definition
of small entities specifically applicable to providers of competitive access services (CAPs). The closest
applicable definition under SBA rulesisfor telephone communications companies other than radiotelephone
(wireless) companies. The most reliable source of information regarding the number of CAPs nationwide of
which we are aware appears to be the data that we collect annually in connection with the TRS Worksheet.
According to our mogt recent data, 57 companies reported that they were engaged in the provison of
competitive access services.”® Although it seems certain that some of these carriers are not independently
owned and operated, or have more than 1,500 employees, we are unable at thistime to estimate with greater
precison the number of CAPs that would qualify as small business concerns under SBA's definition.
Consequently, we estimatethat therearefewer than 57 small entity CAPsthat may be affected by thedecisions
and rules adopted in this Report and Order.

77. Operator Service Providers. Neither the Commission nor SBA has devel oped adefinition of
small entities specifically applicableto providers of operator services. The closest applicable definition under
SBA rulesisfor telephone communications companies other than radiotelephone (wireless) companies. The
most reliable source of information regarding the number of operator service providers nationwide of which
we are aware appearsto bethedatathat we collect annually in connection with theTRSWorksheet. According
to our most recent data, 25 companies reported that they were engaged in the provision of operator services.”*
Although it seems certain that some of these companies are not independently owned and operated, or have
morethan 1,500 employees, weareunableat thistimeto estimatewith greater precision thenumber of operator
service providers that would qualify as small business concerns under SBA's definition. Consequently, we
edtimate that there are fewer than 25 small entity operator service providers that may be affected by the
decisons and rules adopted in this Report and Order.

78. Wireless (Radiotelephone) Carriers. SBA has developed a definition of small entities for
radiotelephone (wireless) companies. The Census Bureau reports that there were 1,176 such companiesin
operation for at least one year at the end of 1992.%° According to SBA's definition, a small business

@ .
= .
= d.

#1992 Census, supra.
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radiotel gphone company is one employing fewer than 1,500 persons.*® The Census Bureau al so reported that
1,164 of those radiotel ephone companies had fewer than 1,000 employees. Thus, even if all of the remaining
12 companies had morethan 1,500 empl oyees, therewould still be 1,164 radi otel ephone companiesthat might
qualify assmall entitiesif they are independently owned are operated. Although it seems certain that some of
these carriers are not independently owned and operated, we are unable at this time to estimate with greater
precison the number of radiotelephone carriers and service providers that would qualify as small business
concerns under SBA's definition. Consequently, we estimate that there are fewer than 1,164 small entity
radiotel ephone companies that may be affected by the decisions and rules adopted in this Report and Order.

79. Cellular Service Carriers. Neither the Commission nor the SBA has developed a definition
of small entitiesspecifically applicableto Cdlular ServiceCarriersandtoMobileServiceCarriers. Theclosest
applicable definition under SBA rules for both servicesisfor telephone companies other than radiotel ephone
(wireless) companies. The most reliable source of information regarding the number of Cdlular Service
Carriersand Mobile Service Carriers nationwide of which we are aware appearsto be the data that we collect
annually in connection with the TRS Worksheet. According to our most recent data, 792 companies reported
that they are engaged in the provision of cellular services.®" Although it seems certain that some of these
carriers are not independently owned and operated, or have more than 1,500 employees, we are unable at this
time to estimate with greater precison the number of cellular service carriers that would qualify as small
businessconcernsunder SBA'sdefinition. Consequently, weestimatethat therearefewer than 792 small entity
cdlular service carriers that might be affected by the actions and rules adopted in this Report and Order.

80. Mobile Service Carriers. Neither the Commission or the SBA has devel oped a definition of
small entities specifically applicable to mobile service carriers, such as paging companies. The closest
applicable definition under SBA rulesisfor radiotel ephone (wireless) companies. The most reliable source of
information regarding the number of mobile service carriers nationwide os which we are aware appearsto be
the data that we collect annually in connection with the TRS Worksheet. According to our most recent data,
138 companies reported that they were engaged in the provision of mobile services®® Although it seems
certain that some of these carriers are not independently owned and operated, or have more than 1,500
employees, we are unable at thistime to estimate with greater precision the number of mobile service carriers
that would qualify under SBA's definition. Consequently, we estimate that there are fewer than 138 small
entity mobile service carriersthat may be affected by the decision and rules adopted in this Report and Order.

81. Broadband Personal CommunicationsService. Thebroadband PCSspectrumisdividedinto
six frequency blocks designated A through F, and the Commission has held auctions for each block. The
Commission defined "small entity" for Blocks C and F asan entity that has average grossrevenues of lessthan
$40 million in the three previous calendar years.?® For Block F, an additional classification for "very small

6 13 C.F.R. §121.201, Standard Industrial Classification (SIC) Code 4812.

31 TRSWorksheet at Thl. 1 (Number of Carriers Reporting by Type of Carrier and Type of Revenue).

= .

2 gee Amendment of Parts 20 and 24 of the Commission's rules -- Broadband PCS Competitive Bidding and
the Commercial Mobile Radio Service Spectrum Cap, Report and Order, 11 FCC Red 7824, 7850 (1996); see also 47
CFR § 24.720(b).
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business’ was added, and is defined as an entity that, together with its affiliates, has average gross revenues
of not morethan $15 million for the preceding three calendar years.?*® Theseregulationsdefining "small entity”
in the context of broadband PCS auctions have been approved by SBA. No small businesseswithin the SBA-
approved definition bid successfully for licenses in Blocks A and B. There were 90 winning bidders that
gualified as small entitiesin the Block C auctions. A total of 93 small and very small business bidders won
approximately 40% of the 1,479 licenses for Blocks D, E, and F.>** However, licenses for Blocks C through
F have not been awarded fully, therefore there are few, if any, small businesses currently providing PCS
services. Based on thisinformation, we concludethat thenumber of small broadband PCSlicenseswill include
the 90 winning C Block biddersand the 93 qualifying biddersin the D, E, and F blocks, for atotal of 183 small
PCS providers as defined by the SBA and the Commission's auction rules.

82. SMR Licensees. Pursuant to 47 C.F.R. § 90.814(b)(1), the Commission has defined "small
entity" in auctionsfor geographic area800 MHz and 900 MHz SMR licensesasafirm that had average annual
grossrevenues of lessthan $15 million in thethree previous calendar years. Thisdefinition of a "small entity”
in the context of 800 MHz and 900 MHz SMR has been approved by the SBA.?** The rules adopted in this
Report and Order may apply to SMR providers in the 800 MHz and 900 MHz bands that either hold
geographicarealicensesor have obtai ned extended i mplementati on authorizations. Wedo not know how many
firms provide 800 MHz or 900 MHz geographic area SMR service pursuant to extended implementation
authorizations, nor how many of these providers have annual revenues of less than $15 million. We assume,
for purposesof thisFRFA, that al of theextended implementation authorizationsmay be held by small entities,
which may be affected by the decisions and rules adopted in this Report and Order.

83. The Commission recently held auctions for geographic area licensesin the 900 MHz SMR
band. Therewere 60 winning bidderswho qualified as small entitiesin the 900 MHz auction. Based on this
information, we conclude that the number of geographic area SMR licensees affected by the rule adopted in
this Report and Order includes these 60 small entities. No auctions have been held for 800 MHz geographic
area SMR licenses. Therefore, no small entities currently hold theselicenses. A total of 525 licenseswill be
awarded for the upper 200 channels in the 800 MHz geographic area SMR auction. The Commission,
however, hasnot yet determined how many licenseswill be awarded for thelower 230 channelsin the800 MHz
geographic area SMR auction. Thereisno basis, moreover, on which to estimate how many small entitieswill
win theselicenses. Given that nearly all radiotel ephone companies have fewer than 1,000 employees and that
no reliable estimate of the number of prospective 800 MHz licensees can be made, we assume, for purposes
of this FRFA, that all of the licenses may be awarded to small entities who, thus, may be affected by the
decisions adopted in this Report and Order.

20 d. at 1 60.
21 FCC News, Broadband PCS, D, E and F Block Auction Closes, No. 71744 (rel. January 14, 1997).

22 See Amendment of Parts 2 and 90 of the Commission's Rulesto Provide for the use of 200 Channels Outside
theDesignated Filing Areasin the896-911 MHz and the 935-940 MHz Bands All otted to the Specialized M obile Radio
Pool, PR Docket No. 89-583, Second Order on Reconsideration and Seventh Report and Order, 11 FCC Red 2639,
2693-702 (1995); Amendment of Part 90 of the Commission'sRulesto Facilitate Future Devel opment of SMR Systems
in the 800 MHz Frequency Band, PR Docket No. 93-144, First Report and Order, Eighth Report and Order, and
Second Further Notice of Proposed Rulemaking, 11 FCC Red 1463 (1995).
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84. Resellers. Nether the Commission nor SBA has developed a definition of small entities
specifically applicable to resdlers. The closest applicable definition under SBA rulesis for all telephone
communications companies. The most reliable source of information regarding the number of resdlers
nationwide of which we are aware appearsto be the data that we collect annually in connection with the TRS.
According to our most recent data, 260 companies reported that they were engaged in the resale of telephone
services.?® Although it seems certain that some of these carriers are not independently owned and operated,
or have more than 1,500 employees, we are unable at thistime to estimate with greater precision the number
of resdlersthat would qualify as small business concerns under SBA'sdefinition. Consequently, we estimate
that there are fewer than 260 small entity resdllersthat may be affected by the decisions and rules adopted in
this Report and Order.

85. Pay Telephone Operators. Neither the Commission nor the SBA has devel oped a definition
of small entities specifically applicable to pay tel ephone operators. The closest applicable definition under
SBA rulesisfor telephone communications companies other than radiotelephone (wireless) companies. The
most reliable source of information regarding the number of pay tel ephone operators nationwide of which we
are aware appears to be the data that we collect annually with the TRS Worksheet. According to our most
recent data, 271 companies reported that they were engaged in the provision of pay telephone services.®*
Although it seems certain that some of these carriers are not independently owned and operated, or have more
than 1,500 employees, weareunabl eat thistimeto estimatewith greater precision the number of pay telephone
operators that would qualify as small business concerns under SBA's definition. Consequently, we estimate
that there are fewer than 271 small entity pay telephone operators that may be affected by the decisions and
rules adopted in this Report and Order.

86. Cable Services or Systems. SBA has developed a definition of small entities for cable and
other pay television services, which includes all such companies generating $11 million or less in revenue
annually.?* Thisdefinitionincludescablesystemsoperators, closed circuit tel evision services, direct broadcast
satellite services, multipoint distribution systems, satellite master antenna systems and subscription television
services. According to the Census Bureau, there were 1,788 such cable and other pay television services and
1,439 had less than $11 million in revenues.?*

87. The Commission has developed its own definition of a small cable system operator for the
purposesof rateregulation. Under the Commission'sRules, a"small cable company” isoneserving fewer than
400,000 subscribers nationwide.?*” Based on our most recent information, we estimate that there were 1,439

8 TRSWorksheet at Thl. 1.
2 d.
# 13 C.F.R §121.201, SIC Code 4841.

26 1992 Economic Census Industry and Enter prise Receipts Size Report, Table 2D, SIC 4841 (U.S. Bureau of
the Census data under contract to the Office of Advocacy of the U.S. Small Business Administration).

21 47 C.F.R. §76.901(e). The Commission developed this definition based on its determination that a small
cable system operator is one with annual revenues of $100 million or less. Implementation of Sections of the 1992
Cable Act: Rate Regulation, Sxth Report and Order and Eleventh Order on Reconsideration, 10 FCC Rcd. 7393

36



Federal Communications Commission FCC 99-11

cable operatorsthat qualified assmall cable system operatorsat theend of 1995.2%  Sincethen, some of those
companies may have grown to serve over 400,000 subscribers, and others may have been involved in
transactionsthat caused them to be combined with other cableoperators. Consequently, we estimatethat there
are fewer than 1,439 small entity cable system operators that may be affected by the decisions and rules
adopted in this Report and Order.

88. The Communications Act also contains a definition of a small cable system operator, which
is"a cable operator that, directly or through an affiliate, servesin the aggregate fewer than 1 percent of all
subscribersin the United States and is not affiliated with any entity or entities whose gross annual revenues
in the aggregate exceed $250,000,000."%*° The Commission has determined that there are 61,700,000
subscribersin the United States. Therefore, wefound that an operator serving fewer than 617,000 subscribers
shall be deemed asmall operator, if itsannual revenues, when combined with the total annual revenues of all
of its affiliates, do not exceed $250 million in the aggregate.®® Based on available data, we find that the
number of cable operators serving 617,000 subscribers or less total's 1,450.%% We do not request nor do we
collect information concerning whether cable system operators are affiliated with entities whose gross annual
revenuesexceed $250,000,000,%%? and thus are unabl e at thistimeto estimatewith greater precision thenumber
of cable system operators that would qualify as small cable operators under the definition in the
Communications Act. We further note that recent industry estimates project that there will be a total of
65,000,000 subscribers, and we have based our fee revenue estimates on that figure.

89. Other Pay Services. In the IRFA, we included a category entitled "other pay services."?3
Other pay servicesare also classified under SIC 4841, which include cable operators, closed circuit television
services, direct broadcast satellite services (DBS), multipoint distribution systems (MDYS), satellite master
antennasystems (SMATYV), and subscription television services. Wereceived no commentsregarding service
providers in this category in response to either the IRFA or the NPRM at large. Accordingly, we cannot
determineat thistimethe number of service providersin this category that intend to offer servicestothepublic
as telecommunications carriers, and become subject to CALEA's requirements.

(4 Summary Analysis of the Projected Reporting, Recordkeeping and Other
Compliance Requirements and Steps Taken to Minimize the Significant Economic

(1995).
28 paul Kagan Associates, Inc., Cable TV Investor, Feb. 29, 1996 (based on figures for December 30, 1995).
29 47U.S.C. § 543(m)(2).
20 47 C.F.R. § 76.1403(b).
=1 paul Kagan Associates, Inc., Cable TV Investor, supra.

%2 We receive such information on a case-by-case basis only if a cable operator appeals alocal franchise
authority's finding that the operator does not qualify as a small cable operator pursuant to 47 C.F.R. § 76.1403(b).

% NPRM at 72
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Impact of this Report and Order on Small Entities, Including Significant Alternatives
Considered and Rejected.

0. In this section of the FRFA, we analyze the projected reporting, recordkeeping, and other
compliance requirements that may apply to small entities as a result of this Report and Order. We also
describe the steps taken to minimize the economic impact of our decisons on small entities, including the
sgnificant aternatives considered and rejected.

1. Inthefinal regulations, we affirm our proposal in the NPRM to establish regulationsthat are
genera innatureand provideasguidance, sothat tel ecommunicationscarriersmay utilizetheir existing policies
and proceduresto the greatest extent possible. In addition, wediminated all referencesto proposed rulesand
tentative conclusions relating to vicarious liability arisng out of a telecommunications carrier's failure to
accomplish either of CALEA section 105's two objectives.

92. Inthefinal regulations, wediminated all regulationsoriginally proposed pursuant to47 U.S.C.
8§ 229(b)(1) that appeared to go beyond the scope of CALEA section 105, overlapped other proposed
regulations, wereunnecessarily cumbersome, or otherwiseunnecessary. Accordingly, carriersmust: 1) appoint
a senior officer or employee as point of contact responsible for affirmatively intervening to ensure that
interception of communications or access to call-identifying information can be activated only in accordance
with the appropriate legal authorization; 2) include a description of the job function of the appointed point of
contact for law enforcement to reach on a daily, around the clock basisin their policies and procedures; 3)
effectuate a requested interception promptly; 4) incorporate our interpretation of the phrase "appropriate
authorization" in their policies and procedures; 5) state in their policies and proceduresthat carrier personnel
must receive appropriate legal authorization, before enabling law enforcement officials to implement the
interception of communications or accessto call-identifying information; 6) requirethe appointed senior point
of contact to beapprised of all relevant federal and state statutory provisionsconcerning thelawful interception
of communications or access to call-identifying information; 7) report security compromises and unlawful
interception of communications or access to call-identifying information to the appropriate law enforcement
authoritieswithin areasonablelength of time after discovery; 8) maintain a secure and accuraterecord of each
interception of communications or access to call-identifying information, made with or without appropriate
authorization, in theform of singlecertification; 9) maintain secureand records of call-identifying information
and unauthorized interceptions (including the content of the unauthorized interception) for ten years; 10)
maintain secure and accurate records of the content of each authorized interception of communications for a
period of time determined by them in accordance with the policies and procedures that they establish under
section 229(b)(1) of the CommunicationsAct and applicablestateand federal statutesof limitation; 11) provide
a detailed description of how long it will maintain its records of intercept content; and 12) file with the
Commission, within 90 days of the effective date of these rules, the policies and proceduresit uses to comply
with the requirements of this subpart, and thereafter, within 90 days of a carrier's merger or divestiture or a
carrier's amendment of its existing policies and procedures.

93. We diminated the requirement of "designated employees” and the requirement for
telecommunications carriers to provide updated lists of designated employees that included personal
information about them, to law enforcement agencies. Instead, telecommunications carriers, as part of their
policies and procedures, should only appoint a senior authorized officer or employee asapoint of contact for
law enforcement to reach on a daily, around the clock basis. Telecommunications carriers will include a
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description of the job function of the designated point of contact and a method to enable law enforcement
authorities to contact the individual employed in this capacity in their polices and procedures.

94, Weeiminated the proposed regul ation requiring a separate affidavit and a separaterecord for
each survelllance. Instead, our final regulation requiresthat telecommuni cationscarrierscompileand maintain
a snglerecord of each intercepted communications or access to call-identifying information, certified by a
carrier employee in charge of that dectronic surveillance, that contains the following information: 1) the
telephone number(s) and/or circuit identification number(s) involved; 2) the start date and time of the opening
of thecircuit for law enforcement; 3) the identity of the law enforcement officer presenting the authorization;
4) the name of the judge or prosecuting attorney who signed the authorization; 5) the type of intercepted
communications or access to call-identifying information; 6) the name(s) of the telecommunications carriers
personne who are responsiblefor overseeing the interception of communications or accessto call-identifying
information and who are acting in accordance with the carriers policies and procedures established under 47
U.S.C. 8 229(b)(1). This record shall be signed by the individual who is responsible for overseeing the
interception of communications or accessto call-identifying information and who isacting in accordance with
thecarriers policiesand proceduresestablished under 47 U.S.C. § 229(b)(1). Toavoid duplicatingtheexisting
ten year record retention requirement for records of authorized interception content in 18 U.S.C. § 2518(8)(a),
we allow tel ecommunications carriersto retain records of the content of authorized interceptionsfor a period
of time that they find reasonably necessary. However, because 18 U.S.C. § 2518(8)(a) does not encompass
records of call-identifying information and records of unauthorized interceptions, we require carriers to
maintain secure and records of call-identifying information and unauthorized interceptions (including the
content of the unauthorized interception) for ten years.

95. In the final regulations, we did not affirm our proposal to provide a lessened reporting
requirement for carriersthat fell below the grossannual revenuethreshold established in 47 C.F.R. § 32.9000
of the Commission's rules. As noted above, we conclude that 47 U.S.C. 88 229(b)(3) requires all
telecommunications carriers to submit their policies and procedures to the Commission established under 47
U.S.C. 88 229(b)(1) and (2). Asnoted on the record above, the statute makes no distinction between classes
of tedecommunications carriers for the purpose of lessening the regulatory burden for smaller carriers.
Accordingly, our final regulations contain the requirement that all telecommunications carriers must file their
system security and integrity policies and procedures with the Commission, within 90 days of this Report and
Order's effective date. We note, however, that since the proposed regulations have been drastically reduced,
the burden imposed by the regulations adopted herein isalso significantly reduced for all telecommunications
carriers, including the smaller ones.

(5) Report to Congress

96. TheCommission shall send acopy of thisFRFA, along with thisReport and Order, in areport
to Congress pursuant to the Small Business Regulatory Enforcement Fairness Act of 1996, 5 U.S.C. §
801(a)(1)(A). A copy of this FRFA will also be published in the Federal Register.

C. Paperwork Reduction Act of 1995 Analysis

97. ThisReport and Order contains a modified information collection, which has been submitted
to the Office of Management and Budget for approval. Aspart of our continuing effort to reduce paperwork
burdens, we invite the general public to take this opportunity to comment on the information collection

contained in thisReport and Order, asrequired by the Paperwork Reduction Act of 1995, Pub. L. No. 104-13.
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Public comments should be submitted to OMB and the Commission, and are due thirty days from publication
of this Report and Order in the Federal Register. Comments should address: (a) whether the proposed
collection of information isnecessary for the performance of the proper functionsof the Commission, including
whether the information shall have practical utility; (b) the accuracy of the Commission's burden estimates;
(c) waysto enhance the quality, utility, and clarity of the information collected; and (d) ways to minimize the
burden of the callection of information on therespondents, including the use of automated coll ection techniques
or other forms of information technology.

IV. ORDERING CLAUSES
98. Accordingly, IT IS ORDERED that, pursuant to sections 4(i), 4(), and 229 of the
Communications Act of 1934, as amended, 47 U.S.C. 88 154(i), 154(j), and 229, and section 105 of the
Communications Assistance for Law Enforcement Act, 47 U.S.C. § 1004, the rules specified in Appendix A
are adopted.

99. IT IS FURTHER ORDERED that the rules set forth in Appendix A WILL BECOME
EFFECTIVE 90 days after publication in the Federal Register.

100. ITISFURTHER ORDERED that theRegulatory Flexibility Analysis, asrequired by Section
604 of the Regulatory Flexibility Act, and as set forth above is adopted.

101. IT IS FURTHER ORDERED that the Commission's Office of Public Affairs, Reference
Operations Divison, SHALL SEND a copy of thisREPORT AND ORDER, including the Final Regulatory
Flexibility Analysis, to the Chief Counsd for Advocacy of the Small Business Adminigtration.

FEDERAL COMMUNICATIONS COMMISSION

Magalie Roman Salas,
Secretary
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APPENDIX A - FINAL RULES
AMENDMENTSTO THE CODE OF FEDERAL REGULATIONS
PART 64 - MISCELLANEOUSRULESRELATING TO COMMON CARRIERS
Part 64 of the Code of Federal Regulations (C.F.R.) isamended as follows:
1 The authority citation for Part 64 is amended to read as follows:

AUTHORITY: 47 U.S.C. 88 151, 154, 201, 202, 205, 218-220, and 332 unless otherwise noted.
Interpret or apply 88 201, 218, 225, 226, 227, 229, 332, 48 Stat. 1070, asamended. 47 U.S.C. 88 201-204,
208, 225, 226, 227, 229, 332, 501 and 503 unless otherwise noted.

2. The table of contents for Part 64 is amended to add Subpart U to read as follows:

Subpart U - Telecommunications Carrier Systems Security and Integrity Pursuant to the
Communications Assistance for Law Enforcement Act (CALEA)

§ 64.2100 Purpose.

§ 64.2101 Scope.

§ 64.2102 Definitions.

§ 64.2103 Policies and Procedures for Employee Supervision and Control.
§ 64.2104 M aintaining Secur e and Accur ate Records.

§ 64.2105 Submission of Policies and Procedures and Commission Review.
§64.2106 Penalties.

Part 64 is amended to add Subpart U to read as follows:

§ 64.2100 Purpose.

Pursuant to the Communications Assi stance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279
(1994) (codified as amended in sections of 18 U.S.C. and 47 U.S.C.), this subpart containsrulesthat require
atelecommunications carrier to ensure that any interception of communications or access to call-identifying
information effected within its switching premises can be activated only in accordance with appropriate legal
authorization, appropriate carrier authorization, and with the affirmative intervention of an individual officer
or employee of the carrier acting in accordance with regulations prescribed by the Commission.

§64.2101 Scope.

The definitions included in this subpart shall be used solely for the purpose of implementing CALEA
requirements.
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864.2102 Definitions.

(& Appropriate Legal Authorization. Theterm "appropriate legal authorization” means:

(1) acourt order signed by a judge or magistrate authorizing or approving interception of wire or eectronic
communications, or

(2) other authorization, pursuant to 18 U.S.C. 8§ 2518(7), or any other relevant federal or state statute.

(b) Appropriate Carrier Authorization. Theterm "appropriate carrier authorization" meansthe policies and
procedures adopted by tel ecommuni cations carriersto superviseand contral officersand employeesauthorized
to assist law enforcement in conducting any interception of communications or access to call-identifying
information.

(c) Appropriate Authorization. The term "appropriate authorization® means both appropriate legal
authorization and appropriate carrier authorization.

§64.2103 Policies and Procedures for Employee Supervision and Control.
A tdecommunications carrier shall:
(a) establish palicies and procedures to ensure the supervision and control of its officers and employees;

(b) appoint a senior officer or employee as a point of contact responsible for affirmatively intervening to
ensure that interception of communications or access to call-identifying information can be activated only in
accordance with appropriate legal authorization, and include, in its policies and procedures, a description of
the job function of the appointed point of contact for law enforcement to reach on a seven days a week, 24
hours a day basis;

(c) incorporate, in its polices and procedures, an interpretation of the phrase " appropriate authorization” that
encompasses the definitions of "Appropriate Legal Authorization" and "Appropriate Carrier Authorization”,
as stated above;

(d) state, in its policies and procedures, that carrier personnd must receive appropriate legal authorization
and appropriate carrier authorization before enabling law enforcement officials and carrier personne to
implement the interception of communications or access to call-identifying information;

(e) report to the affected law enforcement agencies, within a reasonable time upon discovery:

(2) any act of compromiseof alawful interception of communicationsor accessto call-identifying information
to unauthorized persons or entities; and

(2) any act of unlawful eectronic surveillance that occurred on its premises.

(f) include, in its policies and procedures, adetailed description of how long it will maintain itsrecords of the
content of an interception.
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§64.2104 Maintaining Secure and Accurate Records.
A telecommunications carrier shall:

(a) maintain asecure and accurate record of each interception of communications or accessto call-identifying
information, made with or without appropriate authorization, in the form of single certification.

(1) This certification must include, a a minimum, the following information: (i) the telephone number(s)
and/or circuit identification numbersinvolved; (ii) the start date and time of the opening of the circuit for law
enforcement; (iii) the identity of the law enforcement officer presenting the authorization; (iv) the name of the
person signing the appropriatelegal authorization; (v) the type of interception of communications or accessto
cal-identifying information (e.g., pen register, trap and trace, Title I1l, FISA); and (vi) the name of the
telecommunications carriers personnel who is responsible for overseeing the interception of communication
or accessto call-identifying information and whoisacting in accordance with the carriers policies established
under § 64.2103 of this subpart.

(2) This certification must be signed by the individual who is responsible for overseeing the interception of
communications or access to call-identifying information and who is acting in accordance with the
telecommunications carrier's policies established under § 64.2103 of this subpart. This individual will, by
his’her signature, certify that the record is complete and accurate.

(3) Thiscertification must be compiled either contemporaneoudy with, or within areasonable period of time
after the initiation of the interception of the communications or access to call-identifying information.

(4) A tdlecommunications carrier may satisfy the obligations of subsection () of this rule by requiring the
individual who is responsible for overseeing the interception of communication or access to call-identifying
information and who is acting in accordance with the carriers policies established under § 64.2103 of this
subpart to sign the certification and append the appropriate legal authorization and any extensions that have
been granted. Thisform of certification must at aminimum include al of theinformation listed in subsection
(a) of thisrule.

(b) A tdecommunications carrier shall maintain secure and accurate records of:

(1) cal-identifying information and unauthorized interceptions (including the content of the unauthorized
interception) for ten years,

(2) the content of each authorized interception of communications for a reasonable period of time as
determined by the carrier.

(o) It isthe tdlecommunications carrier's respons bility to ensure its records are complete and accurate.
(d) Viodlation of thisruleis subject to the penalties of § 64.2106 of this subpart.

864.2105 Submission of Policies and Procedures and Commission Review.

(a) Each tdecommunications carrier shall file with the Commission the policies and procedures it uses to
comply with the requirements of this subpart. These policies and procedures shall be filed with the Federal
Communi cations Commission within 90 days of the effective date of theserules, and thereafter, within 90 days
of acarrier'smerger or divestiture or a carrier's amendment of its existing polices and procedures.
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(b) The Commission shall review each telecommunications carrier's policies and procedures to determine
whether they comply with the requirements of § 64.2103 and § 64.2104 of this subpart.

(2) If, upon review, the Commission determines that a telecommunications carrier's policies and procedures
do not comply with the requirements established under § 64.2103 and § 64.2104 of this subpart, the
telecommunications carrier shall modify its policies and procedures in accordance with an order released by
the Commission.

(2) The Commission shall review and order modification of a telecommunications carrier's policies and
procedures as may be necessary to insure compliance by telecommunications carriers with the requirements
of the regulations prescribed under § 64.2103 and 8§ 64.2104 of this subpart.

§ 64.2106 Penalties

In the event of a telecommunications carrier's violation of § 64.2103 or § 64.2104 of this subpart, the
Commission shall enforce the penaltiesarticulated in 47 U.S.C. § 503(b) of the Communications Act of 1934
and 47 C.F.R. § 1.8 of the Commission's rules.
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APPENDIX B - LIST OF COMMENTERS

Parties Filing Comments

AirTouch Communications, Inc. (AirTouch)

American Civil Liberties Union (ACLU)

Ameritech Operating Companies and Ameritech Mobile Communications, Inc. (Ameritech)
AT&T Corporation, and AT&T Wireess ServicesInc. (AT&T)

Bell Atlantic Mobile, Inc. (BAM)

. BdllSouth Corporation, BellSouth Telecommunications, Inc., BellSouth Cellular Corporation,
BeIISouth Personal Communications, Inc. and BellSouth Wireless Data, L.P. (BdlSouth)

7. Cdlular Telecommunications Industry Association (CTIA)

8. Center for Democracy and Technology (CDT)

9. GTE Service Corporation (GTE)

10. National Teephone Cooperative Association (NTCA)

11. Nextd Communications, Inc. (Nextel)

12. Omnipoint Communications, Inc. (Omnipoint)

13. Organization for the Promoation and Advancement of Small Telecommunications Companies
(OPASTCO)

14. Paging Network, Inc. (PageNet)

15. Personal Communications Industry Association (PCIA)

16. Powertd, Inc. (Powertdl)

17. PrimeCo Personal Communications, L.P. (PrimeCo)

18. Rural Telecommunications Group (RTG)

19. SBC Communications (SBC)

20. Sprint Spectrum L.P. d/b/a Sprint PCS (Sprint)

21. Teleport Communications Group, Inc. (Teleport)

22. United States Cellular Corporation (USCC)

23. United States Department of Justice and Federal Bureau of Investigation (filing jointly) (FBI)
24. United States Telephone Association (USTA)

25. U SWed, Inc. (U SWest)

26. 360° Communications Company (360°)

SoUuh~wWwNE

Parties Filing Reply Comments

1. AirTouch Communications, Inc. (AirTouch)

2. Ameritech Operating Companies and Ameritech Mobile Communications, Inc. (Ameritech)
3. AT&T Corporation, and AT&T Wirdess ServicesInc. (AT&T)

4. BelSouth Corporation, BellSouth Telecommunications, Inc., Bell South Cdlular Corporation,
Bell South Personal Communications, Inc. and BellSouth Wireless Data, L.P. (BdlSouth)

5. Cdlular Telecommunications Industry Association (CTIA)

6. Center for Democracy and Technology (CDT)

7. City of East Ridge Police Department

8. GTE Service Corporation (GTE)

9. Indiana State Police

10. Motorola, Inc. (Motorola)
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

National Technical Investigators Association

New Jersey State Police

Nextel Communications, Inc. (Nextel)

Office of the Hudson County Prosecutor

Omnipoint Communications, Inc. (Omnipoint)

Personal Communications Industry Association (PCIA)
PrimeCo Personal Communications, L.P. (PrimeCo)
SBC Communications (SBC)

Telecommunications Industry Association (T1A)
Teleport Communications Group, Inc. (TCG)

United States Department of Justice and Federal Bureau of Investigation (filing jointly) (FBI)
United States Telephone Association (USTA)

U SWest, Inc. (U SWest)
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